LOK SABHA

REPORT OF THE JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

SEVENTEENTH LOK SABHA

LOK SABHA SECRETARIAT
| NEW DELHI
DECEMBER, 2021 / AGRAHAYANA 1943(SAKA)




LOK SABHA

REPORT OF THE JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

_ (SEVENTEENTH LOK SABHA)

Presented to Lok Sabha on the 16th December 2021

Laid in Rajya Sabha on the .16th December 2021

LOK SABHA SECRETARIAT
‘ NEW DELHI
DECEMBER, 2021 / AGRAHAYANA 1943(SAKA)




£y

JCPDPB 2019 No. S S

Price : RS, vvvvverervsnises

© 2021 BY LOK SABHA SECRETARIAT t

Published under Rule 382 of the Rules of Procedure and Conduct of ‘.Busincss in Lok Sabha

( Edition) and Printed by




PART

Part1

1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.10
1.11
1.12

1.13

1.14

1.15

PartII

L

INDEX
CONTENT

Composition of the Joint Committee
Introduction

REPORT
DATA PROTECTION AND PRIVACY

Introduction

Transforming India Through Data

Data Protection as a Global Concern

Data: A New Asset Class

Dwindling Consumer Trust _ ]
Impact of Data Breaches on Health & Well-Being
Proliferation of Bots and Fake Accounts
Growing Importance of Data Protection

Growing Importance of Data Localisation

Data Security is Key to National Security

Biggest Data Breaches of the 21st Century

Proposed Framework by World Economic Forum
(WEI)

Global Legal - Frameworks in
DataProtection:General Data Protection Regulation
(GDPR) of the European Union (EU) |
Genesis of the Legal Mechanism to Deal with Data
Protection in India

An Overview of The Personal Data Protection Bill,
2019 and General DiscussionThereon

CLAUSE BY CLAUSE EXAMINATION ON ‘THE

PERSONAL DATA PROTECTION BILL, 2019”

APPENDICES .
Motion in Lok Sabha for referenceé of the Bill to
the Joint Commiittee.
Motion in Rajya Sabha for reference of the Bill to
the Joint Committee.

PAGE No,

iii-v

- vi-ix

1-42

18-19

19-42

43-188

189-190

191




I1L

IV.

VI L]
VIL
V1L

IX.

XL
XIL
X1ILL

X1V,

Motion dated 23 March, 2020° régarding “Joint
Committee on the Personal Data Protection Bill,
2019-Extension of Tine.

Motion dated 23 September, 2020 regarding Joint
Committee on the Personal Data Protection Bill,
2019- Extension of Time,

Motion dated 9 February, 2021 regarding Joint
Committee on the Personal Data Protection Bill,
201 9- Extension of Time.

Motion dated 25 March, 2021 1egardmg Joint

_ Cominittee on the Personal Data Protection Bill,

2019~ Extension of Time.

" Motion dated 23 July, 2021 regarding Joi}'lt

Committee on the Personal Data Protection Bill,
2019- Extension of Time.

Motion dated 01 December, 2021 regar dmg Joint
Committee on the Personal Data Protection Bill,
2019- Extension of Time. _
Details of the sittings of the Joint Committee on
the Personal Data Protection Bill, 2019,

Names of experts/stakeholders/organizations wlo

. tendered oral evidence before the Committee.

Details of the study tour visit.
Notes and Minutes of Dissent.
List of government  agencies and
experts/.étakeholders/ organizations/ individuals
from whom memoranda were received.
Minutes of the sittings.

ANNEXURE

BILL AS REPORTED BY THE JOINT COMMITTEE

192
193

194

195

196

197

199-204

205

206-207

209-250

251-257

259-462

1-67




COMPOSITION OF THE JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILY, 2019

W

SHRI P.P. CHAUDHARY -HON'BLE CHAIRPERS'ON

- LOK SABHA

e N W N

B — = = e = e e e e
SO PN LEDLPO O

RA

Shri S, S. Ahluwalia

Shri L.S. Tejasvi Surya
Col. Rajyavardhan Singh Rathore
Shri Sanjay Jaiswal

Dr. Kiritbhai Solanki

Shri Arvind Dharmapuri
Dr, Heena Gavit

Shri Uday Pratap Singh
Dr. Satyapal Singh”

Smt. Aparajita Sarangi”
Shri Rajiv Ranjan Singh
Shri Gaurav Gogoi

Ms. Mahua Moitra®

Shri, Manish Tewari®
Thiru Dayanidhi Maran®
Shri P.V. Midhun Reddy
Dr, Shiikant Eknath Shinde
Shri Bhartruhari Mahtab
Shri Ritesh Pandey

A SABHA

21.
- 22,
23,
24,
25,
20,
27.
28.
29,
30.

JY

Shri Rakesh Sinha”

Shri Suresh Prabhu

Dr. Vinay P. Sahasrabuddhe”
Dr. Sudhanshu Trivedi”

Shri Jairam Ramesh

Shri Vivek K. Tankha

Shri Derek O’ Brien

Shri A. Navaneethakrishnan
Prof. Ram Gopal Yadav’

Dr. Amar Patnaik

*Appointed as Chairperson vice Smt, Meenakashi Lekhi’s induction to the Union Council of
Ministers. {Bulletin Part - II, No. 2;729, Thursday, July 22, 2021/Ashadha 31, 1943(Saka)].




ll*'Appoim;ed to the Committee as Members w.e.f 04/08/2021 vice vacancies occcured upon Shri
Ajay Bhatt's and Smt. Meenakashi Lekhi's induction to the Council of Ministers on 07/07/2021
[Bulletin Part-I, No.126, Wednesday, August 4, 2021/Sravana 13, 1943 (Saka)].

@Appointed to the Committee as Members w.c.f 11/02/2020 vice vacancies occcured upon
resignation of Prof. Saugata Roy and Ms. S. Jothi Mani on 11/ 12/2019 and 26/12/2019 respectively
[Bulletin Part-1, No.66, Tuesday, February 11, 2020/Magha 22, 1941 (Saka)]

sAppointed to the Committee as Member w.c.f 04/08/2021 vice vacangy occeured upon Smt,
Karunanidhi, Kanimozhi 's resignation on 31/10/2020 [Bulletin Part-1, No.126, Wednesday,
August 4, 2021/Sravana 13, 1943 (Saka)].

%Appointed to the Committee as Member w.e.f 05/08/2021 vice vacancy occcured upon the
resignation of Shri Bhupender Yadav, Shri Rajeev Chandrasekhar and Shri Ashwini Vaishnaw
upon their induction to the Council of Ministers on 07/07/2021 [Parliamentary Bulletin PART -
I, No. 5566, Thursday, August §, 2021].

"Appointed to the Committee as Member w.e.f 05/08/2021 vice vacancy occeured upon his
retirement from Rajya Sabha on 25/11/2020 [Parliamentary Bulletin PART - I, No. 5566,
Thursday, August S, 2021]. '




o Wb

SECRETARIAT
Dr.Ram Raj Rai - Joint Secretary
Shri Baikunthanath Mohapatra-  Joint Director
Dr. Mohit Rajan - Deputy Secretary
Ms. Maya Menon - . Committee Officer
Ms. Fanny S.M. - Assistant Committee Officer -
REPRESENTATIVES

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY ‘

B

by —

Secretary

Shri Ajay Prakash Sawhney
Dr. Rajendra Kumar -Additional Secretary
Shri Deepak Goel Scientist ‘G’, NIC
Shri Vikash Chourasia - - Scientist ‘C’

MINISTRY OF LAW & JUSTICE
(LEGISLATIVE DEPARTMENT)

Dr. Recta Vasishta - Secretary
Shri Ramisetty Sreenivas - Additional Legislative Counsel

(DEPARTMENT OF LEGAL ATFAIRS)

Shri Anoop Kumar Mendiratta-  Secretary
Shri Mahendra Khandelwal -+ Additional. Govt. Advocate




INTRODUCTION -~

I, the Chairperson of the Joint Committee to which the Bill published
in the Gazette of India, Extraordinary Part-II, Section 2, dated 11 December, 2019
titled ‘The Personal Data Protection Bill, 2019’ was refeired, having been
authorised to submit the Report on their behalf, present this Report with the Bill,

as reported by the Joint Committee annexed thereto,

2. The Personal Data Protection Bill, 2019 was introduced in Lok Sabha on 11

DecemBer, 2019, The Motion for reference of the Bill to a Joint Committee of
both the Houses of Parliament was moved in Lok Sabha on 11 December, 2019 by
Shri Ravi Shankar Prasad, The Minister .of Law and Ji:lstice; Minister of
Communications; Minister of Electronics ‘and Inforiation Technology ( Vide

Appendix-I). The Rajya Sabha concurred in the said Motion on 12 December, .

- 2019 (Vide Appendix-II).

3. The Report of the Joint Committee was to be presented by the first day of _

the last week of the Budget Session, 2020, The Committee were granted extension °
of time for six times for presentation of the Report. The first extension for
presenting the report by the second week of Monsoon Session of Parliament, 2020
was granted by the House as per the Motion moved and adopted on 23 March,
2020 (Vide Appendix-III).'Motion for second e){tension for presenting the Report
by the second week of the Winter Session of the Parliament, 2020 was moved and
adopted in the House on 23 September; 2020 (Vide Appendix-IV). Due to
pandemic COVID-19 situation, the Winter Session, 2020 of the Parliament was
not summoned. Subsequently, summon was issued for the next session of
Parliament i.e. Budget Session, 2021 and the earlier extension given by the House

was treated as extehsion._ upto the last day of first week of second part of the

- Budget Session, 2021 of Parliament as per the motion moved and adopted by the

Lok Sabha on 09 February, 2021. (Vide Appendix V). Further, the Committee was

vi




granted extension-of time thrice to present-’the_r Repott i.e. upto the first week of
Monsoon Session 2021 of Parliament, upto the first week of the Winter session of
Parliament 2021 and upto the last' week of the Winter session of Parliament
2021as per the motions adopted by the Lok Sabha on 25 March, 2021, 23 July,
2021 and 1 Decembe1 2021 1espect1vely (Vide Appendlces VI, VII and VII).

4. Keeping in view the importance of the Bill, its wide ranging implications and
impact on various stakeholders, the Committee at their first- sitting held on 16
January, 2020, decided to call memoranda to obtain the views from public,
experts, stakf; holders, companies, regulatory bodies, law firms, academic &
professional bodies, data security experts and cogcel*lled é}overmnent agencies or
Ministries on the provisions of the aforesaid Bill so that their views may also be
heard by the Comimittee for a .comprehensive aﬁd in-depth examination of the
legislation. Accordingly, a press communiqué inviting memoranda was issued on
4th February, 2020 in national and regional newspapers through the Bureau of
Outreach and Publicity (earlier DAVP). Total 234 memoranda were received and
each memorandum was analyzed, suggestions were compiled in a chart form and
after getting the response of the MEITY on each suggestion, the Committee
- considered fhem during clause by clause discussion on the Bill. Gist of the -

important suggestions received in the form of Memoranda has been listed against

examination of respective Clauses in the Report.

5. The Committee held in total 78 sittings enéompassing 184 hours and 20
minutes, Details of the meetings, mcludmg list ‘of the stakeholdels who were

consulted, are at Appendix-IX,

6. The Committee held three briefing meetings with the representatives of the
Ministry of Electroniqs & Information Tecﬁnology and the Ministry of Law &

Justice on the provisioﬂ-s of the Bill.
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7. Thereafter, the Committee heard the views/ suggestions of 31 experts/
representatives of Statutory/ Regulatory/ Government Bodies/ Data Experts /
Cyber Security Experts as well as organizations representing Industry and
Professional Bodies. Government agencies which were invited to present their
views before the Committee included Unique Identification Authority of India
(UIDAI), National Crime Records Bureau (NCRB), National Investigation
Agency (NIA), Narcoﬁcs Control Bureau (NCB) and Reserve Bank of India (RBI).
Sitting wise list of witnesses who appeared before the Joint Committée for oral

evidenoe..is enclosed (Vide Appendix-X).

8. The‘Committee also undertook a study tour to Mumbai ,gmd Bengaluru from.
26/10/2021 to 29/10/2021 where they visited the data centres of SBI and UIDAI;
Centre for Development of Advanced Computing (C-DAC) and Central
Processing Centre of Income Tax Department and held informal discussions with
15 stakéholders/orgainsation,s including State Governments on the various

provisions of the Bill (Vide Appendix-XT).

9. The Committee completed Clause -by-Clause consideration of all the
Clauses and the amendments proposed on each Clause of the Bill in 47 sittings
held from 11.11.2020 and 12.11.2021. The Bill as reported by the Joint Committee
is appended after the Report. - v

10, The notes/minutes of dissent received from Shri Manish Tewari, Ms. Mahua

Moitra, Shri Gaurav Gogoi, Shri Ritesh Pandey, Shri Vivek K. Tankha, Shri Jairam
Ramesh, Shri Derek O' Brien, Dr. Amar Patnaik are appended to the Report (Vide
Appendix-XIT). |

11, At their 78th sitting held on 22/11/2021, the Committee considered and
adopted the draft report &nd authorized the Chairperson to present the report on

 their behalf, The Committee also decided that one copy of the proceedings of the

viil




sittings of the Committee and the study-tour notes along with two copies each of

the memoranda received by the Commitiee on the Bill from various quarters may
be placed in the Parliament L1b1a1y after the Report has been plesented to

Parliament, for reference of the Members of Parliament,

12, The Committee wish to express their thanks to the representatives of the
Ministry of Electronics and Information Technology and Ministry of Law and-
Justice'(Legislative Department and Department of Legal Affairs)' ‘who appeared
before tﬁe Committee and placed their considered views to the points raised by the
Committee during all the sittings of the Committee held in connection with the
cxamination of the Bill. The Committee would also like ,{0 express their sincere
thanks to the representatives of Statutoi'y/Regulat01y/Govemment Bodies/Data
Experts/Cyber Security Experts as well as Ol‘gaﬁisatioﬁs 1'ep1'esehting' Industry and
Professional Bodies who appeared and candidly presented their views before the
Committee about the working and impact of the various provisions of Bill on
them. The Committee would also like to acknowledge the sincere and devoted .
efforts made by the Officers of Lok Sabha Secretariat for facilitating such lal'}ge-

number of sittings of the Commiitee so smoothly and preparing the Report

dedicatedly.
(P.P. CHAUDHARY)
. CHAIRPERSON,
JOINT COMMITTEE ON THE
PERSONAL DATA PROTECTION BILL, 2019.
NEW DELHI;
08 December, 2021

17 Agrahayana, 1943 (Sal\(a) '




REPORT

PART-I
DATA PROTECTION AND PRIVACY

1.1 - Introduction

We are heading towards a data and technology driven “Web of the World”
where mobile communications and social media are connecting people in hitherto
unforeseen ways. Curated datasets are recorded and then fed into algorithms, which
predict who we are, who and what we know, where we are, where we have been
and where we plan to go. Processing this data gives us the ability to understand and
even predict where humans focus their attention and activity at the individual,
group and global level. With around 4.66 billion internet users the size of the
internet is now estimated to be 44 zettabytes (one zettabyte is 10"'bytes or one
billion terabytes) and new data is being added at the rate of 2.5 quintillion bytes per
day. By June 2019, the indexed web was estimated to host 5.85 billion pages,
which was only the activity reached via search engines. Moreover, the internet has
almost doubled in size every year since 2012, The internet and data have given rise
to some of the largest corporations in the world. The spread of data driven
technologies around the world has led to several citizen and consumer centric

innovations including means of communication and access to goods and services

through e-governance and online commerce and transactions. This has resulted | in
an eruption of online marketplaces where more and more social and economic
activities now take place online. Therefore, data is the new oil ‘which has the
potential to unleash the true power of an economy. Countries are striving for
accelerating soéio—economiq transformation through the use of smart and secure
data.

1.2 Transforming India Through Data

1.2.1. With the world’s second largest population, the fifth largest economy with-
GDP of $3.0 trillion, over 700 million internet users and over 400 million smart

phone users, India is generating mammoth amounts of data on a daily basis. India -

generates about 150 exabytes of data annually and is amongst the fastest growing
data generating nations in\the world. Data is a new resource that is vital for the
‘internet economy, supporting innovation and building new age businesses. By
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integrating datasets from various sources and domains and applying data analytics
and artificial intelligence technologies, powerful new insights can be generated to
build new and innovative products and services. Exploiting data effectively can
help accelerate economic growth and development and provide better services to
people and businesses. Data can be a significant enabler towards achieving the
~vision of an “AatmaNirbhar Bharat” by powering technology driven innovation in
almost all sectors of the economy and all domains of governance. '

- 1.22. The data, an intangible asset, can be consumed and exploited by various
01‘ganiSati0ns for multiple purposes including for better and more cfficient
utilization of resources, real-time delivery of services, effective management of
' disasters, etc. The value chain of data can be descubed as beLow

Data -> Information-> Knowledge - Effective Usage

1.2.3. Powerful data analytics and artificial intelligence technologies are moving
the world towards predictive and prescriptive analytics thus bringing in disruptive
innovations which result in transformation of the society for a better tomorrow.
Data can substantially improve socio-economic indicators across sectors- be it

health, education, tax collection, poverty, public safety, etc. '

1.2.4. There is a plethora of latest data technologies ranging from Cloud, Deep
Vision, Artificial Intelligence, Machine Learning, Data Lakes, etc. which enable
hyper capabilities - real time access and processing of large volumes of data at
extremely high speed. These technologics can be broadly classified into two
categories — those that capture and store data, and those that help generate insights
from data. The predictive power of data can cnhance decision making capab1ht1es
for the present and better prepare us for the future.

1.2.5. India already has many data asscts of national importance including Aadhar,
Passport Seva, Open Data Stack (data.gov.in), MCA21, GSTN, Unified Payment
Interface (UPI), WRIS (Jalshakti), DISHA (rural development), Bhuvan (ISRO),
ctc. These platforms are very efficient and can address specific requirements in
their domains and are also cross-cutting in nature as they can also be used as
building blocks for providing integrated services in a wide range of domains.

1.2.6. The time has come now to broaden our data vision to solve complex inter-
connected social and econornic development challenges, connecting various islands
of data and move from data collected and used for a specific purpose to create




" cross-sectoral data sets. There is a need to move from ‘siloed’ view across different

data platforms to truly unleash the power of data for India.

1.2.7. For this purpose, there is need to design and setup processes to unify data
sets across public sector, private sector, and academic and research institutions. The
data from these sources can be infegrated on need basis and can be utilized for
applying advanced digital technologies for generating new insights and supporting
innovation . for improving products and services in various domains. Data
management policies would need to be defined to address access, accuracy,
privacy, residency and security related aspects of data. |

1.2.8. Hence, there is a requirement to formulate robust data management policies,
standards and best practices with accurate data, appropriate data access, strong data
security, privacy and ownership rights. Deploying advanced digital infrastructure
for connecting and aggregating data and making them available for various
stakeholders, developing new insights from cross-platform data, and developing a
data ecosystem across public and private sectors to spur data led innovation are
extremely important, A large and well-organised data ecosystem would also
encourage innovation, entrepreneurship and job creation,

1.2.9, In this journey of transforming India through data, there are few data specific
challenges like data latency, data duplicity, accuracy and insufficient data, which ..

“also need to be addressed.

1.2.10. Data is an asset of national importance which is waiting to be tapped
comprehensively. By deploying the right data infrastructure and governance
mechanism, unleashing the power of data for India can become a reality.

1.3 Data Protection as a Global Concern

1.3.1.The éxplosive growth of online transactions for delivery of a wide variety of
goods and services has led to generation of huge amounts of data. This has also led
to issues in collection, storage, processing and usage of data, particularly personal
data, Of equal concern is the sharing of personal information to third parties
without notice or consent of individuals and the violation of sovereign laws.
Consequently, out of 194 countries, 132 have put in place regulations and
legislations to secure the‘.\protection of personal data and privacy. About 55% of

- countries in Asia and Africa have adopted such legislations, out of which 23 arc

least developed countries. The rise of computer technologies and the internet have
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given birth to a variety of new online domains of economic and social activities and
a host of new stakeholders. These include those dealing with collection, storage,
and processing of personal information, directly or as a part of their business
models. | E

1.4 Data: A New Asset Class |

1.4.1.At its heart, data is the fuel for a new economy. It represents unprecedented
opportunity, complexity, velocity and global reach., Utilizing a humongous
communicdtions infrastructure, this will be our gateway to a world where nearly
everyone and everything are connected in real time. For this,t/bi ghly reliable, secure
~and readily available infrastructure on the back of .innovation is imperative. To
unlock the full potential of this valuable resource, a balanced and trustworthy
ccosystem needs to be deployed amongst individuals, Government and the private
sector. The data ecosystem encompasses the followmg

* Defining Data Sets: The types, quantity and value of personal data is diverse
and deep, including our profiles and demographic data from bank accounts B
to medical records to employment data. ' :

* Behaviour: Web searches and sites visited, preferences and purchasc
histories. | . ‘

» Network: Tweels, posts, texts, emails, phone calls, photos and vidcos as
well as the coordinates of our real-time locations.

* Spending Pattern: Online purchases, transactions, mode of transaction,
gateways used, etc.

1.4.2.Personal data is used by big corporations’ to support personalised service-
delivery businesses. The Government uses it to provide various public services in
an efficient manner. The data scientists deploy it to design and develop new
“ protocols and algorithms. Users also benefit via personalized consumer experiences
which include better internet search suggestlons, buying recommendations and
social networking experience.
\
1.5 Dwindling Consumer Trust :
1.5.1.The rapid commercial use of personal data has 1esulted in undermining the end
user trust and confidence. Concerns and tensions about misuse of sensitive and critical -
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~ personal data is 1‘isihg exponentialiy. On top of that, there is a sense of unease in the
general public regarding what “they” know about them. This, “us” vs “they” situation
has resulted in a trust deficit on the part of the citizens and consumers.

1.5.2.Dominant uncertainties include privacy, property, global governance, human
rights and information asymmetry. It is important to build the legal, cultural,
technological and economic infrastructure for development of a secure and user- -
friendly personal data ecosystem. Big Tech companies have put in perspective the
“role of data economy. These Big Tech giants are built on the economics of personal -
data. Several governments across the globe have now started to shift to e-
governance initiatives in order to improve the effectiveness and efficiency of
communication among public organisations and citizens,

1.5.3." While insufficient protection dwindles consumer g’onﬁdence, an o{rel‘ly
stringent protection is restrictive. Ensuring the laws in consideration are globally
compatible is also important with increasing reliance of trade on data economies.
Cross-border compatible data protection regimes will go a long way in creating a
more predictable future for all stakeholders. For example, while underlying privacy
principles are constant, interpretations and applications are diverse. Privacy is a
fundamental right only in some jurisdictions, but protected by all societies across
the spectrum. Moreover, there is still an ongoing debate on the 1mplementat10n of -

. data protection regimes. Ranging from one regime for all to a sector specf ic
bespoke approach to complete exemption for some or a combination, jurisdictions
are yet to converge on the basic principles of implementation.

1.6 Imphct of Data Breaches on Health and Well-Being

~ 1.6.1. Role of data has increased at an exponential rate in our lives. From banking
to education to healthcare, insurance, recreation, travel to even our grocery cart -
every moment of our lives even remotely related to online presence, which itself
has become ubiquitous, is being captured in the form of digital footprint by
multiple applications simultaneously. This has increased our vulnerability towards
privacy violations which in turn has led to dwindling trust and confidence and fears
of misuse of personal data."We are under constant fear of facing personal data
breaches including ﬁnanci\al and identity data and thereby incurring huge financial
-and personal losses through cybercrimes. It is true that sometimes the data breaches




occur at the organisational level. However, while the organisational reputation is
adversely affected, for individual persons, it could be psychologically and socially
detrimental. It can also lead to adverse life events such as change of location, loss

~ of employment, adverse effects on social and personal relationships, etc. Serious
lasting implications in the psychological sphere are often not discussed by |
organisations and regulators. However, the “knock-on” effects of a data breach
“camnot be ignoted, The fact that the victim is not even aware of the extent of the
breach puts the victim in a state of anxiety and fear which can impact her decisions
for a long time in the futm e. -

1.6.2. According to a survey by Identity Theft Resourcq Center, among the
individuals who faced data breach:-

86% felt worried, angry and frustrated

85% experienced disturbances in their sleep habits

77% felt increase in stress levels

70% felt unsafe and were unable to trust

67% felt powerlessness or helplessness

64% faced trouble concentrating

59% felt sad or depressed

57% experienced symptoms of aches, pains, headaches and cramps
50% lost interest in activitics or hobbies they once enjoyed

e & @ © © 0 © @ ©

1.6.3. Medico-legal dimension of data security needs to be an integral piece of the .
data protection and security regime. According to clinical psychologist Professor
 Hugh C. H. Koch, Visiting Professor in Psychology and Law at Birmingham City
University School of Law, victims of data breach face anxiety even in generalized
situations like correspdndence, telephone and'digitall" communication and payment
for services. Post-Traumatic Stress Disorder, commonly known as PTSD is a
severe after effect of data breach, increasingly observed in victims who wrestle
with feelings of. helplessness and vulnerability. Stanford University Psychiatry
Professor Elias Aboujaoude writes, “with cvery exposure you have fo it (data
sharing), with every ren'a\inder, you (victim) get retraumatized”. Moreover, the
“blame attribution that comes -with every breach further exacetbates the
psychological impact on the victim. The Ashley Madison breach gave us a glimpse
on how lives can be wrecked due to breach of data. After the data was stolen from.




the website which catered to 'adul.ts, high—proﬁle divorces, suicides and resignations
followed taking a toll on otherwise nondescript lives.

1.7 Proliferation of Bots and Fake Accounts
1.7.1. One of the biggest issues surrounding social media today is the prevalence of

fake accounts. These include accounts operated by humans in the name of other
people, or fake names, multiple accounts by the same person and of course,

computer operated accounts called “bots”. The New York Times reported that by

some calculations, as many as 48 million of Twitter’s reported active users —
nearly 15% are automated accounts designed to simulate real peopie, though the
company claims that the number is far lower. In fact, in a single purge on some
fake accounts and bots which Twitter did on 10th-11th July 2018, many celebrities
lost millions of followers as those accounts were found fake and removed. Within
that one day, Twitter’s own official account lost nearly 12% of its total followers -
7.7 million fake followers. |

1.7.2. The saga of fake accounts prevails on almost all platforms - including
Instagram, Facebook, and Linkedin. Since Facebook and Gmail are often used to
authenticate on several sites - these fake accounts lead to multiple fake identities
across the web. These bots and fake accounts can push a certain agenda or person,
carry malicious campaigns, promote- digital scams and even conduct organised
phishing and blackmailing. There is a need to stop the influx of fake accounts and
bots on social media - which can be achicved only by verification of accounts under
standard norms through simple measures like ID verification, submission of proof

of identity, etc.
1.8 Growing Iinportance of Data Protection

1.8.1. The history of laws on data goes back to the 1970s reflecting worries about
the advent of computers and associated technologies which built the capacity to
handle and process enormous volumes of information. While various public, local
“and worldwide activities have sought after administrative methodologies and
regulatory approaches, a noteworthy level of harmonization around the central rules
exists. These include princ\:iples like the permission for any data processing activity.
. This could be obtained either through consent or some other justification designed
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to acknowledge competing private and public interests. The second common factor
is related to the quality of personal data being processed. The data should be up-to-
date, accurate and complete. Compliance with this principle should be mutually
‘beneficial to both the subject of the processing and the processor.

1.8.2 "The 1ole of data.security is fundamental: the objective of data security is to-
‘protect against deliberate as well as any accidental loss o1, destruction of data.
When a data protection ecosystem is being pursued, it must be noted that
appropriate data security should take into account the requirements of individual
data subjects, controllers and personal data itself.

Ay

1.9 “Growing 1mp0rtance of Data Localisation . /

1.9.1. Data is core to the future of our economy and is unlike any other resource.
Data is now treated as an asset, deriving implicit value generated from insights,
paiterns and distribution of data and its amalgamation with other data. It is
-available-nationally and internationally, providing an impetus to the economy and
 innovation. |

1.9.2. India’s information technology (IT) sector is highly integrated in global datd
flows. Of the 10 most-accessed websites in India, eight are owned by US based
entitics and most of the data collected in interactions on these websites can
currently be stored, processed or transferred anywhere in the world. IT and IT- -
enabled services (IT/ITeS) account for around 40% of India’s exports, 65% of
I'T/ITeS produced in India are for global clients, and another 15% are delivered
through commercial presence of our IT firms in other countries. Cross border data

- Hlow management is essential to one of the. most productive sectors of the Indian
cconomy. While there are distinct benefits from data-sharing and collaboration,
there is need to take a balanced approach towards data-sharing and collaboration in
view of the risks that stem from cross-border access to data.

1.9.3. Data localization is related to two strategic aspects of data: geographically
located data storage ‘and data sharing. Data- localization, in broad terms, implies
restrictions on the cross-bgrder movement of data. It can have the following
dimensions;




il.

Residency of data within the country - data is stored only within the country
and is not permitted to be transferred to any other country. This is known as
hard localization. |

Mirroring of data - data is primarily stored in one country and available for
use. However, data can also be transferred to other countries, This is known
as soft localization. '

- 1.9.4: Objectives of Data Localisation

Normally, the imposition of data localization norms can be atfributed to mitigation
of certain risks in cross-border flow of data and address strategic objectives. These
include: '

1.

ii.

iii.

1v.

1.9.5.

ii.

National security and law enforcement: In a hostile country, the data can be
a tool for surveillance and manipulation of consumer -behavior/opinion.
Timely access to personal information by law enforcement agencies is also
one major requirement,

Piivacy: Better informational privacy can be ensured with app1opr1ate data
protection regula‘uons within the country.

Employment generation: Data localization can prov1de a great boost to the
data economy in the domestic market with the emergence of the data centers
and other associated industries, which have the potential to create significant -
employment opportunities. :
Bargaining power: With strong presence on the internet and mammoth
generation of consumer data, India can be in better position to bargain with
other countries for encouraging data-based innovation for providing digital
services and impetus to the digital economy.

Stakeholders in Data Localisation

Government and Law enforcement Agencies: Data localization would lead
to easier access to data for the Government and law enforcement agencies,
thus facilitating better law enforcement. |

Citizens and Residents: In the absence of data localization, any compl omise
with the personal data of individuals in other countries may have very few
remedial oppotiunities to individuals, Heénce, data localization norms can be
very helpful in personal data and privacy protection, which is the prime
objective of this Bill.




@

iii. Domestic IT Companies; With the appropriate data localization norms in
place, Indian companies can casily avail the data storage and hosting
services within India, as the data centre infrastructure in India will be

- substantially enhanced. IT infrastructure companies will also be encouraged
to make investments in setting up hyper scale data centres and other 1T -
_ infrastructure within the country.

iv. ~ Foreign IT Companies: These companies, while complying with the -
regulations, will need to setup new data centers and other IT infrastructure
in the country, thus increasing their investments in India.

11.9.6. India is a strong and growing economy and many mt}fltinational compénigs
look at India as a major data market. The international policy framework on data
‘protection and localization policy is evolving with very few accepted principles
globally. In Ihdia, the cnvisaged data localization norms place emphasis on
regulating the cross-border movement of sensitive and critical personal data. Such
movement of sensitive personal data is allowed only under certain conditions like
-explicit consent of the individuals, approved contractual obligations or based on
permissions in specific situations, efc. Similarly, the critical personal data can be -
transferred outside India based on certain conditions like in requirement of
emergency services or government allowing certain data transfers. The cross-border
flow of sensitive personal data can take place under the regulatory framework as
noted above, thus enabling continued innovation and participation in data chain
. management globally by the I'T industry.

- 1.10 Data Security is Key to National Security

1.10.1. There are several instances where social media has instigated people across
the globe to plan, organize and execute revolutions, protests, riots and spread

violence. Individuals and organisations use social media to recruit people, connect

with each other, amplify their voices, coordinate and even publicize their side of

the story - actions that have the potential to change the global narrative. There are

several instances where social media was ‘used to catalyze protests against

respective governments which were called spontaneous, however, they turned out
‘to be well coordinated. In one of the most significant publicly known cyber attacks

on ‘critical infrastructure’, the U,S. power grid was attacked in May, 2021 which is

infamously known as ‘Colonial Grid Attack’. | e
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1.10.2. Terrorist organizations like Al-Qaeda have been using the internet to spread
their ideology, recruit terrorists and plan attacks for over a decade now. They host
events and discussion forums, post provocative V1deos and connect with possible
recruits over Facebook, Twitter and even action video games like World of
Warcraft. Some of the terrorist organizations have official twitter handles as well.
In addition, social media can also pose a danger to internal security and create
communal and civic disharmony. For example, in April 2013, the Twitter account
of Associated Press shared false news, ie., "Breaking: Two Explosions‘ in the
White House and Barack Obama is injured." Within a few minutes, the tweet had
reached the US stock traders and the stock market fell by over 143 points, resulting
in a loss of about USD 136.5 billion. Few months later, Associated Press’ Twitter
account was hacked by the Syrian Electronic Army and shared bogus posts The
content was pulled down within minutes but the damage was done

1.10.3. Coming to India, in August 2012, public order suffered enormous
disruptions when thousands of workers and students came to streets in the southern
and the western parts of the country. This was a result of circulation of fake text
messages confaining warnings about communal counter attacks over ethnic clashes
in the state of Assam. The Governmenf of India blamed Google, Facebook,
YouTube videos and Pakistani accounts on social media, Subsequently, the -
Government banned over 250 websites and social networking sites for spreading
hate content. It is evident that local media could at times become a tool in the hands
of some to spread disaffection and chaos.

1.11 Biggest Data Breaches of the 21st Century

1.11.1. The world has faced major data breaches in the digital era that seem to
justify the need for a legisiation for personal data protectlon The list of some big
data breaches around the world is as under:-

Name of the | Accounts

. No.: Particular
Sk No Company Tmpacted arbieniars
1. | Adobe 153 , Encrypted customer credit card
' million |records and login data of an

undetermined number of user

accounts were stolen.

1




‘

Canva

137
million

Canva suffered an attack that
exposed (not stolen) email addresses,
usernames,  names, cities  of
residence, and salted and hashed
with berypt passwords (for users not
using social logins — around 61
million).

eBay

145
million

.The attack exposed its entire account

list of 145 million users including
names, addresses, dates of birth and
encrypted passwqrds. Hackers used
the credentials of three corporate
employees to access its network and
had complete access for 229 days!
Financial information, such as credit

card numbers, was stored separately

and was not compromised.

Equifax .

147.9

million

The breach compromised the
personal  information  (including |:
Social Security numbers, birth dates,
addresses, and in some cases drivers'
license numbers) of 143 million
consumers;, 209,000 consumers also
had their credit card data exposed.
That number was raised to 147.9

nmillion in October 2017,

Dubsmash

162
million

In 2018 Dubsmash had 162 million

|email ~ addresses, - usernames,

PBKDF2 password hashes, and other
personal data such as dates of birth
stolen, all of which was then put up
for sale on the Dream Market dark
web market. The information was
being sold as part of a collected
dump also including the likes of
MyFitnessPal, MyHeritage,
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ShareThis, Armor Games, and dating
app Coffeec Meets Bagel.

Heartland
Payment
Systems

134
million

At the time of the breach, Heartland
was processing 100 million payment
card {ransactions per month for
175,000 merchants — mostly small-
to mid-sized retailers. The attackers
exploited a- known vulnerability to
perform a SQL injection atfack.
Security  analysts had  warned:

.| retailers about the wvulnerability for
several years, and it made SQL

injection the most common form of
attack against websites at the time,

LinkedIn

165
million

In 2012, the company announced
that 6.5 million ‘unassociated
passwords (unsalted SHA-1 hashes)
were stolen by attackers and posted
onto a Russian hacker forum. In
2016, it was discovered that the same

hacker selling MySpace’s data was | -

found to be offering the email|
addresses and passwords of around
165 million LinkedIn users for just 5
bitcoins (around USD 2,000 at the
time).

Marriott
International

1500

million

‘other personal

Marriott International announced in
November 2018 that attackers had
stolen data on approximately 500
million ‘customers. The aftackers
were able to take some combination
of contact information, passport
number, Starwood Preferred Guest
travel information, and
information. The
credit card numbers and expiration

numbers,
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dates of more than 100 million
customers were believed to be stolen.

My |
FitnessPal

150.
million

MyFitnessPal was among the
massive information dump of 16
compromised sites that saw some
617 million cusfomers' accounts
leaked and offered for sale on Dream
Market. ' '

In February 2018, the uscrnames,
email addresses, IP addresses, SHA-
1 and. berypt hashed passwords of
around 150 million customers were
stolen and then put up for sale a year
later ‘at the same time as Dubsmash
et al.

10,

Myspace

360
million

In 2016, 360 mullion user accounts
were leaked onto both LeakedSource
(a searchable database of stolen
accounts) and put up for sale on dark |:
web market The Real Deal with an |
asking price of 6 bitcoins (around
USD 3,000 at the time).

11.

NetEase

235

{ million

It was reported that email addresses
and plaintext passwords of some 235
from NetEase

million accounts

_customers were being sold by a dark

web marketplace vendor known as
DoubleFlag, The same vendor was
also selling information taken from
other Chinese giants such as

| Tengent’s QQ.comn, Sina Corporation

and Sohu, Inc.

12,

Sina Weibo |

538
million

In March 2020, it was reported that
the real names, site usernames,
gender, location, phone numbers had
been posted for sale on dark web
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markets.. Passwords were not
included, which may indicate why
the data was available for just 1,799

| Yuan (USD 250).

13:

Yahoo

3 billion

| Yahoo announced in September

2016 that in 2014, it had been the
victim of the biggest data breach in
history. The attackers compromised
the real names, email addresses,
dates of birth and telephone numbers.
of 500 million users. Yahoo claimed
that most of the compromised
passwords were hashed.

In December 2016, Yahoo disclosed
another breach ‘from 2013 by a
different attacker that compromised
the names, dates of birth, email
addresses and passwords, and
security questions and answers of all
of its 3 billion user accounts. The

breaches eroded an estimated USD| ..

350 million off the value of the |
company.

14.

Zynga

218
million

In September 2019, a Pakistani
hacker by the name Gnosticplayers
claimed to have hacked into Zynga's
database of Draw Somecthing and
Words with Friends players - and.

-gained access to the 218 million

accounts ' registered there. Zynga
later confirmed that email addresses,
salted SHA-1 hashed passwords,
phone numbers, and user IDs for
Facgbook and Zynga accounts were

_stolen.
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15. | Animal Jam | 46,000,000 | Wild Works, a gaming Company that
| makes Animal Jam, a gaming
platform for kids was hacked in
2020. '

1.  For data breaches mentioned at SI. Nos. 1 to 14 above:
https://www.csoonline.com/article/2130877/the-biggest-data-breaches-
of-the-2 1 st-century.html | | o

2. For - the data breach mentioned at Sl No. 15
https.//techcrunch.com/2020/11/16 animal -jam-data-breach

| f i _
112 Proposed Framework by the World Economic Forum (WEF)

1.12.1. The Report titled “Peisonal Data: The Emergence of a New Assect
Class”(WEF, 2011) suggests multiple frameworks to organise user-centric data
protection frameworks. Some of the confours that it impresses on across
frameworks are: |
» User centric framework ‘
« Culture of collaborative exchange of knowledge
* Global principles for a balanced personal data ecosystem
« Hconomics of personal data: Companies dealing with Big Data depend
heavily on individual data of the “empowered mdividual”.
» End user-centricity, i.c., to integrate multiple types of personal data by
putting the end user around the following four key principles: '
o Transparency '
o Trust
o Control
o Value
1.13 Global Legal Frameworks in Data Proetection:General Data
ProtectionRegulation (GDPR) of the European Union (EU)

1.13.1. The global conversation on data protection and privacy is expanding, and
“the impact on non-EU countries is evident, This seems valid both inside Europe
(Norway, Iceland, Switzerland and Liechtenstein) and outside Europe considering = -
California’s upcoming Consumer Privacy Actand South Korea’s updating of its.
Personal Information Protection Act, -
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. political support. . |

1.13.2. Advent of General Data Protection Regulation (GDPR) was a watershed

‘moment for the European Union as it was the first formal recognition of data as an

cconomic driver and asset class. Moreover, it has sought to inform citizens about
the role of consent and its significance in data economies dominated by Big Tech

and Big Data.

1.13.3. GDPR came into effect on May 25, 2018. With the intent to synchronise
and establish a closely compatible data protection and privacy regime, GDPR -
aimed to create awareness on significance of data among the common populace of
the EU. GDPR ensured - that any Europeans’ personal data is qualified for
protection, even outside non-EU organizations, By putting the citizens at the centre

of the regulatory framework, GDPR assumed significant global attention and
' i

« Significant Features of GDPR
a. Informed consent: Most users indiscriminately click “T Agree” due to -
the sheer verbosity, complexity and-lengthy agreement text. Commonly
known as “consent fatigue”, where consent form is freated as a point of
friction, GDPR enforces meaningful consent by simplification of
language, and deters storage of any data that is not necessary for -
operations. _ o
b. Breach notification: In the event of a breach, the “supervisory
authority” is required to be notified within 72 hours. The overarching
- goal is to notify the affected users so that they can take adequate steps to
protect their information. This has succecded in increasing the rate of
reporting of breaches. According to the International Association of
Privacy Professionals (TAPP), the rate has more than doubled. This
provision once again puts the interests of citizens at the core of GDPR
framework., - |
c. Automated decision making: Citizens now have the choice to keep
their data out of automated decision making which bears legal or other
significant impacts, such as profiling. Considering this will impact all
algorithmic media, it also explains how algorithms profile, aggregate,
and predict usiﬁ'g vast data sets of iiser profiles without any user consent.
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d. Citizen awareness: The ultimate objective of any citizen-friendly data o

regime is to create awareness. With increase in reporting of cases, it is -
imperative that sustained efforts are to be carried out to reform the
attitude of concerned citizens. According to an EU survey,
Eurobarometer, 73% of Europeans have heard about at least one of their
new rights. Unfortunately, seven in ten Europeans are not even aware of
all of their rights. -

1.14 ~ Genesis of the Legal Mechanism to Deal with Data Protection in India

1.14.1. At-present, India doesn’t have a comprehensive and specific legislation on
“data protection, but certain guidelines on data protection can be inferred from the
Information Technology Act, 2000, as amended, and rules issued thereunder,
namely, the Information Technology (Reasonable Security Practic_eé and
Procedures and Sensitive Personal Data or Information) Rulés, 2011. However,
given the rapid changes in the domain of internet, it was felt that the existing
legislative framework for data protection is inadequate, ineffective and results in
unregulated space where data companies interplay compromising the privacy of
individuals and security of the country. L

. 1.14.2. The genesis of a legal mechanism to deal with data protection in India stems
from the judgment of the nine Judge Constitutional Bench of the Supreme Court, in
the matter of Justice K.S. Puttaswamy and another Vs. Union of India (Writ

- Petition No.: 494 of 2012). While delivering its judgment on 24™August, 2017, the

_Court declared "privacy" as a fundamental right under Article 21 of the
Constitution. The Court further noted that the right to privacy lies at the core of the
fundamental rights guaranteed by Articles 14, 15 and 21 of the Constitution (Para
126) and it is not open to a citizen to waive the fundamental rights conferred by
Part ITI of the Constitution [para 32, BashesharNath v. CIT, (1959) Supp. (1) SCR
528]. Subsequently, on 26 September, 2018, a five Judge Constitutional Bench of
the Supreme Court, while delivering its final judgment in the above case, impressed
upon the Government to bring out a robust data protection regime.

\
1.14.3. The Government of India on 31 July, 2017 constituted a "Committee of
Expeits on Data Protection™ chaired by Justice Shri B.N. Srikrishna to examine the
issucs relating to data protection in the country. The aforesaid Committee examined
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the issues on data protection and submitted its Report to the Government on 27

~ July, 2018. On the basis of the recommendations made in the said Report and the
suggestions received from various stakeholders, Government of India proposed to
enact an appropriate legislation, namely, The Personal Data Protection Bill, 2019
which was later introduced in the Lok Sabha on 11 Decemiber, 2019.

1.15 An Overview of The Personal Data Protection Bill, 2019 and General
Discussion Thereon

1.15.1. It has been mentioned in Statement of Objects and Reasons of the Bill that
the proposed legislation seeks to bring a strong and robust data protection
framework for India and to set up an Authority for protecting data and empowetring
the citizens with rights relating to their personal data cnsuring their fundamental
right to privacy and protection of personal data. It would /also improve ease of
doing business, and facilitate more investments leadmg fo higher economic growth,
development and more job opportunities.

1.15.2. The objective of The Personal Data Protection (PDP) Bill, 2019 reads as
under: \

“to provide for protection of the pr1vacy of individuals relating to their
personal data, specify the flow and usage of personal data, create a relationship =~
of frust between persons and entities processing the personal data, protect the
rights of individuals whose personal data are processed, to create a framework
for organisational and fechnical measures in processing of data, laying down
norms for social media intermediary, cross-border {ransfer, accountability of
entities processing personal data, remedies for unauthorised and harmful -
processing, and to establish a Data Protection Authority of India for the said
purposes and for matters connected therewith or incidental thereto.”

1.15.3. The PDP Bill is a horizontal legislation coveﬁng both state as well as non-.
state entities with various. obligations on the data fiduciaries and rights bestowed to
individuals. The core principles of the draft legislation are as follows:

1) The two principal constituents of the Bill ~ data principal (natural
| persons or ind\ividuals providing the personal data) and the data
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if)

i)

iv)

fiduciaries (entities who collect and process the data) are in symbiotic
relationship.

The individuals are provided rlghts to confirm, correct, access, erase, and

port their personal data along with the right to be forgotten,

@

The Bill lays down guiding principles, defining contours of the
compliance framework and setting up of an adjudicating mechanism for -
enforcement of individual’s privacy rights and grievance redressal. The -

setting up of a Data Protection Authority, an Appellate Tribunal and
appointment of Adjudicating Officers paves the way for the
implementation of the regulatory framework envisaged under the Bill.
The Bill acts as an enabler for the plOInO’[lOIfl of digital glowth
innovation and enterprising spirit m the economy. !

1.15.4. Scheme of the Proposed Bill

The scheme of the Bill, as set out in its various provisions categorized under -
_ different chapters, is as follows:

i)

iii)

The statement of Scope and Key Objects of the Act is captured in the -

Preamble. It identifies protection of 'personal data' for individual and
informational privacy and fostering of digital economy along with the
digital products and services.

Chapter-1 lays down the key terms and definitions along with the
schedule of implementation of Act. This is followed by Chapter-II that
lays down the basic principles that govern the processing of the personal
data by data fiduciaries: that it should be done in a fair and reasonable
manner while ensuring the privacy of the data principal, and processing
should be based on free, informed and, in certain cases, explicit consent.
Data minimization is another guiding principle that the Act provides for.
This is followed by provisions on requirements of adequate notice and
restriction on retention of data beyond the period necessary.

Chapter-III carves out some categorics of exceptions to the consent rule.
Chapter-IV makes special provisions for processing of personal data for

-children, \ , _
Chapter-V empowers the data principals with various rights like right to

confirmation and access, correction and erasure, data portability and right
to be forgotten. | '
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vi)

Vii)

viii)

1.15.5.

- Chapter-VI prescribes detailed provisions on transparency, accountability

and sccurity measutes as also audit requirements and grievance redressal
that need to be complied with by the data fiduciaries. It also covers the
aspects related to Data Protection Officer and Data Protection Impact
Assessment related to the significant data fiduciaries, |
Chapter-VII deals With' the restrictions on transfer of personal data for
processing outside India, especially related to sensitive and critical
personal data. | |

Chapter-VIIT provides for exemptions to government and law -
enforcement agencies from application of various provisions of the law
in certain cases. The creation of sandbox for data processing for the
purposes of innovation is another feature.

The other chapters in the Bill on the regulation and enforcement
framework such as creation of the Data Protection Authority, penalties
and compensation, adjudication framework, setting up of Appellate
Tribunal and provision for appeal to the Supreme Court complete the
personal data protection architecture in the Bill.

Salient Features of the Draft Legislation

1.15.5.1. The salient features of the Data Protection Bill, 2019 enumerated in
‘the Statement of Objects and Reasons are as under: '

(i) to promote the concepts such as consent framework, purpose
limitation, storage limitation and data minimization;

(ii)) to lay down obligations on entitics collecting personal data (data
fiduciary) to collect only that data which is required for a specific
purpose and with the express consent of the individual (data
principal), ,

(iii) to confer rights on the individual fo obtain personal data, correct

" inaccurate data, erase data, update the data, port the data to other
fiduciaries and the right fo restrict or prevent the disclosure of
personal data; '

(iv) to establish an Authority to be called the "Data Protection
Authority of India" (the Authority) which shall consist of a
Chairpersi‘qn and- not moré than six whole-time Members to be
appointed by the Central Government; '
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(v) to provide that the Authority shall protect the interests of data
principals, prevent any misuse of personal data, ensure compliance
with the provisions of the proposed Ieglsla’uon and promote
awareness about the data protection; o

(vi) to specify a provision relating to "social media intermediary"
whose actions have significant impact on electoral democracy,
security of the State, public order or the sovereignty and integrity
of India and to empower the Central Government, in consultation
with the Authority, to notify the said intermediary as a significant
data fiduciary;

(vi)) to confer a "right of gricvance" on data jprincipal to make a
complaint against the grievance to the data fiduciary and “if
aggrieved by the decision of such data fiduciary, he may approach
the Authority;

(viii) to empower the Central Government to exempt any agency of
Government from application of the proposed Legislation;

(ix) to empower the Authority to specify the "code of practice” to
promote good practices of data protection and facilitate
compliance with the obligations under this legistation; ‘

(x) to appoint "Adjudwatmg Officers" for the purpose of adjudgmg
‘the penalties to be imposed and the compensation to be awarded
under the provisions of this legislation;

~ (x1) to establish an "Appellate Tribunal" to hear and dispose of any
appeal from an order of the Authority under Clause 54 and the
Adjudicating Officer under Clauses 63 and 64; and

(xii) to impose "fines and penalties" for contravention of the provisions

of the proposed legislation. '

1.15.6. Legislative Competence of The Personal Data Protection Bill, 2019

1.15.6.1. Article 51(c) of the Constitution, which forms patt of the Directive
Principles, requires the State to endeavor to “foster respect for international law
and treaty obligations in the dealings of ‘organized peoples with one another”.

India is a signatory to both the Universal Declaration of Human Rights and
International Covenant on Civil and Political Rights which recognizes the right
to privacy under Article 12 and Article 17, respectively. Further, in terms of
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Article 73 (1) (b) of the Constitution, the executive powers of the Union extend
to the exercise of such rights, authority and jurisdiction as are exercisable by

* the government of India by virtue of any treaty or agreement. Thus, the Union

Government has exclusive power to enact any law in accordance with its
international obligations. Such power has previously been exercised by
enacting the Information Technology Act, 2000 in_accordance with United
Nations General Assembly Resolution A/RES/51/162 and by adopting Model -
Law on Electronic Commerce adopted by the United Nations Commission on
International Trade Law. ' -

1.15.6.2. Further, the Seventh Schedule of the Constitution ‘provides for
different entries in three Lists which separate fields of legislation into the realm
of the Union Government (List I), the State Government (List TI) and
concurrent jurisdiction of both sets of Government (List III). The Union
Government has exclusive power to make laws on “Posts and telegraphs;

 telephones, wircless, broadcasting and other like forms of communication”

under Entry 31 of the List 1 of Seventh Schedule of the Constitution. Given the
objectives, The Personal Data Protection Bill, 2019 intends to achieve, it falls
within the meaning of Entry 31 of List I.

1.15.6.3. Additionally, Entry 97 of List I vests the Union Government with the
powet to legislate on “Any other matter not enumerated in List I or List ITT
including any tax not mentioned in either of those Lists”. These factors,
coupled with the absence of any specific Entry under List 1T and List III (with
respect to data protection), tend to indicate that States in India do not have
legislative competence over the subject of data protection and, even otherwise,
the. subject would fall in the residuary powers of the Union Government to

legislate (Article 248).

1.15.6.4. Taking into consideration all of the above, it appears to be clear that
the Union Government has the exclusive legislative competence in relation to
data protection in India. Further, the Bill, drawing its intent and meaning from
the fundamental right.to privacy drawn out in the Puttaswamy judgement,
confers certain rights on data principals which they cannot waive. Moreover,
the foundation of the 20 19 Bill stems from the right to privacy under Article 21
of the Constitution.
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1.15.7.  Overriding Effect of The Personal Data Protection Bill, 2019

1.15.7.1. It is a settled position of law that a special law shall prevail over a
general and prior law (para 32, SharatBabuDigumarti vs. Govt. of NCT of
Delhi, AIR 2017 SC 150 - hereinafter “SharatBabuDigumarti”). The 2019 Bill,
being a special law exclusively dealing with data protection, will prevail over
all other general laws incidentally governing the data protection regime.
Morcover, Clause 97 of the Bill provides for the overriding effect by way of a
non-obstante clause. Further, the court in SharatBabuDigumarti (at para 37) has
relied. on prior decisions to rule that even where two statutes contain non-
“obstante clauses, if the legislative intendment is dlséermble that a latter
enactment shall pxevaﬂ the same is to be interpreted in accordance with the
said intention.

1.15.7.2. The Committee find that the objectives of The Personal Data
" Protection Bill are covered under a broad and liberal interpretation of

Entry 31 of the List I of Seventh Schedule of the Constitution. As such, the -

* Act falls within the exclusive legislative domain of the Union Government
vis-a~vis the data protection regime in India. Moreover, the provisions of
the 2019 Bill (once brought into force) would apply irrespective of any
other law governing contractual relations between a data fiduciary and a
data principal in so far as they relate.to the contours of the Bill
Additionally, the Bill, being a special law containing a non-obstante clause
on its applicability over other laws, would appear to govern the field of
data protection in India irresprectivg of other pre-existing laws that may
govern the subject incidentally. The Commiittee approve the Objects and
Reasons of the Bill as these are in the nature of public policy as these
suitably address the concerns that emerge out of the Puttaswamy judgment
on privacy as a fundamental right and the broad recommendations of
Justice B.N. Srikrishna Committee and desire that the contractual

provisions must adhere to the same accorﬂingly. |
\ ' © (Recommendation No. 1)
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1.15.8. Regulation of Personal and Non-Personal Data

1.15.8.1. On their 37th sitting held on 24th November 2020, the Committee
observed that we cannot keep non-personal data above or beyond the law or.
regulation. Instead, there should be different layers of protection or security on
these two types of data. Besides, when we are creating Data Protection
Authority, the Authority necessarily has to deal with all disputes pertaining to
data protection, whether personal or non-personal. Thus, a larger umbrella of
Data Protection Authority has been created in which non-personal data will also
be governed by rules and regulations. Further, the Committee noted that a large
voluine of non-personal data is essentially derived from one of the three sets of
data- personal data, sensitive personal data, and critical personal data -which
has been either anonymized or has been in some way converted into non-re-
identifiable data.

1.15.8.2. The Committee while considering the nature of data collection and
data storage feel that there is a mass movement of data without any distinction
of personal or non-personal. It is not possible to differentiate between personal
or non-personal data not just in the initial stage but at later stages also. Besides,
sometimes, it is the application of data that determines whether it is personal or
non-personal and it is the processing that determines how data is going to be
extracted or used. The Committee also feel that it is actually simpler to enact a
single law and a single regulator to oversee all the data that originates from any
data principal and is in the custody of any data fiduciary. This will restrict the
grey area in terms of anonymisation and re-identification.

1.15.8.3. The Committee observe that to define and restrict the new
legislation only to personal data protection or to name it as Personal Data
Protection Bill is detrimental to privacy., The Bill is dealing with various
kinds of data at various levels of security and it is impossible to distinguish
between personal data and non-personal data, when mass data is collected
or transported. So, the Committee opine that if privacy is the concern, non-
personal data has also to be dealt with in the Bill. To avert contradiction,
confusion and mis-management, single administration and regulatory body
is necessitated. In Committee’s view, all the data has to be dealt with by
one Data Protection Authority (DPA). Since the Bill provides for the
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establishment of one Data Protection Authority, we cannot have two DPAs
one dealing with privacy and personal data and the other dealing with non-
personal data.

1.15.8.4. The Committee, therefore, recommend that since the DPA will
handle both personal and non-personal data, any further policy / legal
framework on non-personal data may be made a part of the same
enactinent instead of any separate legislation. As soon as the provisions to
regulate non-personal data are finalized, there may be a separate
regulation on non-personal data in the Data Protection Act to be regulated
by the Data Protection Authority.

(Recommendation No. 2)

1.15.9. Timeline for Implementation of the Act

1159.1. With regard to the date of commencement of the Act and
implementation of various provisions therein, the Committee examined the
provisions of Clause 1(2) of the Bill and observed that different dates may be
appointed for implementation of different provisions of the Act, but neither any
specific timeline for each implementation process has been pronounced nor any
time limit fixed for the implementation of the Act and its provisions.

1.15.9.2. In this regard, the Committee received various suggestions from the

different stakeholders/experts, regarding incorporation of a specific timeline in

the Bill for implementation of the provisions. Gist of the important/relevant
points raised in the Memoranda received in this regard is as under:-

(i) A period of two years may be allowed from the notification of rules for
compliance. This period should not include the time taken for the
consultation process with stakeholders.

(i)  Time period may also be taken into consideration for data processors that
work with foreign national data since renegotiation of international
contracts may be required.

(iii)  The Bill may specify a minimum period before which any provisions of
the Bill become applicable and mandatory.

(iv) A gestation period of approximately two years from the date of
notification of the Data Protection Act is essential to ensure collaboration
amongst relevant stakeholders, having funds/manpower/ processes/

26




technologies in places and above all, for the Bill to be a success. A
comprehensive analysis should be undertaken by the Governmenit prior
to notifying any portion of the Bill as regards capacity building. Also,
elaborate awareness plans need to be undertaken, ' A
(v) Implementation may be in phases, or suitable transition period may be
provided where the Data Protection Bill is in force, but penalties are not;
. or implementation of regulations and suitable notice period be provided,
(vi) The absence of transitional provisions in the Bill creates sizeable
uncertainty for data processors and data fiduciaries about when all the -
-~ provisions will come into force. |
(vi)) It has been global best practice to provide a transition period in
comprehensive data protection bills. For instance, the BEuropean Union
provided a 2 (Two) year transition- period for the provisions of the
General Data Protection Regulation (“GDPR”) to tzﬂ(e effect.

1.15.93. Many of the non-official witnesses  who deposed before the
Committee also raised this as an issue of concern. Most of them suggested that
a specific transition time should be provided for in the Bill to avoid any
uncertainty. When asked about the reason for absence of any timeframe for
implementation of the Act, the Ministry of Electronics and IT submitted that
flexibility has been provided in the Bill regarding the date of enforcement. The ~
Committee differed with the view of the Ministry and had an unanimous

~opinion that a timeline must be provided for implementation of provisions of
the Bill.

1,15.9.4. In the sitting of the Committee held on 23.11.2020, when asked for
clarification in this regard, the Ministry of Law and Justice (Legislative
Department) suggested for transition of time as under: “Actually, if you want to
insert any specific period in the commencement clause, the right thing is, it
shall come into force within 24 months from the date of its enactment provided
that different dates may be appointed for different provisions of the Act and rest
will continue™. '

1.15.9.5. After a detailed deliberation, the! Committee are of the considered
view that the timelineg must be specific and reasonable for implementing the
various provisions of the Act in order to allow the data fiduciaries and data

27




oy

processors sufficient time for compliance with the provisions within a

timeframe.

1.15.9.6. The Committee note that Clause 1(2) of the Bill does not provide

for any timeline for implementation of the Act after issue of notification.
The Committee also observe that the implementation of the Act will be in

phases but feel that the period for immplementation of various provisions

may not be too short or too delayed. Data fiduciaries and data processors
would also require sufficient time for transition. No specific provision for
transitional phase necessarily creates uncertainty for the concerned
stakeholders. The Committee, therefore, recommend that an approximate
- period of 24 months may be provided for implementation of any and all the
provisions of the Act so that the data ﬁduciari;es and data processors have
enough ftime to make the necessary changes to their policies,
infrastructure, processes etc. The Comimittee suggest that the phased
implementation may be undertaken in order to ensure that within three
months, Clairperson and Members of DPA are appointed, the DPA

~ comunences its activities within six months fromn the date of notification of

the Act, the registration of data fidnciaries should start not later than 9
months and be completed within a timeline, adjudicators and appe'll‘ate
tribunal commence their work not later than twelve months and
provisions of the Act shall be deemed to be effective not later than 24
wmouths from the date of notification of this Act, While appointing the

timelines for different phases and processes, a comprehensive analysis and |

consultation with stakelolders should be undertaken by the Government
to discover/understand the technical/operational and managerial
requirements for compliance of the provisions of the Bill. The Government
should ensure that in the process of implementation of each phase, it
should keep the legitimate interests of businesses in mind, so that it does
not detract, too far, from the Government's stated objective of promoting

ease of doing business in India,
(Recommendation No. 3)
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1.15.10. Guiding Principles to Handle Data Breach

.
!

1.15.10.1. With reference to the actions, as laid down in fhe Bill, to be

undertaken by the data fiduciary in the event of any data breach, the Committee
suggested some amendments in Clause 25 including imposing a timeline for
reporting of data breach and removal of subjective discretion of the data
fiduciary concerning the reporting of any data breach to the data fiduciary, At the

same time, the Committee also felt that there should be a set of guiding.

principles to be followed by the Data Protection Authority while framing rules -
and regulations concerning the Clause. ' : .

1.15.10.2. The Committee express their concern over the forms and
procedures provided for reporting of instances of data breach by the data
fiduciary. The Committee suggest some specific amendfnents at appropriate
places in the existing Clause 25 of the Bill Siniultaneously, the Committee
also desire that there should be specific guiding principles to be followed by
DPA while framing the regulations in this regard. The Committee desire
that these guiding principles should incorporate the following points:-

| (i) The Authority while posting the details of the personal data breach under

Clause 25(5) should ensure that the privacy of the data principals is =
protected; |

(i) Where the data principal has suffered immaterial or material harm
owing to the delay in reporting of the personal data breach by data
fiduciary, the burden to prove that the delay was reasonable shall lie on the
data fiduciary. Also, the data fiduciary shall be responsible for the harm '
suffered by the data principal on account of delay of reporting of personal
data breach; and

“(iif) The Authority should asl-( the data fiduciaries to maintain a log of all

data breaches(both personal and non-personal data breaches), to be
reviewed periodically by the Authorlty, 1rrespect1ve of the likelihood of
halm to the data pr mclpal

\
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(iv) Temporary reprieve to data fiduciary may also be an area of comncern
when data breaches occur inspite of precautions as an act of business rivalry
or espiouage to harm the interest of the data fiduciary.In such cases,the
‘Data: Protection Authority may use its discretion to authorize temporary
“order on non-disclosure of details if it doesn’t compromise the interests of -
data principal.
(Recommendation No. 4)

1.15.11. Mechanism to be followed wheﬂ the child attains the age of
majority.

/
/

1.15.11.1. Chapter IV of the Bill relates to processing of personal data and
sensitive personal data of children. The Committee, in this regard, observed that
the obligation should be on the part of the data fiduciary till the child attains the
age of majority. The Committee, however, noted that in this Chapter, no
consent option is available to the child with respect to his/her personal data
when he/she attains the age of majority.

1.15.11.2. The Committee deliberated, in detail, on the protection of personal
data of children. The Committee feel that the consent options may not be
incorporated as amendment in the Bill, rather, being procedural matter, it may
be included as regulations to be framed by DPA.

1.15.11.3. The Committee observe that in Section 16 of the Bill, there are
provisions about the processing of personal data and sensitive personal
‘data of children, however, the Committee find; that there is no mention of
ahy procedure to be followed regarding delineating the options to be made
available to the child at the stage when he or she attains the age of
majority. The Committee feel it necessary that there should be rules or
guidelines to be followed by the data principal regarding consent when he
or she attains the age of majority i.e., 18 years. Accordingly, the Committee
desire that the following provisions may be incorporated in the rules:-

(i) Data fiduciaries dealing exclusively with children’s data, must
" register themselves, with the Data Protection Authority;
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(ii) With respect to any contract that may exist between a data
~ fiduciary or data processor and a data principal who is a child,
the provisions of the Majority Act may apply when he/she

‘ attains the age of 18 years;

(iif)  Three months before a child attains the age of majority, the data
fiduciary should inform the child for providing consent again on
the date of attaining the age of majority; and

(iv) Whatever services the person was getting will continue unless -
and until the person is either opting out of that or giving a fresh -
consent so that there is no discontinuity in the seryices being
offered. |

(Recommendation No. 5)
| I
1.15.12. Regulation of Social Media Platforms and Intermediaries

1.15.12.1. Clause 26 of the Bill deals with classification of data ﬁduciar_ies as
significant data fiduciaries and special provisions for classification of social
media intermediaries, fulfilling certain criteria, as significant data fiduciaries. In
this regard, the Committee had detailed discussions regarding provisions
pertaining to social media platforms and the Ministry of Electronics and IT =
(MeitY) also made a presentation before the Coinmittec detailing the provisions
under the IT Act that regulate social media intermediaries. -

1.15. 12 2. The key areas of concern 1dent1ﬁed by the Comlmttee with respect to
social media intermediaries are as under:-
(1) Transparency andaccountabﬂlty of social media platforms;
- (ii)  Categorisation of such platforms as intermediaries;
(iii)  Profiling of personal data by such platforms;
(iv)  Instances of discriminatory use of Al by such platforms;
(v)  Privacy policy of such platforms; |
(vi) Ongoing investigations of such platforms in countries other than India;
(vii)  Privacy and content policy of such social media intermediaries;
(viii)  Intermingling of social media platforms and other OTT platforms;
(ix) Ability to inﬂueﬁce large segment of population through the use of Al
(x) Anonymous publication of content on such platforms;
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| (xi) Obscene and other illegal content;
(xii) Criteria adopted by social media platforms for removal of content;
(xiii)  Code of Ethics for social media platforms.

1.15.12.3. The Committee also made a comparison between the social media A
platforms with print and electronic media. The Committee pointed out that print

and clectronic media take the responsibility for the content that they
disseminate and there exist mechanisms for grievance redressal whereas, the
social media platforms neither take any responsibility for the content hosted on
their platforms nor is there any mechanism to regulate them.

1.15.12.4. The foremost point of concern for the Committjee was that the IT Act
had designated social media platforms as 'intenjnediaries", In this regard, the
Committee were of the view that the social media platforms may not be
designated as such because, in effect, they act as publishers of content,
whereby, they have the ability to select the receiver of the content, as well as
control the access fo any content posted on their platform. The Committee,

therefore, opined that they should be made accountable for the content that they

allow to be posted/hosted on their platforms. For this purpose, they should
allow users to officially identify themselves and voluntary verification must be
made mandatory. The Committee also took note of absence of a code of ethics
for such social media platforms and the inadequacies of self-regulation.

1.15.12.5. On being questioned regarding the provisions in the IT Act for the
regulation of social media intelme;diaries, MeitY submitted as under:-

. “dny intermediary including the social media platform is expected to define
their terms and conditions of usage, publish a privacy policy. They are also
supposed to take down or remove unlawful content as and when unlawful
activities relatable to 19(2) which is how the hon. Supreme Court in Shreya
Singhal case restricted the scope of the unlawful contents being reported and
being taken down prowded they also are expected to provide znformatlon fo.
law enforcement agencies such as polzce etc. They are supposed to report
security incidents to compute; emergency response feam and they are also
supposed to have. a grievance officer in place. Platforms can also remove the
content which is violative of the platform policies as and when reported to
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them. So, while it is expected most of the times the court or the appropriate
Government or the law enforcement agencies along with the corrésponding law
which is being violated, they will inform, but in certain cases, it is also possible
that if the platform policy is being violated and if they are informed, then the
call is being taken by the platforms themselves.".

1.15.12.6. Responding to the observations of the Committee about the
inadequate provisions for regulation of social media- platforms, the MeitY
submitted their future plan as under: "The plan is that we have already started
working on two fronts. One, the amendment of the intermediary rules itself
which is under process as of now, including specific and additional liabilities

- for social media platforms and the significant social media platforms. We are
asking them whether it is a significant social media platform and, of course, we
are also asking to have people here in India officially rep;’esenting those actual
organisations”. It is noted subsequently that MeitY has notified the new
Information Technology (Intermediary Guidelines and Digital Media Ethics
Code) Rules, 2021 on 25.02.2021. The criterion for defining the significant
social media platforms was also notified by MeitY on 26.02.2021.

1.15.12.7. The Committee obsexve that social media platforms have been
designated as intermediaries in the IT Act and the Act had not been able to
regulate social media platforms adequately because the Act has not been
able to keep pace with the changing nature of the social media ecosystem.
The Personal Data Protection Bill, 2019 also has very general provisions
regarding social media platfoxrms and intermediaries. But, the Committee,
considering the immediate need to regulate social media intermediaries :
have a strong view that these designated intermediaries may be working as /
publishers of the content in many situations, owing to the fact that they
have the ability to select the receiver of the content and also exercise
control over the access to any such content hosted by them.Therefore, a
mechanism must be devised for their regulation. The Committee,
therefore, recommend that all social media platforms,which do not act as
intermediaries,should be treated as publishers and be held accountable for
~ the content they host. A mechanism may:be devised in which social media
platforms, which do ot act as intermediaries, will be held responsible for
the content from unverified accounts on their platforms. Once application
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for verification is submitted with necessary documents, the social media
intermediaries must mandatorily verify the¢ account. Moreover, the
Committee also recommend that no social media platform should be

“allowed to operate in India unless the parent company handling the
technology sets up an office in India, Further, the Committee recommend
that a statutory media regulatory authority, on the lines of Press Council of
India, may be setup for the regulation of the contents on all such media

" platforms irrespective of the platform where their content 'is published,

whether online, print or otherwise. :
(Recommendation No. 6)

_ ' i
1.15.13. Enforcement of Right to be Forgotien / Erasure !

1.15.13.1. Clause 18 deals with the right of the data principal regarding
correction and erasure of personal data. The Committee discussed in great
detail the scope of Clause 18(1) and enquired about the restrictions on the scope
of Clausel8(1)}(d). The Committee felt that the Clause had been restricted by
stating that the data principal has the right to erasure of personal data but only -
where 'the personal data is no longer necessary for the purpose for which it was .
processed’ and questioned why does the data principal not have the right of
crasure of all personal data.

1.15.13.2, In this regard, the MeitY deposed as under:-

"Sir, I think, this is just to ensure that there is no frivolous request. Suppose
today I give data with consent to some data fiduciary for processing, let us say,
there may be a Governmerit depar tment collectmg data and tomorrow just by
some motive I say you erase it now, even though the purpose is not served or =~
processed, even then I may start asking for erasure. So, to preveut that
frivolous request, a safeguard has been .givén that if the purpose is served then
you can erase it." '

1.15.13.3. The Committee deliberated on the scenarios where the erasure of an
individual's data may not be possible due to legal obligations/purposes. The
Committee identified that there may be instances when the data may have to be
stored for a périod longer than required for providing that service, for the-
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purpose of verification and record, After considering an example wherein a data
principal may furnish a false declaration for availing government benefits, the
" Committee opined that in such cases the right of the data principal for the
complete erasure of data may not be complied with.

1.15.13.4; In this regard, the MeitY clarified that the right of the data principal
under Clause 18(1) have been qualified by making them subject to 'such -
conditions and in such manner as may be specified by regulations'. Moreover, it
was also submitted that, qualification of the right under Clause 18(1)(d) would -
also prevent litigations. :

1.15.13.5. The Commiftee also sought clarity regarding the possibility of
misuse of the qualification provided under Clause 18(1)(d) by data fiduciaries
through denial of request for crasure by stating that 1f 1s still relevant for
processing.

1.15.13.6. In their reply, MeitY illustrated the safeguards available with the
data principal in other Clauses of the Bill and submitted as under:-

"If we see 18(2), so, under 18(1), if some data fiduciary rejects the request of
the data principal to erase, then he has to give a reason in writing and they can
go in appeal against this and under Section 18(3), they say “you erase niy data’,
So, this right is given to data principal under Section 18(3) that if you are not
satisfied with the response of the data fiduciary, you can go in appeal and get
the data erased. I would like to point out one more Section. Section 9(1) puts an
obligation on data fiduciary to not retain any personal data beyond the period
necessary to satisfy the purpose for which it is processed and shall delete. So,
the data fiduciary is required to delete the data at the end of the processing.”

1.15.13.7. Examining further, the Committee took:c_ogni,zance‘ of the fact that, if
the right under Clause 18, more specifically Clause 18(1)(d) remains
~unqualified, then in certain cases, the financial costs associated with the erasure
request, of the data principal under the said subsection, might make it
unfeasible for the data fiduciary to comply with. Keeping in view the two
contrary positions thdg emerged during the deliberations, the Committee felt
that the intent behind Clause 18(1}(d) was ambiguous. ~ The Committee also
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note that the operational technological systems have their own limitations and
the legislation must take into account those limitations to remain effective.

1.15.13.8. The Committee find that although the individual’s liberty and
right to privacy is of primary concern but how far the same can be
-achieved depends upon multiple factors such as available technology, cost,
practicability, etc. The Committee, therefore, desire that the regulatory
body, the DPA which would be established under the proposed Act should
evolve in line with the best practices internationally and they should frame
the regulations which can really ensure that the rights of data principal
ccould be exercised in a simple mauner and at the same time the data
fiduciaries could discharge those obligations in the way that is practically
possible. Moreover, the DPA should also take into account the interests of
the Government with regard to the obligations that it has to discharge,
. while framing its policies. |
(Recomnendation No. 7)

- 1.15.14, Scope for an Alternative Financial System for India

1.15.14.1. Chinese Lending-App Data Breach in India: A dangerous circuit of
Chinese lending applications has been unearthed in India whereby two Chinese
and several Indians have been arrested for duping gullible Indian borrowers.
After the “loans for nudes” scam in China in 2016, predatory lending
applications from the neighboring country are duping Indians who have runina
financial crisis due to the COVID-19 pandemic. These applications get access
to the contacts database and the gallery of the phone they-are installed in and
use sensitive information and harass the borrower. At least 60 such loan apps
available on Google Play Store were not registered or recognised by the
Reserve Bank of India (RBI) as a Non-Banking Financial Company (NBFC).
India's Google Play Store has several such applications owned by Chinese
operators or companies including those named like other legitimate fintech
companies. For instance, 'Udhaar Loan' 1'esén1bles 'Udhaar', a fintech focusing
on micro loans, recognised by the Government of India. Chinese micro-lending
app 'MoNeed' has been accused of leaking personal details of over 350 million
records of Indian users. More than 150,000 IDs of Indians were leaked on the
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dark web including names and phone numbels type and model of phone, list of
apps in the phone, IP addresses, etc. R -

1.15.14.2. While considering the suggestions received from the stakeholders,
the Joint Committee took cognizance to the possible chances of breach of
privacy in the financial system. One of the memoranda received stated as under:

“As of 2018, around half of all high-value cross-border payments worldwide.
used the SWIFT network. As of 2015, SWIFT linked more than 11,000 -
financial institutions in more than 200 countries and territories, who werc
exchanging an average of over 32 million messages petr day. A series of articles
published on 23 June 2006 in The New York Times, The Wall Street Journal,
and the Los Angeles Times revealed a program, named the Terrorist Finance
T1ack1ng Program, which the US Treasury Department, Central Intelligence
Agency (CIA), and other United States governmental agencies initiated after
the 11 September attacks to gain access to the SWIFT transaction database.

~ After the publication of these articles, SWIFT quickly came under pressure for

compromising the privacy of its customers by allowing governments to gain
access to sensitive personal information. In September 2006, the Belgian
government declared that these SWIFT dealings with American governmental
authorities were a breach of Belgian and Buropean privacy laws.”

1.15.14.3. The Comimnittee observe that data protection in the financial

sector is a matter of genuine concern worldwide, particularly when
- through the SWIFT network, privacy has been compromised widely.

Indian citizens are engaged in huge cross border payments using the same
network, The Committee are of the view that an alternative to SWIFT
paymient systemm may be developed in India which will not only ensure
privacy, but will also give boost to the domestic economy.The Committee,

. therefore strongly recommend that an alternative indigenous financial

sysfem should be developed on the lines of similar systems elsewhere such
as Ripple (USA), INSTEX (EU), etc. which would not only ensure privacy

but also give a boost to the digital economy.
' ' (Recommendation No. 8)
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1.15.15. Amendments for Encouraging Innovations

1.15.15.1. The Committee observed that there is a rapid growth of data driven
‘businesses in recent years and-there is an apprehension that data protection -
~regulations may affect start up innovations. Keeping this in mind, the
Committee deliberated in detail and suggested amendments in various -
provisions of the Bill, Simultaneously, they also considered that in view of
those amendments in the data protection law, existing laws will also require
amendment. | | '

1.15.15.2. While observing the likely impact of t,-ihe later protection
regulations -.on corporate innovation, the Cominittee suggest several
amendments in various clauses of the Bill to 'protect the interests of the
startups. The Committee also desire that while framing the regulations
also, DPA should keep in mind the interests of startups and encourage
innovations and sandbox. Moreover, the Committee also recommmend that
in the light of the Data Protection Act which will come into effect after this
Bill is passed, fo unleash the innovative potential of the people for our )
country and to encourage more mnovatlons,s1multane0usly,the Patent Act

1970 may also be amended.
{(Recommendation No. 9)

1.15.16. Obligations of Hardware Manufacturers as Data Fiduciaries

1.15.16.1. During their deliberations, the Committee observed that in recent
times, the threat to informational security was no longer exclusive to the realm
of software but had expanded to a form where data is now being stolen through
‘physical devices itself, In this regard, the Committee found that the Personal
Data Protection Bill, 2019 has not made ‘any provision for the regulation of the
data fiduciaries, who being hardware manufacture1s collect data through digital
devices. .
\
1.15.16.2. The Committeec also noted that the vulnerability of data leakage
through devices stems from the manner in which the global supply chain has
transformed. The global spread of manufacturing has increased the difficulty of -
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regulating such threats. It was also noted that there is a real danger that

individual/organizations and states inimical to Indiéia‘may make use of such

" opportunities to subvert Indian interests.

1.15.163. The Committee note that the current Bill has no provision to

" keep a check on hardware manufacturers that collect the data through

digital devices. In Committee’s view, with the global spread of
manufacturing, it has become essential to regulate hardware
manufacturers who are now collecting data alongwith the software. The -
Committee, therefore, desire that a new sub-clause as 49(2)(0) may be

inserted to enable DPA for framing the regulations to regulate hardware

manufacturers and related entities. The Committee strongly recommend
that the Government should make efforts to establish a mechanism for the
formal certification process for all digital and IoT devices that will ensure
the integrity of all such devices with respect to data security. Moreover,
emerging technologies, that have the potential to train Al systems through
the use of personal data of individuals, should be certified in a manner that
ensures their compliance with the provisions of the Act. To achieve these
objectives, the Committee stress upon the Government that it should set up

a dedicated lab/testing facility, with branches spread throughout India,

that will provide certification of integrity and security of all digital devices. -
In the same context, the Committee specifically desire that the Government
should also. ensure that these labs also provide services, whereby, an
individual can have his/her device certified and in case, the device does not
meet specified standards of data security, approach the DPA for taking

action against such manufacturer.
' - (Recommendation No. 10)

1.15.17. Impact of Data Localisation in India

1.15.17.1. With the evolution and growth of information technolc)gy, the world
has become a global village wherein there is a seamless flow of people, goods
and data. Now, data is not merely a group of letters and figures, but it is the
medium for revenue generation. Individual data is being used by various
entities to understand\ consumer behavior and to develop various products.
Thus, data has a huge economic value attached to it. But when data is fo be

35




@

o

sharedbetween various countries without testrictions, various concerns emerge
with respect to national security and growth of local businesses.
Notwithstanding the benefits of data sharing and collaboration, a country has to
balance innovation with the risks associated with cross-border transfer of data,
The key focus of data localization should to achieve legitimate goals mitigating
risks — whether to national security, privacy or employment. |
- |
1.15.17.2. The Committee noted that the data collected bynvariou's countries are
being used in their favour to promote own businesses and this can undermine
local businesses, especially in developing and least developed countries. It has
been also observed that since India has become a big consumer market, there 1s
.a large collection, processing and storage of data happening daily. Moreover,
the Committee put forth their concern that thbugh India has entered into
agreement with many countries under Mutual Legal Assistance Treaty (MLAT)
framework for sharing of data for investigation of crimes, the country finds it
difficulf to get access to data stored in other countries which in turn is delaying
speedy delivery of justice and seftling of cases. Hence, the Committee opined
that it is imperative to store data in India and to restrict access to it by .
categorizing them as sensitive and critical personal data, thus giving impetus to
data localisation.

1.15.17.3. Taking a cue from the analysis of the markef research fum
MarketsandMarkets™ which says that the global cloud storage market size is
projected to grow from USD 50.1 billion in 2020 to USD 137.3 billion by 2025
at a Compound Annual Growth Rate (CAGR) of 22.3% during the forecast
period, the Commiitee desired that India should take advantage of the
opportunities that may arise in the cloud storage market. Thercfore, the
Committee observed that during the post COVID-19 times, huge volume of
data is generated due to offer of services through online platforms and India can
attract investment and gencrate employment opportunities by making use of
such emerging trends in cloud storage market by localizing data. In this regard,
an organisation in their memorandum subfnitted to the Committee computed
the potential of job creation, investment and faxes due to data locahzatlon of
four top foreign companies operating in India as under:
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Between the top four data companies - Amazon, Microsoft,
Based on the similar trend in |Facebook, Google:the potential of creating Local Data Storage

USA ___Inindia (based on US Benchmark and Table 2)

Economic Impact of 1 data center’ Construction Operations |

in US {using as a benchmark) Phase phase Construction Phase Operations phase |
lobs created? 1,688 157 28,696 2,669
Wages {5 Million) 78 8 131 133 -
Local Economic Activity® ($ ,
Milllon) ' 244 33 41400 553
Taxes* {5 Million) 10 B | : 1

Assumptions

1) The data centre is assumed to be large in size (165,141 sf)

2) Number of jobs include direct, indirect and induced Jobs

3) To calculate local economic activity US Bureau of Economic Analysis’
multiplier is used.

4) Taxes are calculated based on US Tax rates.

1.15.17.4, During the deliberations, the Committee acknowledged that Reserve
Bank of India (RBI) has taken commendable steps in this regard. In view of the
threats attached with the transfer of payment data between various nations, RBI
on 6™ April 2018 notified a mandatory rule which states, “All system providers
shall ensure that the entire data relating to payment systems operated by them
are stored in a system only in India. This data should include the full end-to-end
transaction details / information collected / carried / processed as part of the
message / payment instruction. For the foreign leg of the transaction, if any, the
"data can also be stored in the foreign country, if required.”

1.15.17.5. The Committee understand that privacy is a fundamental right
of the citizen which also empowers him or her to ensure the protection of
his personal data heing shared. The Committee also believe that India,
being a sovereign and democratic nation,.is duty bound to safeguard the
‘privacy of its citizens while making legislations and entering into treaties
- with various nations. In the Committee’s view, India may no more leave its
data to be governed by any other country. Besides, it has also been
observed that natiori\al security is of paramount importance and India
can’t compromise it on the ground of promotion of businesses. Therefore,
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&
the Committee feel that though there are provisions under Clause 33 and
34 for cross-border transfer of data, some concrete steps must be taken by
the Central Government to ensure that a mirror copy of the sensitive and
critical personal data which is already in possession of the.foreign entities
be mandatorily brought to India in a time bound manner. Consequent
upon the building up of proper infrastructure and establishment of Data
Protection Authority, the Central Government must ensure that data”
localisation provisions under this legislation are followed in letter and
spirit by all local and foreign entities and India must move towards data

localisation graduaily.
(Recommendation No. 11)

1.15.17.6. In this regard, the Committee specifically recommend that the
Central Government, in consultation with all the sectoral regulators, must-
prepare and pronounce an extensive policy on data localisation
encompassing broadly the aspects like development of adequate
infrastructure for the safe storage of data of Indians which may generate
employment; introduction of alternative payment systems to cover higher
operational costs, inclusion of the system that can support local business |
entities and start-ups to comply with the data localisation provisions laid
down under this legislation; promote investment, innovations and fair
economic practices; proper taxation of data flow and creation of local
Artificial Intelligence ecosystem to atfract investment and to geuerate
capital gains. The Coxmumittee also desire that proper utilization of revenue
generated out of data localisation may be used for welfare measures in the
country, especially to help small businesses and start-ups to comply with
data localization norms. Besides, the Committee would also like to state
that the steps taken by the Central Government must guarantee ease of
doing business in India and promote initiatives such as Make in India,
Digital India and Start-up India. Moreover, Government’s surveillance on
data stored in India must be strictly based on necessity as laid down in the

legislation. ‘ : _
\ | | “(Recommendation No. 12)
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2.1

2.2

- 23

2.4

PARTII =~ R
CLAUSE BY CLAUSE EXAMINATION OF
“THE PERSONAIL DATA PROTECTION BILL., 2019°

The Committee during the course of Clause by Clause examination, noted
certain drafting errors in the Bill. Legislative Department also agreed for the -
correction/language improvement for the purpose of clarity in the relevant
Clauses. The Committee suggest several modifications with the purpose of -
drafting improvement and the same have been placed at the end of this
chapter. In other Clauses, the Committee also suggest certain modifications -
based on the detailed discussion which are enumerated in the succeeding
paragraphs. Words and figures in bold and undetlined indicate the
amendments and #+*(asterisks) indicate the omission suggested by the Joint
Committee. - | |

TITLE OF THE BILL
The Title of the Bill is “The Personal Data Protection Bill, 20197,

The Committce examined, in detail, the Title of the Bill vis-g-vis the Objects -
and Reasons of the -Bill and the Committee in their sitting held on 12
November, 2020 observed that the Bill is dealing with various kinds of data
involving various levels of security and distinguishes between petsonal data
and non-personal data, Moreover, the data is collected as mass data and
movement of data is also in a similar fashion, therefore, it is almost impossible
to segregate the personal and non-personal data at cvery stage,

The Committee after considering the Objects and Reasons of the Bill find
that The Personal Data Protection Bill cannot privilegé digital economy
over data Protection. Moreover in view of the impossibility of a clear cut
demarcation of personal and non-personal data and to cover the protection
of all kinds of data, the Committee recommend that the Title of the Bill.
may be amended as “THE (***) DATA PROTECTION BILL, 2021” and the Act

may be called as “Thg Data Protection Act, 20217,
(Recommendation No. 13)
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2.5

2.6

®

LONG TITLE AND PREAMBILE

Long Title and Preamble of The Personal Data Protection Bﬂl 2019 1ead as

under:
“A

. BILL _ _
to provide for protection of the privacy of individuals relating to their personal .
data, specify the flow and usage of personal data, create a relationship of trust
between persons and entities processing the personal data, protect the rights of
individuals whose personal data are processed, to- create a framework for

-organisational and technical measures in processing of data, laying down norms
- for social media intermediary, cross-border transfer, accountab1hty of entities

processing personal data, remedies for unauthorised and Larmful processing,
and to establish a Data Protection Authority of India for the said purposes and
for matters connected therewith or incidental thereto.

WHEREAS the right to privacy is a fundamental right and it is necessary to
protect personal data as an essential facet of informational privacy; '

- AND WHEREAS the growth of the digital economy has expanded the use of B

data as a critical means of communication between persons;

AND WHEREAS it is necessary to create a collective culture that fosters a free
and fair digital economy, respecting the informational privacy of individuals,
and ensuring empowerment, progress and innovation through digital
governance and mclusmn and for matters connected therewith or incidental -
thereto.

BE it enacted by Parhament in the Seventieth Year of the Repubhe of India as
follows:-’ :

Several suggestions were received in the form of memoranda from the

~ stakeholders on The Preamble, Short Title and Long Title of the Bill seeking

amendments thereon. A gist of the suggestions is as follows:

i Focus should be on data protection rather than the digital economy.
i The norms for aomal media intermediaries should not be added in the
Bill and the Preamble.

iii ~ Transition period should be provided within the Bill and a minimum of
two to three years should be given to comply with the p10v1310ns of the.
Bill.
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2.8

2.9

2.10

2.11

2.12

iv.  Implementation of the Bill should be phased. Time should be provided
for data fiduciaries to comply with the Bill after its.coming into effect.

On thorough examination of the Short Title, Long Title and Preamble of the-
Bill, the Committee felt that the Preamble must encompass all the objectives of
the Bill and must also set out the scope and purpose of the Bill. The Committee
were of the view that privacy is a primordial concern and in the digital space so
far, in our country, no legislation is in place to protect the-'personal data and
privacy of the people. . .

The Committee in the sitthig held on 11 November, 2020 had observed that this
is a Bill regulating the digitization process and cverything that leads to
digitization, and non-digitized data is not governed by this enactment.

The Committee also held thHe view that individual’s fundamental right fo
privacy needs to be protected along with all kinds of developments and
innovations. Further, the Committee expressed their concern regarding the

‘usage of the term ‘personal data’ in entirety in the Preamble. and suggested that

not only personal data but all kinds of data have to be covered under this Bill so
as to achieve the purpose of the Bill in its entirety.

Moreover, the Authority envisagéd under this Bill is called as Data Protection’
Authority which is empowered to look into matters relating to all aspects of
data, i.e., personal data, sensitive personal data, critical personal data and non-
personal data, It also determines and regulates the collection, processing and
storage of data whether digitized or non-digitized.

The Cominittee note that since the Bill now covers data as whole, the word
“personal” should be appropriately removed from “personal data” so as to
read as “data” throughout the Long Title.

The Committee feel that the Bill basically relates to the privacy of |
information pertaining to a person available in digital domain and non- |

~ digitized data is not governed by ‘this Bill. The Committee, therefore,
recommend to add the word “digital” before “privacy of the individuals”.

The Committee feel that the digital privacy has to be circumscribed and
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limited by nation’s soVereignty, integrity and state interest and security,
Therefore, the Committee, suggest the addition of phrase “to ensure the

- interest and security of the State” in the Long Title, and inclusion of .
phrases such as “of an individual” and “that fosters sustainable growth of
digital products and services” in the Preamble. The Committee also note
that since the expression ‘social media intermediaries’ in the Bill has been
changed to ‘social media platforms’, after due consideration of the
significant role played by them, the same has to be reflected in the Long
Title also. Therefore, the word “intermediary” should be substituted with
the word “platforms” justification for which has been given in succeeding
paragraphs. Besides, the Committee suggest to substifute “Seventy-second
Year” for “Seventieth Year” in the Preamble. . / '

_ 2.13  Accordingly, the Long Title and the Preamblé of the Bill may be amended
as under:

“A

BILL

fo provide for protection of the digitalprivacy of individuals relating to their personal
data, tospecify the flow and usage of (***) data, to create a relationship of trust between

- persons and entities processing the (***) data, teprotect the rights of individuals whose
(***) data are processed, to create a framework for organisational and technical
measures in processing of data, tolay(***) down norms for social media platforms,
cross-border transfer, accountability of entities processing (***) data, remedies for
unauthorised and harmful processing, to ensure the interest and security of the State
and to establish a Data Protection Authority of India for the said purposes and for
matters connected therewith or incidental thereto.

WHEREAS the right to privacy is a fundamental right and it is necessary to protect
personal data of an individualas an essential facet of informational privacy;

AND WHEREAS the growth of the digital économy has expanded the use of data as a
critical means of communication between persons;
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AND WHEREAS it is necessary to cteate a collective culture that fosters a free and fair
digital economy, respecting the informational privacy of: individuals that fosters
sustainable growth of digital products and services and ensuring empowerment,
progress and innovation through digital governance and inclusion and for matters
connected therewith or incidental thereto.

BE it enacted by Parliament in the Seventy-second Year of the Republic of India
as follows:—”

(Recommendation No. 14)
CLAUSE 1 - SHORT TITLE AND COMMENCEMENT

2.14 The Short Title of the Bill reads as follows: “l. (1) This Act may be called the
Personal Data Protection Act, 2019.’ :

!

_ | J |
2.15 Consequent to the amendment in the Long Title and Preamble of the Bill,
the Committee recommend that the Short Title of the Bill may be changed as:

“1.(1)This Act may be called the (***) Data Protection Act, 2021.”
‘ (Recommendation No. 15)

CLAUSE 2 - APPLICATION OF ACT TO PROCESSING OF
PERSONAL DATA

2.16 Clause 2 of the Personal Data Protection Bill, 2019 dealing with application of
Act to processing of personal data reads as under: |
“The provisions of this Act,— '
(A) shall apply to—
(a) the processing of personal data where such data has been collected,

disclosed, shared or otherwise processed within the territory of India;

(b) the processing of personal data by the State, any Indian company, any
citizen of India or any person or body of persons incorporated or created
under Indian law;

(c) the processir'}g of personal data by data fiduciaries or data processors
not present within the territory of India, if such processing is—
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2.17

2.18

(i) in connection with any business carried on in India, or any
systematic activity of offering goods or services to data principals
within the territory of India; or

(ii) in connection with any activity which involves profiling of -

data principals within the territory of India.

(B) shall not apply to the processing of anonymised data, other than the )

anonywmised data referred to in section 917,

Several suggestions were received on the above mentioned Clause from
stakeholders in the form of memoranda, a gist of which is as under:
. ] . ,: )
' !
i “Any business carried outside India” should be clarified.
11 It is unclear how the law would apply to foreign citizens and residents.
The Bill may not be extended fo extra territorial application to businesses

outside India, except when they offer services to Indian residents/

citizens.

iii ~ The explicit mention of “anonymized data” under the Clause may be
removed.

iv. Non-personal data may not-be included within the scope of this Bill.,

v.  Entitics covered by sectoral regulationis should be cxempted from this

Bill and instead be covered by the scctoral regulations only.

vi . The Bill should not be retrospectively applicable for data processing
where data was collected prior to the effectuation of the Act.

vii  Anonymised data should be redefined to limit it to data anonymized
through a process of anonymisation, which at the time was irreversible.

In this regard, Recital (26) of GDPR states as under:

“The principles of data protection should apply to any information concerning
an identified or identifiable natural person. Personal data which have undergone
pseudonymisation;, which could be attributed fo a natural person by the use of
additional infonnatio'lil should be - considered to be information on an
identifiable natural person. To determine whether a natural person is
identifiable, account should be taken of all the means reasonably likely to be

used, such as. singling out, either by the controller or by another person to
identify the natural person directly or indirectly. To ascertain whether means
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2.19

2.20

2.21

are reasonably likely to be used to identify the natural: person, account should
be taken of all objective factors, such as the costs of ‘and the amount of time
required for identification, taking into consideration the available technology at
the time of the processing and technological developments. The principles of
data protection should therefore not apply fo anonymous information, namely

“information which does not relate to an identified or identifiable natural person

or to personal data rendered anQnYmous in such a manner that the data subject
is not or no longer identifiable. This Regulation does not therefore concern the
processing of such anonymous information, including for statistical or research
purposes.” |

Justi'ce B.N.Srikrishna Committee has also deliberated on this aspect

and their report inter-alia state as follows:
| ' ‘ _ j!

“Anonymisation requires the use of mathematical and technical methods to
distort data to irreversibly ensure that identification is not possible. In this
aspect, anonymisation is distinct from de-identification which involves the

masking or removal of identifiers from. data sets to make identification more

difficult.- Given the pace of technological advancement, it is desirable not to

precisely define or prescribe standards which anonymisation must meet in the

law. It is appropriate to leave it to the DPA to specify standards for -

anonymisation and data scts that meet these standards need not be governed by
the law because they cease to be personal data.” Further the Committee
recommends, “Standards for anonymisation and de-identification (including
pseudonymisation) may be laid down by the DPA. However, de-identified data
will continue to be within the purview of this law. Anonymised data that meets
the standards laid down by the DPA would be exempt from the law.” '

During the examination of this particular Clause, the Cominittee observed that
the core objective of this Bill is privacy and it is quintessential to protect non-
personal data as well in order to uphold privacy.

T their sitting held on 23 November, 2020, the Committee observed that, any
kind of flexibility in the legislation such as exclusion of anonymized data under

" the Bill may encourage manipulation ot commercialization of personal data

under the array of anonymisation jeopardizing the privacy of data principals.

49

P P

L TR A T R N A S




222

223

2.24

2.25

)

| Moreover, as the name of the Act has been changed, the Committee strongly

held the opinion that anonymized data should be brought under the-ambit of the
Bill. -

Since the Bill deals with both personal and non-persomal data, the
marginal heading of Clause 2 may suitably be amended as Application of Act
to processing of personal data aud non-personal data, i

The Committee also note that the word 'person’' as defined in Clause 3 (27) '
is quite exhaustive and feel that selective usage of words "State, any Indian
conipaiy, any citizen of India or boedy of persons incorporat!ed" in Clause 2 (4) (b)
shall be restrictive and may lead to complications. The Committee, therefore, feel
that the word "person’ may be used to 1‘ép1ace the words 'the State, any Indian
company, any citizen of India or body of persons incorporated' in Clause 2 (A) (b).

The Committee observe that anonymization per se necessarily has to be
part of this very Bill. The Committee, therefore, recommend to remove )
Clause 2(B) so as to add Clause 2(d) and to modify Clause 91 accordingly.
The Committee also observe that the word “stored” needs to be inserted in
Clause 2 (A)(a) between the words “collected” and “disclosed” to make the
clause more meaningful.

Accordingly, the whole Claunse 2 may be amended as under:
“2. The provisions of this Act shall apply to,~

“(A) (**%)

(a) the plocessmg of personal data where such data has been collected, stored,
disclosed, shared or otherwise plocessed within the territory of India;
(b) the processing of personal data by (***) any person (***) under Indian law;
(¢) the processing of personal data by data fiduciaries or data processors not present
within the tertitory of India, if such processing is—
(¥) in connection with any business carried on in India, or any systematic activity
of offering goods:or services to data principals within the territory of India; or
- (i) in connection with any activity which mvolves profiling of data principals
within the territory of India; and

.(d) the processing of non-personal data including anonymised personal data,

(B) (* **)”
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2.26

2.27

2.28

(Recommendation No. 16)

o

'CLAUSE 3-DEFINITIONS

The Committee examined, in detail, the “Definitions” in the Bill, Suggestions

were also received from the stakeholders in this regard. Gist of the memoranda

received from the stakeholders “Definitions™ are as follows:

i The definition of personal data should not extend to “inferences drawn .
from such data for the purposec of ploﬁhng

ii  Definition of ‘harm’ is not sufficiently clear in explaining its scope. The
definition may further be subject to interpretations of ‘harm’ under other
laws and regulations currently in force,

iii ~ The definition of children should be restricted to 13/14/16 years of age
and be reduced from 18 years. ;'

iv  The scope of sensitive personal data should be made exhaustive.

v Anonymised data should not be defined based on the irreversibility of the
process.

vi  DNA needs to be clarified, regarding whether it needs to form part of
SPD and how it should be defined.

vii  Explicit consent should be defined under the Bill.

viii A distinction between machine readable and non-machme-readable -

biometric data processing should be made.

The Committee considered each and every “Definition” mentioned at Clause 3
of the Bill in the light of the intent of the Bill and recommend the following
amendments in various provisions: '

Inclusion of Clause 3(11): Consent Manager

The Committee find that the term “Consent Manager” has been defined as
an explanation under Clause 23. The Committee desire that the Consent
Manager may be defined in Chapter I under ‘Definitions’ and therefore,
recomunend an exhaustive definition of “Consent Manager” may be
inserted after Sub Clause 3(10). Accor dmgly, the Explanatlon after Clause
23(5) may be omitted and consequent upon the addition of the definition of
“Consent Manager”,"\the numbering of all sub-clauses under Clause 3 will
change accordingly. Clause 3(11) may be read as under:
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2.29

2.30

2.31

@

“(11)Consent Manager” means a data fiduciary which enables a data principal fo

give, withdraw, review and manage his consent through an accessible, transparent
and interoperable platform;” '

(Recommendation No. 17) |

Clause 3(12)~ Data Auditor ‘ _

Data Auditor has been defined as, “data auditor means an independent
data auditor referred to in section 29;”. The Committee feel that the word
'ilidependent' is superfluous as the same has been used in Clause 29 and as
such may be deleted from the clause 3 (12). AccordiI}gly, the renumbered

-Clause 3 (13) may be read as under:

“(13)data auditor” means a (***) data auditor referred to in section 29;
(Recommendation No. 18)

Inclusion of Clause 3(14) |

The Committee find that the term 'data breach' has not been defined in the Bill
anywhere whereas it has appeared number of times in various contexts of the Bill.
The Commnittee observe that the term ‘data breach’ may be defined in the Bill
itself. The Committee, therefore, recommend for insertion of the definition
of “Data Breach” after Sub Clause 3(13) and the numbering of all sub-
clauses under Clause 3 may be changed accordingly. Clause 3(14) may be
row read as under: |

“(14) data breach” includes pexsonal data breach and non-personal data breacl:
 (Recommendation No. 19)

. Clause 3 (13)-data fiduciary

GDPR under Article 4(7) defines: “ contlollel means the natural or legal
person, public authority, agency or other body which, alone or jointly with
others, determines the purposes and means of the processing of personal data;
where the purposes and means of such processing are determmed by Union or
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2.32

2.33

2.34

‘Member State law, the controller or the specific cntena for its nomination may

be provided for by Union or Member State law.”

The Committee while considering the definition of “data fiduciary” opine that in
India, Non-Governmental Organisations (NGOs) also play a significant role in-the
rural areas in terms of collection of data for various purposes. Therefore, they must
also be treated as data fiduciaries and should come under the purview of this Act.
Hence, the Committee suggest that the word ‘a non-government organisation’ may -
be inserted after the word ‘a company’ and before ‘juristic enfity’ and the -
renumbered Clause 3(15), as amended may be read as under: | '

“(18)data fiduciary” means any person, including a State, a company, a non-
government organisation, (***) juristic entity or any individual who alene or in
conjunction with others determines the purpose and means of;f processing of personal
data;”

"~ (Recommendation No. 20)

Clause 3 (15)-data processor

The Committee feel that there are Non-Governmental Organisations (NGOs) who
also process data on behalf of data fiduciaries for various reasons. Therefore, they
must also be treated as data processors and should come under the ambit of this
legislation. Accordingly, the Committee desire that word ‘a non-government
organisation’. may be inserted after the word ‘a company’. Hence, renumbered
Clause 3(17) may be amended to read as under: |

“(17) “data processor” means any person, including a State, a company, anon-
government organisation,(***) juristic entity or any individual, who p1ocesses personal
data on behalf of a data fiduciary;”

~ (Recommendation No. 21)

Inclusion of Clause 3(18):Data Protection Officer

Data Protection Officer as mentioned under Clause 30 plays an important role in
the proper implementation of this legislation, Thercfove, the Commit(ec are of the
view that definition of “data protection officer” necds to be included under Clause
3 with reference to Cla\use 30, The newly added sub-clause (18) may be read as

follows:
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© %(18) “data protection officer” means an officer who shall be appointed by the
significant data fiduciary under section 30 '

(Recommeundation No. 22)

' Clause 3(20): Harm

235 ° GDPR under Recital (75) talks about risks as, “The risk to the rights and-
~ freedoms of natural persons, of varying likelihood and severity, may result from ~
personal data processing which could lead to physical, material or non-material
damage, in particular: where the processing may give rise to discrimination,
identity theft or fraud, financial loss, damage to the reputation, loss of
confidentiality of personal data protected by professional secrecy, unauthorized
reversal of pseudonymisation, or any other significant economic or social
disadvantage; where data subjects might be deprived of their rights and
freedoms or prevented from exercising control over their personal data; where
personal data are processed which reveal racial or ethnic origin, political
opinions, religion or philosophical beliefs, trade union: membership, and- the
processing of genetic data, data concerning health or data concerning sex life or

- criminal convictions and offences or related security measures; where personal )
aspects are cvaluated, in particular analysing or predicting aspects concerning
performance at work, economic  situation, health, personal preferences or
interests, reliability or behaviour, location or movements, in order to create or
use personal profiles; where personal data of vulnerable natural persons, in
“particular of children, are processed; or where processing involves a large

amount of personal data and affects a large number of data subjects.”

236 Considering the wide impact of the definition of “harm” and taking into
account the unrestricted horizon of interpietation for the word harm that
may arise in the future owing to increased technological innovation, the
Committee feel that the definition of “harm” needs to be widened in order
,to incorporate such harms as psychological manipulation which impairs
the autonomy of the person. The Committee, therefore, desire to modify
3(20) so as to add sub-clause (xi) refel'rjné psychological manipulation. The
Committee also feel\ that there mziy be many more considerations to
identify harms in future which may empower the government to modify
this sub-clause by inclusion of other kinds of harms. Therefore, an
enabling sub-clause (xii) may also be added. Consequent upon these’
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2.38

changes in Clause (20), sub clauses (xi) and (xii) may be added as a part of
renumbered Clause 3(23) to read as under?
“(xi) psychological manipulation which impairs the autonomy of the individual; or”

(xii) such other harm as mav be prescribed;

(Recdmmendatiou No. 23)

Modification of Clause 3 (23) :
The Committee find that sub-clause 3(23) defines ‘in writing’ and defines .
communication in electronic form with reference to Information Techuology Act -
2000. The Committee desire that writing should also include ‘information’ and
despite referring auy specific clause of IT Act 2000, this sub-clause should use exact
words of the IT Act too to define the electronic form. After amendment the sub-
clanse 3(23) may be renumbered as 3(26) and be read as under:

“(26) “in writing” includes any communication or information in electronic
form(***) generated, sent, received or_stored in_media, magnetic, optical,
computer memory, micro film, computer generated micro fiche or smnlal
device (F%%);”

(Recommendation No., 24)

Inclusion of Clause 3(28) and 3(29)

The Committee find that the words ‘non-personal data’ and ‘non-personai
data breach’ have appeared in the Bill at several times but have not been

_either defined or explained at any place. The Committee, therefore, desire

that the word ‘non-personal data’ may be defined and included as sub-

clause 3(28) and similarly, ‘non-personal data breach® may also be defi ned

and inserted as sub-clause 3(29) as under: '

“28) “non-personal data” means the data other than per: sonal data;”
(Recommendatmn No. 25)

- 420} “non-personal data breach” means any unauthorized including accidental

disclosure, acquisition, sharing, use, alteration, destruction or loss of access to non-
pers onal data that compromises the conﬁdentlahtv, integrity or availability of such
data;” -

(Recommendation No. 26)
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2.39 - Inclusion of Clause 3(44)

The Committee find that the term “social media intermediary" has been
defined as an explanation to sub-clause 26(4). The Committee feel that
presently most of the social media intermediaries are actually working as’
internet based intermediaries as well as platforms where people
communicate through various socializing applications and websites, The
Committee also feel that the more appropriate term for the expression
‘social media intermediary’ would be ‘social media platform’. The

- Committee therefore recommend that "Social Media Platform" may be

defined in Chapter I under ‘Definitions, The Committee further
recommend that the explanation to Clause 26(4) defining the term 'social
media intermediaries' excluding the categories mentioned therein may be
used to define the term 'social media platform' and inserted after Clause
3(43). Accordingly, the xplanation after Clause 26(4) may be omitted.
Cousequent upon the addition of the definition of “social media platform”, .
the numbering of all sub-clauses under Clause 3 will change accordingly.
Clause 3(44) may be read as uuder:

(44)“social media platform” means a platform which primarily or solely emables

online interaction between two or more users and allows them fo create, upload,
share, disseminate, modify or access information using its services; '
' (Recommendation No, 27)

CLAUSE 4-PROHIBITION OF PROCESSING OF PERSONAL DATA

2.40 Clausc 4 of the Bill reads as “No personal data shall be processed by any person,

2.41

except for any specific, clear and lawful purposes.” With respect to Clause 4,
gist of the suggestions received from experts and stakcholders is that lawful,
clear and specific are not defined; so they may either be defined, or removed.

. '\ : -
This Clause relates to prohibition of processing. of personal data but its
language gives a negative connotation. The Committee, therefore, desire
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243

that this Clause may be reworded to convey a better and effectlve sense
and may be amended as under: - I

4. (***) The processing of personal data (***) by any person (***) shall be subject to
the provisions of this Act and the rules and r egulations made thereunder,
' (Recommendation No.28)

CLAUSE 5- LIMITATION ON PURPOSE OF PROCESSING OF
PERSONAL DATA
Clause 5 of the Bill reads as under:

5. Every person processing personal data of a data prmmpal shall plocess
such personal data-— '
(a)  in a fair and reasonable manner and ensure the privacy of the data
. principal; and
(b) for the purpose consented to by the data principal ox which is
incidental to or connected with such purpose, and which the data
principal would reasonably expect that such personal data shall be
used for, having regard to the purpose, and in the context and
circumstances in which the personal data was collected.”

Clause 5 deals with limitation on purpose of processing of personal data

- and 5(b) describes various purpeses- in that regard. The Committee,

however, find:that there is no mention of grounds for processing. of
personal data without consent. In Committee’s view, it is very essential to

mention the purpose of processing of personal data under Clause 12 as
only such provision can enable the state agencies to function smoothly.
The Committee, therefore, ‘desire that in addition to other purposes
mentioned in sub-clause 5(b) , the expression "or which is for the purpose
of processing or personal data undel Section 12 " may be inserted in 5(b)
after the words "such purpose” . The Committee feel that the purpose
limitation need to be understood in the context of purpose. Accordingly,

* the sub-clause 5(b), as amended, is as follows:

“(b) for the purpose congented to by the datd principal or which is incidental thereto or
connected with such purpose or which isfor the pUrpose of processing of personal
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data under section 12, and which the data principal would reasonably expect that such
personal data shall be used for, having regard to the purpose, and in the confext and
circumstances in which the personal data was collected.”

(Recommendation No.29) :

"CLAUSE 8 — QUALITY OF PE.RSONAL DATA PROCESSED

2.44  Clause 8 deals with quality of personal data processed and reads’as under:

“(1)The data fiduciary shall take necessary steps to ensure that the personal

" data processed is complete, accurate, not misleading and updated, having
regard to the purpose for which it is processed.
(2) While taking any steps under sub-section (1) the data fiduciary shall have
regard to whether the personal data—
(a) 1s likely to be used to make a decision about the data prmmpal
(b) is likely to be disclosed to other individuals or entities including other data
fiduciaries or processors; or :
(c) is kept in a form that distinguishes personal data based on facts from
personal data based on opinions or personal assessments. _
(3) Where personal data is disclosed to any other individual or entity, |
including other data fiduciary or processor, and the data fiduciary finds that
such data does not comply with the requirement of sub-section (1), the data

- fiduciary shall take reasonable steps to notify such individual or entity of this
fact.”

245 A gist of the memoranda received ffom the stakeholders on Clause 8 is as
. follows: ‘ ‘
i Data fiduciary should not have the obligation to ensure the accuracy of
the data. _
i The data fiduciary shall take necessary steps to ensure that the personal
data processed is complete, accurate, not misleading, and updated,
having regard to the purpose for which it is processed.
iii .This obligation under Clause 8 should be deleted as a right to
' rectification and erasure is aheady provided to the data principal.
iy The requircment should be limited to reasonable efforts and not
necessary efforts.
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@ 2.46  The Committee consider that Clause 8 is a protective clause that defines
the mandate of the processing of personal data. Upon examination of the
Clause, the Committee feel that rather than giving the data fiduciary the
freedom to act upon his/her free will to take ireasonable steps to notify any
non complianice of sub-clause (1), the data fiduciary has to be obliged to
mandatorily notify the same.

247  The Committee also find that Clause 8(3) mentions the conditions when the data
fiduciary has to notify if such data does not comply with the requirements of sub- -
clause (1), In Committee’s view, such condition may not be sync with the
provisions of Section 12 and may thus create hurdles in the smooth functioning of
Government agencies. processing personal data. The Committee, therefore,
recommend that to ensure that the functioning of the Government
agencies is not compromised, the language of the ‘;'Clause 8(3) may be
suitably modified and a proviso may be added to sub clause 8 (3). The
Committee further desire that the phrase “take reasonable steps to” may
be deleted from sub-clause (3). The amended Clause 8(3) may now be
read as under:

“(3) Where personal data is disclosed to any other individual or entity, including other
data fiduciary or processor, and the data fiduciary finds that such data does not comply
with the requirements of sub-section (1), the data fiduciary shall (***) notify such
individual or entity of this fact.”

Provided that the provisions of this sub-sectionshall not apply where such notice
prejudices the purpose of processing of personal data under section 12.
' ~ (Recommendation No. 30)

2.48  Besides, the Committee also feel that in order to curb the seamless
sharing, transfer or transmission of data between various eutities and
individuals especially under the garb of services, a suitable provision
along with the same proviso as above may be added as Clause 8(4). It
may be framed as under:

"(4) A data fiduciary mav share, transfer or transmit the personal data to any person
as part of any business transaction in such manner as may be prescribed:
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‘Provided that the provisions of this sub-section shall not apply where such sharing,
transfer or transmission of personal data prejudices the purpose of.
processing of personal data undey section 12, "
(Recommendation No.31)

- CLAUSE 9- RESTRICTION ON RETENTION OF PERSONAL DATA

2.49  Clause 9 sceks to lay down restriction on retention of personal data beyond
what is necessary and reads as under: | |
“(1) The data fiduciary shall not retain any personal data beyond the period
necessary to satisfy the purpose for which it is plocessed and shall delete the
personal data at the end of the processing. f
(2) Notwithstanding anything contained in sub- sect10n (1), the personal data
may be retained for a longer period if explicitly consented to by the data
principal, or nccessary to comply with any obligation under any law for the
time being in force. |
(3) The data fiduciary shall undertake periodic review to determine whether it
is nccessary to retain the personal data in its possession.

(4) Where it is not necessary for personal data to be retained by the data .
fiduciary under sub-section (1) or sub-section (2), then, such personal data
shall be deleted in such manner as may be specified by regulations.”

2.50  The Clause 9(1) specifically mentions that a data fiduciary shall not retain
any personal data beyond the period necessary to satisfy the purpose for
which it is processed and shall delete the personal data at the end of
processing. Such provision is very restrictive and nay be a big hurdle in
functioning of the agencies which process the collected data multiple
times for various welfare puxposes. The Comumittee, therefore, desire that
in Clause 9(1) the word ‘the processing’ should be deleted and it should
be replaced with ‘such period’. Clause 9(1) may be read as under:

%9,(1) The data fiduciary shall not retain any personal data beyond the period necessary
to satisfy the purpose far which it is processed and shall delete the personal data at the

end of (***) such period.” _
(Recormunendation No. 32)
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CLAUSE 11 — CONSENT NECESSARY FOR PROCESSING OF
PERSONAL DATA

Clause 11 which deals with the necessity of consent for processing of personal
data reads as under:
“11. (1) The personal data shall not be processed, except on the consent given
by the data principal at the commencement of its processing.
(2) The consent of the data principal shall not be valid, unless such consent -
is— .
(a) free, having regard fo whether it complies with the standard specified -
under section 14 of the Indian Contract Act, 1872; | ‘
(b) informed, having regard to whether the data principal has been provided
with the information required under section 7;
(c) specific, having regard to whether the data principal can determine the
scope of consent in respect of the purpose of processing; - :
(d) clear, having regard to whether it is indicated through an affirmative action
that is meaningful in a given context; and
(¢) capable of being withdrawn, having regard to whether the ease of such
withdrawal is comparable to the case with which consent may be given.
(3) In addition to the provisions contained in sub-section (2), the consent of
the data principal in respect of processing of any sensitive personal data shall
be explicitly obtained— ‘ .
(a) after informing him the purpose of, or operation in, processing Whlch is
likely to cause significant harm to the data prmc:lpal
(b).in clear terms without recourse to inference from conduct in a context; and
(c) after giving him the choice of separately consenting to the purposes of

- operations in, the use of different categories of, sensitive personal data

relevant to processing,

- (4) The provision of any goods or services or the quality thereof, or the

performance of any contract, or the enjoyment of any legal right or claim, .
shall not be made conditional on the consent to the processing of any personal

data not necessary for that purpose.
(5) The burden of proof that the consent has been given by the data principal
for processing of the personal data under this section shall be on the data

fiduciary.
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(6) Where the data principal withdraws his consent from the processing of any
personal data without any valid reason, all legal consequences for the effects
of such withdrawal shall be borne by such data principal.”

2.52 Suggestions were received from stakeholders soliciting modification of the
~ Clause. A gist of the suggestions received in the foun of memoranda is as
under: _ : o
i Sensitive personal data should also be permitted to be processed for
-employiment purposes without requiring consent.
ii Data principals should be provided a notice and opt-out option instead on
relying solely on consent. :
il The withdrawal of consent should not be 1est110ted to ‘valid 1easons” but
permissible regardless. '
iv The requirement of fresh consent whenever the processing methods and the
purposes for which such consent was obtained change should be set out
explicitly in the Bill.

253  In this regard, Justice B.N. Srikrishna Committee Report states as under:-

“Consent also must be clear, having regard to whether it communicates
agreement to the relevant processing through an affirmative action that is
meaningful in a given context. Thus, silence and pre-ticked checkboxes would
be unlawful modes of obtaining consent. However, that does not mean that in
some instances that consent cannot be implied. For example, when an -
association‘s membership form requests for details such as name, address,
telephone number, professional designation, and marital status, the affirmative
action of entering such details can amount to a clear cxpression of consent. This
would depend on the context in which the form has been collected, including
whether the form explains the purposes’ of processing this data. Here, no
explicit written expression of their agreement to such processing activity needs
to be given separately.” '

2.54 The Committee, observe that the language of Clause 11(3)(b) is quite
~ ambiguous and needs clarity. The Committee, therefore recommend that

the language of this sub-clause must reflect the idea that the consent of

data principal has to be obtained by specifying the conduct and context
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explicitly without circumvention of law and without any kind of implicit
inferences. Accordingly, the Committée 1ecommend that Clause 11(3)(b)
may be amended as under:

(b) in clear terms without recourse to mfel ence to be drawn either from conduct (***)
or context; and”

(Recommendation No. 33)

Besides, the Committee also recommend that the scope of the provision -
under Clause 11(4) shall be extended to include denial based on exercise of
choice too. Hence Clause 11(4) may suitably be modified as follovys:

“(4) The provision of any goods or services or the quality thereof, or the performance of

any contract, or the enjoyment of any legal right or claim, shall Ifot be,- :

()  made conditional on the consent to the p1ocessmg of any personal data not
necessary for that purpose;_and

(ii)  denied based on exercise of choice.”

(Recommendation No. 34)

Further, the Committec observe that the word “legal” in Clause 11(6) is
not necessary when the objective of the said provision is to ensure the =
accountability part of withdrawal of consent by data principal to process
personal data withoat any valid reason. Thercfore, the Committee
recommend to delete the word “legal” from the Clause 11(6). Similarly,
words ‘effects, of such withdrawal’ are superfluous and may be omitted
replacing them with one word ‘same’ after ‘consequences for the’. The
sub-clause (6) of Clause 11 may be read as under:

“(6) Where the data principal withdraws his consent from the processing of any personal
data without any valid reason, (***) the consequences for the same (***) shall be borne
by such data principal.” _
(Recommendation No. 35)

CLAUSE 13- PROCESSING OF PERSONAL DATA NECESSARY FOR

PURPOSES RELATED TO EMPLOYMENT ETC.,
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2.57 Clause 13 of the Personal Data Protection Bill, 2019 deals with processing of
personal data necessary for purposes related to employment, etc. The Clause
reads as under: ,
“13. (1) Notwithstanding anything contained in section 11 and subject fo sub-
section (2), any personal data, not being any sensitive personal data, may be
processed, if such processing is necessary for—
(2) recruitment or termination of employment of a data p11n01pa1 by the '
data fiduciary;
(b) provision of any service to, or benefit sought by, the data principal -
who is an employee of the data fiduciary;
(c) verifying the attendance of the data principal vyho is an employee of
the data fiduciary; or . ‘
(d) any other activity relating to the assessment of the performance of the
data principal who is an employee of the data fiduciary. :
(2) Any personal data, not being sensitive personal data, may be plocessed
under sub-section (1), where the consent of the data principal is not appropriate
having regard to the employment relationship between the data fiduciary and
the data principal, or would involve a disproportionate effort on the part of the
data fiduciary due to the nature of the processing under the said sub-section.” |

2.58 Various stakeholders submitted their suggestions to the Comumittee on the
 above mentioned Clause. A gist of the memoranda received from the
stakcholders on Clause 13 is as follows:
i This exception should also extend to sensitive personal data.
i1 The employment relationship should be expllcltly defined under the Bill or
referenced to the relevant law. ,
ili Any other activity incidental to employment should also be included within
the scope of this exemption.
iv. The exemption should not be included unless it is necessary, propoitionate
and reasonably foreseeable by the data principal.
v The meaning of employee should include contractors, secondees or agency
workers. , . |
vi Notice should neveltheless be provided to employees.

2.59 In this regard,' Atrticle 88 of GDPR states:
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“1. Member States may, by law or by collective agrcemenfs, provide for more
specific rules to ensure the protection of the rights and freedoms in respect of
the processing of employees' personal data in the employment confext, in
particular for the purposes of the recruitment, the performance of the contract
of employment, including discharge of obligations laid down by law or by
collective agreements, management, planning and organisation of work,
equality and diversity in the workplace, health and safety at work, protection of
employer's or customer's property .and for the purposes of the exercise and.
enjoyment, on an individual or collective basis, of rights and benefits related to -
employment, and for the purpose of the termination of the employment
relationship.

2. Those rules shall include suitable and specific measures to safeguard the data
subj ect's human dignity, legitimate interests -and fundamental rights, with
particular regard to the transparency of processing, the transfer of personal data
within a group of undertakings, or a group of enterprises engaged in a joint
cconomic activity and monitoring systems at the work place.” -

Fur_thér Justice B.N.Srikrishna Committec Report states,. “The Committee is of
the view that this ground should be extended to the following situations: (i)
recruitment or termination of employment of a data principal; (ii) provision of -
any service to or benefit sought by an employee; (iii) verifying the attendance
of an employee; or (iv) any other activity relating to the assessment of the
performance of the employee. This ground should be invoked only where it
involves a disproportionate or unreasonable effort on the part of the employer
to obtain valid consent of the data principal, or where validity of the consent is
in quéstion due to the unique nature of the relationship between the employer
and employee. This ground may be used when the type of processing activity
which is required to be undertaken by the employer does not fall within any of -
the other grounds.” ' |

The Committee observe that the employer can’t be given complete freedom
to process the personal data of employee without his or her consent for the
sake of employment purposes. The Committee hold the view that the
relation betweeli employee and employer is very sensitive and should be
dealt with utmost care so as no harm is caused to eitlier of them. As
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employer collects all the data of its employees and there is a trust relation
between them which the Committee think should be respected. Therefore,

there should be equilibrium in processing of data of employee by the
employer and its use/misuse of data by the employer. The employee must

also be given the opportunity to ensure that his or her personal data is not -
being processed for unreasomable purposes. Therefore, the Committee
recommend that the processing may happen if sucl processing is necessary -

or can reasonably be expected by the data principal. The Committee,
therefore, recommend to add a phrasé “or can reasonably be expected by
the data principal” after the word “necessary”. After incorporating
drafting changes, the amended Clause 13(1) may be 1ead as under:

“13.(1)Notwithstanding anything contained in section 11 and subject to the proyisions
coutained in sub-section (2), any personal data, not being any sensitive personal data,
may be processed, if such processing is necessary or can reasonably be expected by

the data principal for—"

(Recommendation No. 36)

CLAUSE i4 — PROCESSING OF PERSONAL DATA FOR OTHER :

REASONABLE PURPOSES

Clause 14 of The Personal Data Protection Bill, 2019 seeks to provide for other
reasonable purposes for which personal data may be processed and the Clause

reads as below:

“14, (1) In addition to the grounds 1efened to under sections 12 and 13, the - |

personal data may be processed without obtaining consent under section 11, if
such processing is necessary for such reasonable purposes as may be speclﬁed
by regulations, after taking into consideration— .
(a) the interest of the data fiduciary in processing for that purpose;
(b) whether the data fiduciary can reasonably be expected to obtain the
consent of the data principal; |
(c) any public interest in processing for that purpose;
(d) the effect of the processing act1v1ty on the rights of the data plmclpal
and \ .
(¢) the reasonable expectations of the data principal having 1'egard to the
context of the processing.
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(2) For the purpose of sub section (1) the explessmn "reasonable purposes”
~ . may include— |

(a) prevention and detection of any unlawful activity including fraud;
(b) whistle blowing;

(c) mergers and acquisitions;

(d) network and information security;

(e) credit scoring;

(f) recovery of debt;

(g) processing of publicly available personal data; and

(h)-the operation of search engines.

(3) Where the Authority spec1ﬁes a 1easonable purpose under sub-section (D), it
shall--- .

(a) lay down, by regulations, such safeguards as may be appropriate to
ensure the protection of the rights of data p11n01pals and

(b) determine where the provision of notice under section 7 shall apply or
not apply having regard to the fact whether such provision shall
substantially prejudice the relevant reasonable purpose.”

A summary of the suggestlons received from the stakeholders on Clause 14 is .

as follows:

_1

ii

iii

v

Vi

~ Contractual necessity should be recognized as a valid ground for

nonconsensual processing of personal data.
Data fiduciaries should be allowed to determine the reasonablhty of

purposes, it should not be specified by the DPA.

" The grounds of “credit scoring”, “recovery of debt” and “operation of

search cngines” should be removed from the ambit of reasonable
purposes. ' ‘
The grounds comprising rcasonable purposes exception should be
exhaustively listed within this Clause .

Iegitimate interest exception as determmed by the data ﬁdumary should
be inciuded. '

The exception should be' proportionate and linked to the legitimate
interest of the data principal. Further, the determination of additional
reasonable purposes by the DPA should be determined based on the
cffect it has on the data principal’s rights. :

\
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2.64 'The Commitiee devoted five sittings held between 25 and 27 November, 2020

265

to examine thé Clause 14. The Committee feel that in order to explicitly state

the intent of the Clause, certain clarity is required in its formulation,

The Comnittee observe that there are already several sectoral laws in
place and this particular provision should not affect various legislations in

force. The Committee note that the Section 14 is also an exception to -

Section 11 similar to Sections 12 and 13. The Committee feel that to keep
the scheme of the Section in syn¢ with the Act and also not to diminish the
powers of the Act with.respect to the other laws, the Clause should be

‘worded similarly to Sections 12 and 13. Therefore the Cominittee

recommend that a phrase "Notwithstanding anything fontained in Section
11" may be used in place of “In addition to the grounds referred to under
Sections 12 and 13" and the words "without obtaining consent under
Section 11" may be deleted in sub-clause (1) of Clause 14. The Committee
opine that reasonableness and legitimacy must go hand-in-hand aund the
same should be reflected under this Clause. The Committee feel that the
consent of data principal is not required undex Clause 14, since the tenet of

legitimacy can ensure accountability of data fiduciary aud discourage any )

kind of dilution of law, Hence, the Comunittee recommend to add the word
“legitimate’ before “interest” in Clause 14(1)(a), thus adding thrust upon
the principle of reasonableness mentioned under Clause 14(1) and keeping
in check the legitimate interest of the data fiduciary. Similarly, the
Committee feel that the expression "and it is practicable‘ needs to be
inserted in clause 14 (1) (b) and the expression "degree of any adverse
effect" needs to be inserted in clause 14 (1) (¢) to provide a balance
between the needs of the data fiduciary to process the data vis-a-vis
obtaining the counsent of the data principal. Similarly, the Committee
observe that ‘any other similar combinations or corporate restructuring
transactions in accordance with the provisions of applicable laws’ need to be
included under Clause 14 (2) (c) along with mergers and acquisitions as
exclusion of it is narrowing down the scope of the Clause. After

incorporating all the éha_nges, the amended Clause 14(1) and 14 (2) (c) may |

be reproduced as under:
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14.(1) (***) Notwithstanding ahvthing contained in section 11, the persohal data may
be processed (***), if such processing is necessary for (***).reasonable purposes as may
be specified by regulations, after taking into consideration—

(a) the legitimate interest of the-data fiduciary in processing for that purpoée;

(b)whether the data fiduciary can reasonably be expected, and it is practicableto obtain
the consent of the data principal;
(c) any public interest in processing for that purpose;

(d) the degree of any adverseeffect of the pmcessmg act1v1ty on the rights of the data

principal; and

(¢) the 1easonable expectations of the data principal having regard to the context of the

processing.”

“(2) For the purpose of sub- sectlon (1), the expression “reasonable purposes” may

include— . : f{ _

(¢) mergers (**%), ‘acquisitions,_any_other similar combmatlonsor corporate

restructuring transactions in accordance with the provisions of applicable laws;
. (Recommendation No. 37)

CLAUSE 16 - PROCESSING OF PERSONAL DATA AND SENSITIVE
PERSONAL DATA OF CHILDREN

Clause 16 of the Personal Data Protection Bill, 2019 seeks to provide for

obligations on data fiduciaries that process personal data of children.
Considering the importance of the Clause, the Committee had in depth
deliberations on Clause 16 in order to protect the rights of children and to
guarantce the ava1lab1hty of better services. Clause 16 of the Bill reads as
under:
“16. (1) Every data fiduciary shall process personal data of a child in such
manner that protects the rights of, and is in the best interests of, the child.
(2) The data fiduciary shall, before processing of any personal data of a child,
verify his age and obtain the consent of his parent or guardian, in such manner
as may be specified by regulat1ons
(3) The manner for verification of the age of child under sub- sectlon (2) shall
be specified by regulations, taking into consideration—

(a) the volume '(\)f personal data processed,

(b) the proportion of such personal data likely to be that of child;
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(c) possibility of harm to child arising out of processing of personal data;
and | R | :
(d) such other factors as may be prescribed. _
(4) The Authority shall, by regulations, classify any data fiduciary, as guardian - !
data fiduciary, who— , '
(a) operate commercial websites or online services directed at children; -
or- . |
(b) process large volumes of personal data of children.
(5) The guardian data fiduciary shall be barred from profiling, tracking or
“behavioural monitoring of, or targeted advertising directed at, children and
- undertaking any other processing of personal data that oan cause mgmﬁcant
harm to the child, f '
(6) The provisions of sub-section (5) shall apply 1n such modified forrn to the
data fiduciary offering counselling or child protection services to a child, as the
Authority may, by regulations, specify. '
(7) A guardian data fiduciary providing exclusive counselling or child
protection services to a child shall not require to obtain the consent of parent or
‘guardian of the child under sub-section (2).
Explanation. —For the purposes of this section, the expression "guardian
data fiduciary" means any data fiduciary classified as a guardian data
fiduciary under sub-section (4).”

2.67 A Gist of the memoranda received from the stakeholders on Clause 16 is as
under: ‘

i Age of consent may be reduced to below 18, Either bring in compliance
with the US standard (13 years) or GDPR standard (13-16 years).

ii Do away with age verification 1'équi1'emen§ because it causes additional
privacy risks.

i Bar on profiling, tracking etc. should be hnked to harm, significant harm,
and not a complete bar on all such activities. Specifically, the application
of this Clause for educational institutions requires clarification,

iv. Children have the right to withdraw consent from processiug even where
the parent has é’onsented to such processing and require erasure of data -
upon attaining majority.

A% The obligation of data’ fiduciary should be limited to obtaining age
verification and processing accordingly. ‘

70




2.68  GDPR under Article 8 deals with ‘Conditions apphcable to chllds consent in

2.69

2.70

relation to 1nf01mat1on society services’ which says,

“l. Where ‘poin't ‘(a) of Article 6(1) applies, in relation to the offer of

information society services directly to a.child, the processing of the personal

data of a child shall be lawful where the child is at least 16 years old. Where the
child is below the age of 16 years, such processing shall be lawful only if and to |

the extent that consent is given or authorised by the holder of parental - -

responsibility over the child.

Member States may provide by law for a lower age for those purposes provided
that such lower age is not below 13 years.

2. The controller shall make reasonable efforts to verify in such cases that
consent is given or authorised by the holder of parental responsibility over the
child, taking into consideration available technology.

3, Paragraph 1 shall not affect the general contract law of Member States such

~ as the rules on the validity, formation or effect of a contract in relation to a

child.”

The Justice B.N.Srikrishna Committee Report states “At present, the
Committee understands that there are two categories of data fiduciaries who
may be processing personal data of children: first, services offered primarily to
children (e.g. YouTube Kids app, Hot Wheels, Walt Disney); second, social
media services (e.g. Faccbook, Instagram), The DPA shall have the power to

notify data fiduciaries who operate commercial websites or online. services

directed at children, or who process large volumes of personal data of children
as guardian data fiduciaries”.

Besides, the same Report determines who a child is and says, “In US, COPPA
allows children 13 years of age and above fo consent, whereas Article 8 of the

EU GDPR mandates age 16 as the threshold, though allowing leeway for states |
to reduce the age of consent to 13. At the same time, the CRC defines a child as
below 18 years of age under Article 1. This is also the age for anyone to validly
enter into a contract in India as per Section 11, Contract Act. The principled

‘constderations for det'qmljning an age for consent are clear — protecting the

child from harm while ensuring that he/ she can autonomously participate in her
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own development.In order to determine the cut-off age, the choice should be
governed by a balance of the following factors: '

(i) Principled considerations; '

(ii) The maximum age of 18 and the minimum age of 13 (considered as

the relevant range in most literature and comparative jurisdictions); '

(iii) The need to prescribe a single threshold to ensure practical

implementation. | _ )
At the moment, keeping in view the fact that the age for miajority in the
Contract Act 1s 18 and the'provision of consent for data sharing is often -
intertwined with consent to contract, the age of 18 is recommended as the age
below. which a person is classified as a child for the purpose of this law. We are
‘aware that from the perspective of the full, autonomous development of the
child, the age of 18 may appear too high. However, consistency with the
existing legal framework demands this formulation. Were the age of consent for
contract to reduce, a similar amendment may be effected here too.”

2.71 Further Justice B.N.Srikrishna Committes recommended, “A data principal
below the age of eighteen years will be considered a child. Data fiduciaries -
have a general obligation to ensure that processing is undertaken keeping the
best interests of the child in mind. Further, data fiduciaries capable of causing
significant harm to children will be identified as guardian data fiduciaries. All
“data fiduciaries (including guardian data fiduciaries) shall adopt appropriate age

* verification mechanism and obtain parental consent. Furthermore, guardian data
fiduciaries, specifically, shall be barred from certain practices, Guardian data
fiduciaries exclusively offering counselling services or other similar services
will not be required fo take parental consent.”

272 During the course of further discussions, the Committee in their sitting held on
3 December, 2020 observed that below 18 years, any data fiduciary dealing
with child’s data has to give protection to that child and no untoward thing
should happen to them because they may think they have grown up but they are
actually children. | |

' \

273 The Committee note that the chapter heading and marginal heading of
Clause 16 is “processing of personal data and sensitive personal data of
children”. However, there is no reference of sensitive personal data in the
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2.74

275

entire chaptei‘ IV. Therefore, the Committee rec_:'omme'nd to remove the
usage of expression “sensitive personal data” from chapter heading and
marginal heading,

The Committee express their concern over using the phrase “and is in the
best interests of, the child” under sub-clause 16(1) and observe that the
entire Bill is about the rights of the data principal and such qualifying
phrases may dilute the purpose of the provision and give a Ieeway to the

data fiduciary for manip"ulation. The Committee, therefore, recommend to -
delete the phrase “and is in the best interests of,” from sub-clause 16(1) as
the modified Clause ampiy serves the objective.

Besides, on the concept of “guardian data fiduciary”, the Committee
observe that the difference between a child and an ad_p’ilt under this law is
that the right to consent is exercised by the guardian on behalf of the child.
So, first of all, the term ‘guardian data fiduciary’ needs to be defined which
may be done in the form of an Explanation. Secondly, the consent from the
guardian is more important and sufficient to meet the end for which
personal data of children are processed by a data fiduciary. In Committee’s
view, the mention of guardian fiduciary will be altogether a new class of
data fiduciary and there will be no advantage in creating such a separate
class of data fiduciary. Morcover, the concept of guardian data'ﬁduciariv
may lead to circumvention and dilution of law too. The Committee further
observe that those who are not guardian data fiduciary necessarily have to

~ be compliant to Section 16. Also, if they all are compliant to Section 16, any

2.76

exclusionary Clause within Section 16 can’ be given. The Committee,
therefore, recommend to remove the word ‘guardian data fiduciary’ from =
Clause 16 and to delete Clause 16(4) and 16(7) in its entirety. Consequent to
modifications made in Clause 16, the Committee, pi'opose that the
subsections 16(5) and 16(6) under Clause 16 niay be renumbered as 16(4)
and 16(5) respectively. Also, the explanation relating to guardian data
fiduciary in this Clause may also be deleted being superfluous.

After incorporating all the changes, chapter IV, Clause (16) may be
amended as under: ‘\ .
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“CHAPTER IV
PERSONAL DATA (**¥) OF CHILDREN .
16.(1)Every data fiduciary shall process the personal data of a child in such manner
that protects the rights of (***) the child.
(2)The data fiduciary shall, before plocessmg of any pe1sona1 data of a child, verify his
age and obtain the consent of his parent or guardian, in such manner as may be
specified by regulations; '
(3) The manner for verification of the age of child under sub-section (2) shall (**%)
take info consideration—
(a) the volume of personal data processed,
(b) the proportion of such personal data likely to be that of child;
(c) @possibility of harm to child arising out of processing of personal data; and
(d) such other factors as may be prescribed. " |
(@) () -

(A)The(***)data fiduciary shall be barred ﬁom profiling, tracking, or behavioural
monitoring of, or targeted advertising directed at children and undertaking any other
processing of personal data that can cause significant harm fo the child. '

- (5)The provisions of sub-section (4) shall apply in such modified form to the data
fiduciary offering counselling or child protection services to a child, as the Authonty :
may by regulations specify. -

(1) (**%)
Explanation,-(F**)” : .
(Recommendation No. 38)

CLAUSE 17- RIGHT TO CONFIRMATION AND ACCESS

- 2,77 Clausc 17 of the Personal Data Protection Bill, 2019 which deals with
rights of data principal to confirm and access reads as under:
“17. (1) The data principal shall have the right to obtaln from the data
fiduciary—
(a) conﬁrmanon whether the data fiduciary is processing or has
processed personal data of the data principal;
(b)  the personal data of the data principal being processed or that has
been processed by the data fiduciary, or any summary thereof; -
(c) a brief summary of processing activities undertaken by the data
ﬁdumaly with respect to the personal data of the data principal,
including any information provided in the notice under section 7in

relation to such processing.
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- (2)  The data fiduciary shall provide the information under sub-section

(1) to the data principal in a clear and- concise manner that is easily
comprehensible to a reasonable person.
(3)  The data principal shall have the right to access in one place the
identities of the data fiduciaries with whom his personal data has been
shared by any data fiduciary together with the categories of personal data
shared with them, in such manner as may be specified by regulations.”

278 A gist of the memoranda received from the stakeholders on Clause 17 is as -
follows: :

i Rights of Data principals should be expanded to include the 11ght to ob]ect to
automated processing, right to object to or block processing and privacy by
default. |

ii Period for compliance should be pr0v1ded in the Bill- 1tse1f

iii Requirement for providing list of fiduciaries should be limited to categories of
data fiduciaries.

iv This right should be expanded to also obligate data fiduciaries to provide
information justifying the ground under which the processing is being
-conducted. : :

v There should be a limit on the number of times and the reasons for which the
data principal seeks information under this Clause to ensure only genulne a
requests need to be considered by the data fiduciaries.

2.79 GDPR under Recital (27) states “This Regulation does not apply to the personal
+ data of deceased persons, Member States may provide for rules regarding the
processing of personal data of deceased persons.”

2.80 The Committee observe that there is no mention of the rights of a deceased
data principal in the Bill. The Conimittee, therefore, recommend that a
suitable provision may be added under Clause 17 which empowers the
data principal to exercise his or her right to decide how lis or her data has
to be dealt with in case of casualty/death. Accordingly, the Committee
desire that a separate sub-clause (4) should be added to Clause 17 which
may be read as under -

”( 4) The data principal s\hall have the following options, namely:-
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~ (a) to nominate a legal heir or a legal representative as his nominee;
" (b) to exercise the right o be forgotten; and
(c) to append the terms of agreement, 7
with regard fo processing of personal data in the event of the death of such data -

principal.”

(Recommendation No.39)
CLAUSE19-RIGHT TO DA_TA,-PORTABILITY '

2,81 Clause 19 of The Personal Data Protection Bill, 2019 which deals with the data
principal’s right to port personal data to any data fiduciary reads as follows:
“19. (1) Where the processing has been carried out thropflgh automated means,
the data principal shall have the right to— '
(a) receive the following personal data in a structured, commonly used
and machine-readable format— |
(i) the personal data provided to the data fiduciary;
(ii) the data which has been generated in the course of provision of
services or use of goods by the data fiduciary; or '
(iii) the data which forms part of any profile on the data principal,
or which the data fiduciary has otherwise obtained; and
(b) have the personal data referred to in Clause (a) transferred to any
other data fiduciary in the format referred to in that Clause,
(2) The provisions of sub-section (1) shall not apply where—

(a) processing is necessary for functions of the State or in compliance of 1

law or order of a court under section 12;
(b) compliance with the request in sub-section (1) would reveal a trade
secret of any data fiduciary or would not be technically feasible.”

. 2.82 A gist of the memoranda received from the stakeholders on Clause 19 is as

follows: | :

(1)  Right to data portability should extend to all data and not be limited to
automated processing and large entities.

(i)  The exceptions under Clause 19(2) should also include a clarification of
state exceptions and include IPR along with trade secrets.

(iii) Portability rights should not be extended to inferred, processed, derived
data (under Clause 19(1)(ii) and (iii)). :
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2.83

2.84

(iv) The meaning of ‘machine readable’ may be clarified.
(v)  The meaning of ‘trade sccret’ may be ¢larified.

With respect to data portability, GDPR under Article 20 states as under:

“1.The data subject shall have the right to receive the personal data concerning
him or her, which he or she has provided to a controller, in a structured,
commonly used and machine-readable format and have the right to transmit
those data to another controller without hindrance from the controller fo which
the personal data have been provided, where: ”
the processing is based on consent pursuant to point (a) of Article 6(1) or
point (a) of Article 9(2) or on a contract pursuant to point (b) of Article
6(1); andthe processing is carried out by automated means.
2.In exercising his or her right to data portability pursuant to parag1aph 1, the
data subject shall have the right to have the personal data {ransmitted dircetly

-from one controller to another, where technically feasible.
* 3.The exercise of the right refetred to in paragraph 1 of this Asticle shall be

without prejudice to Article 17. That right shall not apply to. processing
necessary for the performance of a task carried out in the public interest or in

 the exercise of official authority vested in the controller.

4. The right referred to in paragraph 1 shall not adversely affect the rights and B
freedoms of others.” :

Besides, Justice B.N.Srikrishna Committee Report says “...the right to data
portability is critical in making the digital economy seamless. This right allows
data principals to obtain and transfer their personal data stored with a data

~ fiduciary for the data principal‘s own uses, in a structured, commonly used and

machine readable format. Thereby, it empowers data principals by giving them
greater control over their personal data. Further, the free flow of data is
facilitated easing transfer from one data fiduciary to another. This in turn
improves competition between fiduciaries who are engaged in the same
industry and therefore, has potential to increase consumc., cwelfare. As the right
extends to receiving personal data generated in the course of provision of
services or the use of goods as well as profiles created on the data principal, it is
possible that access to such information could reveal trade secrets of the data
fiduciary. To the extont that it is possible to p1ov1de such data or profiles
without revealing the-relevant secrets, the right must still be guaranteed.
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2.85

2.86

K
1

However, if it is impossible to provide certain information without revealing

the secrets, the request may be denied.”

The Committee observe that Clause 19(2)(b) provides scope for several

@

data fiduciaries to conceal their actions by denying data portability under
the garb of non-feasibility or trade secret. Moreover, the definition of trade-
secret can’t be formulated under this Bill since it’s a dynamic concept, -

~differs from domain to domain and subjected to evolution of technology.
‘The Committee, therefore, understand that trade secret cannot be a

ground for anyoune to deny data portability and data can only be denied on
the ground of technical feasibility which has to be Ast}'ictly determined by
the regulations laid down in this regard. Accordingly, sub-clause (2) (b) of
Clause 19 may be amended and Clause 19(2) of the Bill may be amended as
under: :

"(2) The provisions of sub-section (1) shall not apply where—
(a) processing is necessary for functions of the State or in compliance of law or any

indgement or order of (“"") any court, quasi-judicial authority or Tribunal unde1 _

. section 12;

(b) compliange with the request in sub-section (1) would (***) not be techmcally
feasible, as determined by the data fiduciary jin such mapner as may be specified by

regulations.,”

(Recommendatlon No. 40)
CLAUSE 20— RIGHT TO BE FORGOTTEN

The Clause relating to the Right to be Forgotten reads as under:

“20. (1) The data principal shall have the right to restrict or prevent the
continting ‘sclosure of his personal data by a data fiduciary where such
disclosure— ‘ ' - -
(a) has served the purpose for which it was collected or is no
longer necessary for the pUIpOSE;
(b) was made with the consent of the data principal under section
11 and such consent has since been withdrawn,; or
(c) was made contrary to the provisions of this Act or any other
law for the time being in force.”
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@ 2.87 The folldWing*suggestions were received from the stakeholders on‘Clausé

2.88

20:;

ii

iii

v

Vi

- ovil

The nature and scope of the right to be forgotten, including the
enforcement measures should be specified in the Bill.

There should be a timeline prescribed for the Privacy Officer to decide
the application for the right to be forgotten,

Right to be forgotten should be limited to only Personal Data shared by .
Data principal, subject to other legal provisions pertaining to maintaihing 2
of records. Intellectual Property Rights acquired by the Data Fiduciary
should be removed from the purview of this Clause .

These obligations should not apply to collection of information by banks
and financial insfitutions. '
There is an inadvertent typographical error in (;jlause 20(3) ie., the
phrase “having regard to” ought to be “have regard to”. ‘

An exception for establishing, exercising or defending legal claims may
be added. |

The language should include an exception of the data that is in
anonymised or deidentified form.

In this regard, Justicé B.N.Srikrishna Committee'Report had recommended as -
under; - : | _'
“The right to be forgotten may be adopted, with the Adjudication Wing of the
DPA determining its applicability on the basis of the five-point criteria -as
follows: A ' '

(i) the sensitivity of the personal data sought to be restricted;

(ii) the scale of disclosure or degree of accessibility sought to be restricted;

(iii) the role of the data principal in public life (whether the data principal is
publicly recognisable or whether they serve in public office);

(iv) the relevance of the personal data to the pﬁblic (whether the passage of

and

time or change in circumstances has modified such relevance for the public);

(v) the nature of the disclosure and the activities of the data fiduciary (whether
the fiduciary is a credible source or whether the disclosure is a matter of public

. record; further, the fight should focus on restricting accessibility and not

content creation)..
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- 2.89

The right to be forgotten shall not be available when the Adjﬁdication Wing of
the DPA determines upon conducting the balancing test that the interest of the

. data principal in limiting the disclosure of her personal data does not override

the right to.freedom of speech and expression as well as the right to information
of any other citizen.” :

GDPR under Article 17 deals with nght fo erasure (‘right to be for gotten )
which states as under:

“1.The data subject shall have the right to obtain from the controller the erasure
of personal data concerning him or her without undue delay and the controller
shall have the obligation to erase personal data w1th0ut undue delay where one
of the following grounds applies:

(a) the personal data are no longer necessary in relation to the purposes for
which they were collected or otherwise processed;

(b)the data subjecf withdraws consent on which the processing is based
according to point (a) of Article 6(1), or point (a) of Asticle 9(2), and .
where there is no other legal ground for the processing;

(c)the data subject objects to the processing pursuant to Article 21(1) and
there are no overriding legitimate grounds for the processing, or the data
subject objects to the processing pursuant to Article 21(2);

(d)the personal data have been unlawfully processed;

(e) the personal data-have to be erased for compliance with a legal obligation
in Union or Member State law to which the controller is subject;

(f) the personal data have been .collected in relation to the offer of
information socicty services referred to in Article 8(1).

2. Where the controller has made the personal data public and is obliged-

pursuant to paragraph 1 fo erase the personal data, the controller, taking account
of available technology and the cost of implementation, shall take reasonable
steps, including technical measures, to infofm controllers which are processing
the personal data that the data subject has requested the erasure by such
controllers of any links to, or copy or replication of, those personal data.

3. Paragraphs lAand 2 shall not apply to the extent that processing is necessary:
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(a) for exercising the right of freedom of expression-and information;

(b)for compliance with a legal obligation which requires processing by
Union or Member State law to which the controller is subject or for the
performance of a task cartied out in the public inferest or in the exercise
of official authority vested in the controller;

(¢) for reasons of public interest in the area of public health in accordance -

with points (h) and (i) of Axrticle 9(2) as well as Article 9(3),
(d)for archiving purposes in the public interest, scientific or historical .
research purposes or statistical purposes in accordance with Article 89(1)
in so far as the right referred to in paragraph 1" is likely to render
impossible or seriously impair the achievement of the objectives of that
processing; or
(e) for the establishment, exercise or defence of legal claims.”

2.90 The Committee note that Clause 20(1) and Clause 20&2) give the right to
the data principal to prevent or restrict the continuing disclosure of his or
her personal data, In Committee’s view the exj)ression “disclosure” alone
can’t serve the purpose for which the right to be forgotten is conferred to
the data principal. The Committee observe that if right to be forgotten as
envisaged under this sub-clause means restriction or prevention of
disclosure of personal data, then even after exercising this right, his or her
personal data can be processed in-varied forms without disclosing the data .
with anybody. The Committee, therefore, recommend that the along with
the word “disclosure”, the word “processing” should also be added to
make this clause more comprehensive and meaningful. The Committee
also recommend that the provision under sub-clause (2) may be further
clarified by denoting that the right of the data fiduciary to retain, use and
process data are in accordance with the provisions of this Act and the rules and
regulations made thereunder. Accordingly, the modifications may be carried

~ out in the sub-~clauses (1), (2), (3) and (4) of Clause (20) and the amended
Clause 20 may be read as under:

“20.(1) The data principal shall have the right to resfrict or prevent the continuing
disclosure_ox processing of his personal data by a data fiduciary where such disclosure

or processing— . -
(a) has served the purpose for which it was collected or is no longer necessary for the

pUrpose;
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| ®
(b) was made with.the consent of the data principal under section 11 and such consent
has since been withdrawn; or o '
(c) was made contrary to the provisions of this Act or any other law for the time being in
force, ‘ _ :
(2) -'The rights under sub-section.(1) may be enforced only on an order of the
Adjudicating Officer made on an application filed by the data principal, in such form and
manner as may be prescribed, on any of the grounds specified nnder clauses (a), (b) or’
(***)(c) of that sub-section:

Provided that no order shall be made under this sub-section unless it is shown by the
data principal that his right or interest in preventing or r!estricting the confinued
- disclosure_or processing of his personal data overrides the right to freedom of speech
and expression and the right to information of any other citizenor the right of the data
fiduciary to retain, use and process such data in accordance with the provisions of
~ this Act and the rufes and regulations made thereunder.,

(3) The Adjudicating Ofﬂcer shall, while making an 01de1 under sub-section (2), have
regard fo—

(a) the sensitivity of the personal data;

(b) the scale of disclosure gr processing and the deg1ee of accessibility sought to be
testricted or prevented;

(c) the role of the data principal in public life;

(d) the relevance of the personal data to the public; and

(¢) the nature of disclosure or processing and of the activities of the data fiduciary,
‘particularly whether the data fiduciary systematically facilitates access to personal data
and whether the activities shall be 31gmﬂca11tly impeded if disclosures or plocessmg of
- the relevant nature were to be restricted or prevented.

(4) Where any person finds that personal data, the disclosure o1 processing of which has
been restricted or prevented by an order of the Adjudicating Officer under sub-section
(2), does not satisfy the conditions refetred to in that sub-section auy longer, he may
apply for the review of that order to the Adjudlcatmg Officer in such manner as may be
prescribed, and the Adjudicating Officer shall review his order.

(5) Any person aggrieved by an order made under this section by the Adjudicating

Officer may prefer an appeal to the Appellate Tribunal under section 73.
: (Recommendation No. 41)
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' CLAUSE 21 - GENERAL CONDITIONS FOR THE EXERCISE OF RIGHTS

2.91

2.92

il
111

2.93

OF DATA PRINCIPAL

Clause 21 dealing with the 'general conditions for the exercise of the rights in
Clauses 17 to 20 and reads as follows:

“21. (1) The data principal, for exercising any right under this Chapter, except
the right under section 20, shall make a request in writing to the data fiduciary -
either directly or through a consent manager with the necessary information as -

regard t6 his identity, and the data fiduciary shall acknowledge the receipt of

such request within such period as may be specified by regulations.

(2) For complying with the request made under sub-section (1), the data
fiduciary may charge such fee as may be specified by regulations:

Provided that no fee shall be required for any.request;'.in respect of rights
referred to in Clause (a) or (b) of sub-section (1) of section 17 or section 18. .
(3) The data fiduciary shall comply with the request under this Chapter and
communicate the same to the data principal, within such period as may be
specified by regulations, '

(4) Where any request made under this Chapter is refused by the data fiduciary,
it shall provide the data principal the reasons in writing for such refusal and
shall inform the data principal regarding the right to file a complaint with the ~
Authority against the refusal, within such period and in such manner as may be
specified by regulations.

(5) The data fiduciary is not obliged to comply with any request under this
Chapter where such compliance shall harm the rights of any other data principal
under this Act.” |

A gist of the Memoranda received on Clause 21 is as under:

Clarity and regulatory oversight needed for role and need for consent managers,
There should be no or nominal fee. |

Appointment of authorized representative to exercise these rights.

The Committee feel that sub-clause (5) of Clause 21 gives arbitrary powers
to data fiduciary to reject the request made by the data principal, In order
to prevent any unﬁgcessary refusal of such request, the Committee
recommend to insert a proviso for Clause 21(5) empowering the Authority
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2,94

2.95

11
iii

v

2.96

<y

to make the regulations to determine the rationale behind any denial of the
request made by the data principal. Accordingly, a new proviso to Clause
21(5) may be added and the sub-clause may be read as under:

"(5) The data fiduciary is not obliged to comply with any request made under this
Chapter where such compliance shall harm the rights of any other data principal under -
this Act:
Provided that the data fiduciary shall, subject to such conditions as may be"

specified by regulations, be obliged to comply with such request made by the data

prineipal."

(Recommendation No. 42)

I
CLAUSE 22 —~ PRIVACY BY DESIGN POLICY

Clause 22 of the Personal Déta Protection Bill; 2019 deals with Privacy by
Design policy. Clause 22 (3) of the Personal Data Protection Bill, 2019 reads as

under:;

“(3) The Authority, or an officer authorised by it, shall cextify the privacy by
design policy on being satisfied that it complies with the requirements of sub-

section (1).”

In this regard, the following suggestions were received from the
stakeholders: |

Privacy by Design certification should not be mandatory.
Authority should provide uniform guidelines for Privacy by Design policy.
The obligation to implement measures and the policy as stipulated in the 2018

-Bill should be reinstated.

Procedure for certification should be'clari'ﬂed under the Bill. An independent
auditor/certifying authority may also be recogmzed to provide certification
under the Bill.

The Committee are of the considered view that certification of the privacy
by design policy by the Authority or an officer should not be a tedious
process and must not hamper the growth of Micro, Small and Medium
Enterprises. Sub-clause (3) of Clause 22 in present shape is ambiguous and
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is not in consonance with sub-clause (2).The Committee, therefore,
recommend that sub-clause (3) of Clause 22 be aménded to provide for the
Authority the avenue to make regulations to grant exceptions to data
fiduciaries below a certain threshold. Accordingly, Clause 22.(3) may be
amended as under:

“(3) Subject to the provisions contained in sub-section (2), the Authority, or an
officer authorised by it, shall certify the privacy by design pohcy on bemg satisfied that.
it complies with the requirements of sub-section (1).” '

(Recommendaﬁoh No. 43)

CLAUSE 23-TRANSPARENCY IN PROCESSING OF PERSONAL DATA

2.97

Clause 23 of the Personal Data Protection Bill, /2019, dealing with
transparency in processing of personal data, along with Explanatlon reads as
under:

“23, (1) Every data fiduciary shall take necessary steps to maintain
transparency in processing personal data and shall make the following
information available in such form and manner -as may be spemﬁed by
regulations—

(a) the categories of personal data generally collected and the manner of

such collectlon

(b) the purposes for which personal data is generally processed;

(c) any categories of personal data processed in exceptional situations or

any exceptional purposes of processing that create a risk of significant .

harm;

(d) the existence of and the procedure for exercise of rights of data
~ principal under Chapter V and any related contact details for the same;

(¢) the right of data principal to file compl_.:':llint against the data fiduciary

to the Authority; :

(f) where applicable, any rating in the form of a data trust score that may

be accorded to the data fiduciary under sub-section (5) of section 29;

(g) where applicable, information regarding cross-border transfers of

personal data that the data fiduciary generally carries out; and

(h) any other information as may be specified by regulations.
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(2) The data fiduciary shall notify, from time to time, the important operations

in the processing of personal data related to the data principal in such manner as

may be specified by regulations. ‘

(3) The data p11n01pa1 may g1ve or withdraw his consent to the data fiduciary

through a consent manager.-

(4) Where the data principal gives or withdraws consent to the data fiduciary -
through a consent manager, such consent or its withdrawal shall be deemed to -
have been communicated directly by the data principal. | |

" (5) The consent manager under sub-section (3), shall be registered with the

2.98

2.99

2.100

Authority in such manner and subject to such technical, operational, financial
and other conditions as may be specified by regulations. ;
~ Explanation—For the purposes of this section, a "consenf manager" is-a
data fiduciary which enables a data principal to gain, withdraw, review
and manage his consent through an access1ble transparent -and
1nterope1 able platform.”

A gist of the Memoranda received on Clause 23 is as under:

i Clarification may be provided regarding the role and meaning of consent
managers within the law, as they technically function like processors, .
though the law aséigns them the role of data fiduciaries.

1 Time period for which the information may be obtained should be

specified.

The Committee, in order to ensure tr'ansparency of algorithms used by
various entities for processing of personal data and to prevent its misuse, -
recommend to add a provision as sub-clause 23(1)(h) and in order to
clarify the scope of Clause 23(1), sub-clause (I) may be renumbered as (i)
and the same needs to be modified as mentioned below: '

“(h) where applicable, fairness of algorithin o method used for processing of
personal data: and

(i) any other information as may be spemﬁed by regulations.”
\ (Recommendation No 44)

Consequently, - the original sub-clause (h) shall become sub-clause (i) of
Clause (23). Since the explanation regarding “consent manager” provided:
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under Clause 23 has been removed to be placed under Definitions Clause,
the Committee recommend to delete the same from Clause 23.
(Recommendation No, 45)

CLAUSE 25-REPORTING OF PERSONAL DATA BREACI—I

2.101 Clause 25 of the Personal Data Protection Bill, 2019 which deals with reporting
of personal data breach reads as under:
€25, (1) Every data fiduciary shall by notice inform the Authority about the .
breach of any personal data processed by the data fiduciary where such breach
is likely to cause harm to any data principal.
 (2) The notice referred to in sub-section (1) shall include the following
particulars, namely:— '
(a) nature of personal data which is the subject-matter of the breach;
(b) number of data principals affected by the breach;
(¢) possible consequences of the breach; and :
(d) action being taken by the data fiduciary to remedy the breach. -
(3) The notice referred to in sub-section (1) shall be made by the data fiduciary
to the Authority as soon as possible and within such period as may be specified
by regulations, following the breach after accounting for any period that may be
required to adopt any urgent measures to remedy the breach or mitigate any -
immediate harm. ' ":
(4) Where it is not possible to provide all the information specified in sub-
section (2) at the same time, the data fiduciary shall provide such information to
the Authority in phases without undue delay.
~ (5) Upon receipt of a notice, the Authority shall determine whether such breach
should be reported by the data fiduciary to the data principal, taking into
account the severity of the harm that may be caused to such data principal or
whether some action is required on the part of the data principal to mitigate
such harm. ' _
(6) The Authority may, in addition to requiring the data fiduciary to report the
personal data breach to the data principal under sub-section (5), direct the data
fiduciary to take appropriate remedial action .as soon as possible and to
_ conspicuously post the details of the personal data breach on its website. '
(7) The Authority may, in addition, also post the details of the personal data
breach on its website.” '
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2.102 A glst of the Memoranda received on Clause 25 is as under:

i Default notification of personal data breach to the data principal —a
narrow list of exceptions may be created to this rule.
ii Breach notification should not be contingent on likelihood of harm.

il Onus on unreasonable delay in breach notification should be on the data

2.103

fiduciary, ‘

iv Personal data breach notification under Clause 25(3) should be without

~ undue delay, and not based on period specified by DPA.

v Proviso should be added to 25(1) to limit the breach reporting niandate to -
‘when data was not encrypted according to prevalent standards.

vi  All breaches should be logged by the data ﬁducia{*y and DPA may take
periodic review of the data fiduciary, :

vii  Reporting requirements should also extend to data processors.

viii  All competent authorities should be notified of data bicaches.

ix  Time restrictions may be imposed for reporting data breaches.

X Data fiduciaries should be indemnified if the DPA decides that data

* principals need not be notified.

In this regard, GDPR Recitals (85), (86) and (87) state as under: -

“(85) A personal data breach may, if not addressed in an appropriate and timely
manner, result in physical, material or non-material damage to natural persons
such- as loss of control over their personal data or limitation of their rights,
discrimination, identity theft or fraud, financial loss, unauthorised reversal of
pseudonymisation, damage fo reputation, loss of confidentiality of personal
data protected by professional secrecy or any other significant economic or
social disadvantage to the natural person concerned. Therefore, as soon as the
confroller becomes aware that a personal data breach has occurred, the
controller should notify the personal data breach to the supervisory authority
without undue delay and, where feasible, not later than 72 hours after having
become aware of it, unless the controller is able to demonstrate, in accordance
with the accountability principle, that the personal data breach is unlikely to
result in a risk to the\ rights and freedoms of natural persons, Where such
notification cannot be achieved within 72 hours, the reasons for the delay
should accompany the notification and information may be provided in phases
without undue further delay. '
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(86) The controller should communicate to" the. data- subject a personal data
breach, without undue delay, where that personal data breach is likely to result
in a high risk to the rights and freedoms of the natural person in order to allow
him or her to take the necessary precautions. The communication should
describe the nature of the personal data breach as well as recommendations for

the natural person concerned to mitigate potential adverse effects. Such

communications to data subjects should be made as soon as reasonably feasible
and in .close cooperation with the supervisory authority, .respecting guidance
provided by it or by other relevant authorities such "as law-enforcement
authorities. For example, the need to mitigate an immediate risk of damage
would call for prompt communication with data subjects whereas the need fo
implement appropriate measures against continuing or similar personal data

breaches may justify more time for communication.” !

(87) 1t should be ascertained whether all appropriate technological protection
and organisational measures have been implemented to establish immediately
whether a personal data breach has taken place and to inform promptly the
supervisory authority and the data subject. The fact that the notification was
made without undue delay should be established taking into account in

particular the nature and gravity of the personal data breach and its .. '

consequences and adverse effects for the data subject. Such notification may
result in an intervention of the supervisory authority in accordance with its
tasks and powers laid down in this Regulation.” And Recital 88 reads as “In
setting detailed rules concerning the format and procedures applicable to the
potification of personal data breaches, due consideration should be given to the
circumstances of that breach, including whether or not personal data had been |
protected by appropriate technical protection measures, effectively limiting the
likelihood of identity fraud or other forms of misuse. Moreover, such rules and
procedures should take into account the legitimate interests of law-enforcement
authorities where early disclosure could unnecessarily hamper the investigation
of the circumstances of a personal data breach.”

On the issue of breaches of perébnal data. Justice .B.N.Srikrishna Committee

Report states as follows:
“With large amounts of data being held by fiduciaries, the breach of personal
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data becomes a real possibility. A breach can have deleterious consequences for

individuals whose personal data has been subject of the breach. Therefore, it
becomes important to inform data principals about such instances so that they

-~ can take suitable measures to shicld themselves from their. harmful

2.105

- 2.106

consequences. However, due to considerations of advelse publicity and

~avoidance “of liability, fiduciaties may be dis-incentivised from reporting

incidents of breach to individuals. Thus, a notification to the DPA upon the
occurrence of a breach has been envisaged, in keeping with trends in other
jurisdictions, before a notification to the individual is made. It may be noted
that such personal data breaches that are subject to obligations of notification
should not be confused with breaches of data protection law generally.”

The Report further states that in order to aV01d the notlﬁcatlon of relatively
benign breaches of personal data, only such breaches will have to be noftified
that pose a likelihood of harm to the rights of data principals.

Besides the report also states as under:-
“Upon notiﬁcaﬁon the DPA shall have the power to decide the severity of the

breach and if relevant, the manner in which it needs to be reported to the
individuals whose data has been breached. The breach should be notified to the

© individuals in instances where such a breach not only poses harm to the data

principals, but also where some action is fequired on part of the principals to
protect themselves from the conscquences of the breach. The DPA has been
granted the powers to determine when and how such notification is required to
prevent the fiduciary from making a unilateral decision in this regard which

“may be motivated by factors other than best interests of the data principals.

Further, the DPA is expected to better gulde the ‘actions of the data fiduciary
and suggest or direct remedial measures, and it must be ensured that liability for
the breach is suitably accorded in an adjudication action Failure to notify a
breach would make the fiduciary liable to penalty under the provisions of the
data protection law.”

.2.107 Since the currentiBill"\deals with both personal and non-personal data, the

Committee recommend that the marginal beading of Clause 25 may be
suitably amended as “Reporting of data breach” instead of “Rep(u ting of
personal data breach”, '
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2.108 The Committee are of the view that the use of word ‘likely’ under sub-
clause (1) of Clause 25 is presumptive. Since the most important obligation
of a data fiduciary, under this chapter i.e., Chapter VI is to maintain the
security of the data, the Committee feel that the carve outs which lead to
ambiguity should be omitted. Hence the Committee recommend to remove
the phrase “where such breach is likely to cause harm to any data -
principal” from sub-clause (1) of Clause 25. Clause 25(1) as amended may
read as follows: '

“25.(1) Every data ﬁduciafy shall by notice,(***) report to the Authority about the
breach of any personal data processed by (***) such data fiduciary.(**%)”

2.109 Further, the Committee opine that the form of noti‘g’:e mentioned under
sub-clause (2) for the use of data fiduciary to report the data breach fo
Authority may be specified by regulations rathér than restricting the scope
of the form within this legislation itself. Accordingly, a phrase “be in such
form as may be specified by regulations and” may be included before the

-word “include” in sub-clause (2).

2.110 Besides, the Committee feel that text of sub-clause 2(d) needs to be revised -
to explicitly state that the notice must include particulars of the remedial
actious taken by the data fiduciary for the data breach. Therefore, the
Committee recommend to amend the framing of sub-clause 2(d) of Clause
25 as follows: '

“(d) the remedial actions being taken by the data fiduciary (***).for such breach.”

2.111 Sub-clause (3) is too general and does not mention any specific timeline so
that the data fiduciary is obliged to report a data breach, The Committee
feel that there should be a realistic and finite time frame to follow the same
and to report a data breach to the Authority by the data fiduciary. The
Commnittee, therefore, recommend that Clause 25(3) should provide a time
period of 72 hours ‘for reporting of data breach under sub-clause (1).
Hence, sub-clause (3) is amended to read as below:
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“(3) The notice referred fo in sub-section (1) shall be (***) issued by the-data fiduciary
within seventy-fwo hours of becoming aware of such breach.(***)”

2.112 The Committee also note that sub-clause (5) in the present form doesn’t
~ put any obligation on the data fiduciary to report personal data breach to

the data 'principal. Moreover, the Committee observe that it’s not~
advisable to report all kinds of data breach to data principal without
informing the Authority, The Committee are of the view that some data
breach reports may create panic among the citizens and also affect public
law and order if reported to every data principal wjithout analyzing the
exact harm to a specific data principal. Furthermore, the genuineness of
trust between an individual and an entity can be questioned due to the
reporting of every kind of persomal data ‘breach to data principal.
Therefore, the Comunittee, feel that the Authority must first of all take into
account the personal data breach and the severity of harm that may be
caused to such data principal and shall direct the data fiduciary to report
the data principal about data breach and to take appropriate remedial -
measures. It is also suggested that a proviso may be added to sub-clause '
(5) so that the Authority can direct the data fiduciary te adopt urgent
measures to mitigate any harm. Accordingly, sub-clause (5) may be
-amended and the provision under sub-clause (6) with respect to the steps to
be taken by the data fiduciary and the provision under sub-clause (7)
regarding postihg of details of personal data breach on the website of
Authority may be incorporated under sub-clause (5) itself. Consequent
upon the merger of sub-clause (6) and sub-clause (7) under sub-clause (5),
the provisions under sub-clause (6) and sub-clause (7) of Clause 25 may be
deleted. After incorporating all these suggestions, the sub-clause (5) of
Clause 25 may now read as under:

“(S)The Authority (***)shall, after taking into 'ficcount the personal data breach and
the severity of harm that may be caizsed to_the data principal, direct the data
fiduciary to report suchibreach to the data principal and take appropriate remedial
actions(***) to mitigate such harm and fo conspicuously post the details of the
personal data breach on its website.
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Provided that‘ the Authority may direct the data fiduciary to_adopt any nrgent
measnres to remedy such breach or mitigate any harm caused to the data

principal.”

2.113 Finally, since the Bill deals with both personal and non-personal data, the

2:114

Committee recommend that suitable provision may be provided in the Bill
itself to deal with the reporting of non-personal data breach. Hence a new
sub~clause (6) may be inserted as Clause 25(6) with a text as under:

“(6)_The Autliority shall, in case of breach of non-personal data, take such
necessary steps as may be prescribed.”

After incorporating all the above menfioned suggestions, the Committee
desire that complete Clause 25 may be amended as unr:l'er:

“25.(1) Bvery data fiduciary shall by notice,(***) report to the Authority about the
breach of any personal data processed by (***) such data fiduciary.(**%)

(2). The notice referred to in sub-section (1) shall be in such form as may be specified
by regulations and include the following particulars, namely:—

(a) nature of personal data which is the sub_]ect matter of the breach;

(b) number of data principals affected by (***) such breach;

(¢} possible consequences of (***) such breach; and |

(d) the remedial actions being taken by the data fiduciary (***) for such breach.

(3) The notice referred to in sub-section (1) shall be (***) issued by the data fiduciary
within seventy-two hours of becoming aware of such breach.(***)

(4) Where it is not possible to provide all the information (***} provided in sub-section
(2) at the same time, the data fiduciary shall p10v1de such information to the Authority in
phases without any undue delay.

(5) (**%)

(5)The Authority (***)shall, after taking into account the personal data breach and
the severity of harm that may be caused to. the data principal, direct the data
fiduciary to report such breach to the data principal and take appropriate remedial
actions(***) to_mitigate such harm and to consplcuously post the details of the
personal data breach on its website.

Provided that the Authorltv may direct the data fiduciary to adopt any urgent
measuyes to remedy such breach or mitigate any harm caused to the data principal.
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7 (**%)

{6) The Authority shall, in case of br each of non- personal data, take such necessary
steps as may be prescr ibed.”

(Recommendation No. 46)

CLAUSE 26 — CLASSIFICATION OFF DATA FIDUCIARIES AS
SIGNIFICANT DATA FIDUCIARIES

2.115 Clause 26 of the Personal Data Profection Bill, 2019 dealing with
- classification of ~ data fiduciaries as significant data fiduciaries reads as
follows:
“26. (1) The Authority shall, having regard to the follow’ing factors, notify any
data fiduciary or class of data fiduciary as significant data fiduciary, namely:—
(a) volume of personal data processed; |
(b) sensitivity of personal data processed,
(c) turnover of the data fiduciary; :
(d) risk of harm by processing by the data fiduciary;
(e) use of new technologies for processing; and
(f) any other factor causing harm from such processing. .
(2) The data fiduciary or class of data fiduciary referred to in sub-section (1)
shall register 1tself w1th the Authority in such manner as may be specified by
regulations. '
(3) Notwithstanding anything in this Act, if the Authonty 1s of the opinion that
any processing by any data fiduciary or class of data fiduciary carries a risk of -
. significant harm fo any data principal, it may, by notification, apply all or any
- of the obligations specified in sections 27 to 30 to such data fiduciary or class
of data fiduciary as if it is a significant data fiduciary.
(4) Notw1thstand1ng anything contamed in th1s section, any social media
intermediary,—
(i) with users above such threshold as may be notlﬂed by the Central
Government, in consultation with the Authority; and
(ii) whose actions have, or are likely to have a significant impact on
electoral democracy, security of the State, public order or the sovereignty
and integrity of India, shall be notified by the Central Government, in
consultation with the Authority, as a significant data fiduciary:
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PlOVlded that dlfferent thresholds may be notlﬁed for different classes of -
social media intermediaries. b |
Explanation.—For the purposes of this sub-section, a "social media
intermediary” is an intermediary who pn'marily or solely enables online
interaction between two or more users and allows them to create, upload,
share, disseminate, modify or access information usiﬁg its se_riiices, but shall
not include intermediaries which primarily,—

(a) enable commercial or business oriented transactions;

(b) provide access to the Internet;

(¢c) in the nature of search-cngines, on-line encyclopedias, e-mail

services or online storage services.”

2.116 A summary of the suggestions received from stakeholders on Clause 26 is as

under: ,f |

i Notification of social media intermediaries should be as per a plocedule and
thresholds should be clarified.

ii Social media intermediaries may not be notified by the central government, but
by the DPA and further the power to do so already exists with the DPA under
26(1). | _

iii S.26(4) w.r.t. social media intermediaries may be removed from the Bill
because it is outside the ambit of the Bill.

iv State agencies should be subject to obligations of significant data fiduciaries.

v The application of significant data fiduciaries' critetia to data processors should
also be clarified. They may be considered to be covered under significant data

fiduciarics as well.

2.117 During in depth examination of Clause 26, the Committee noted that today

“social media intermediaries act as if they are above the sovereign and they lay

down boundaries which circumscribe the operation of the sovereign. Moreover,

the social media intermediaries are not actually intermediaries but they are
platforms that do the dual functions of an intermediary and a platform.

2.118 The Clause 26(4) describes “social media intermediary” as an intermediary
that facilitates online interaction between two or more users and allows
users to disseminate ‘{nedia, while e-commerce infernet service providers,
search engines and email services are excluded from the definition. In
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Committee’s view presently most of the social media intermediaries are )
actually working as internet based intermediaries as well as platforms
~ where people communicate through various socializing applications and
websites. The Committee therefore, would first. of all recommend to
replace the expression ‘social media intermediary’ by ‘social media
platform’ and it may be incorporated as 26(1)(f) as one of the factors for
the purpose of classification of data fiduciaries as significant data
fiduciaries. After the 1ncorporat1011 of all these changes the ameuded
Clause 26(1)(f) may be reproduced as under:

“(f) any social media platform—

(i) with users above such threshold as may be prescubed in_consultation with
the Authority; and _' _

(i) whose actions have or are likely to have a_significant impact on the
sovereignty and integrity of India, electoral democracy, security of the State
or public order: |

Provided that different thresholds may be prescribed for different classes of social
niedia platforms;”

2.119 Moreover, the Committee feel that there is an urgent need to curb the
misuse of children’s data which compromises the data of parents as well.
The Committee, therefore, desire that in order to discourage such
mishandling of data, those data ﬁducizir_ies which use data to process or to
provide services to children should be brought under the ambit of Clause
26 as mgmficant data fiduciaries by inserting Clause 26(1)(g) as one of the
factors having text as under:

“(g) the processing of data relating to children or provision of services to them; o1’

2.120 In Clause 26(1)(f) the Committee have 1eplaced the word “social media
intermediary” as “social media platform”. Also, the term social media
platform has been defined in Clause 3 (44) using the terms given in the
explanation excluding various categories. The Committee, therefore,
recommend that Clause 26(4) along with the Explanation may be deleted.
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2.121 Further, the Committee also understand that the significant data

fiduciaries have to be regulated under tlie sectoral regulations also and
they need to be very transparent and accountable. Ther efore, the
Committee recommend that a new provision may be inserted as Clause

26(4) to explicitly deal with sectoral regulation of significant data

fiduciaries.

2.122 Consequent to above modifications, Clause 26(1)(f) of the original Bill

should be changed as Clause 26(1)(h).

2.123 After the incorporation of all the changes, Clause 26, as amended may -be

read as under:

"26. (1) The Authority shall, having regard to any of the following factors, notify any
data fiduciary or class of data fiduciary as significant data fiduciary, namely:— v
(a) volume of personal data processed; "

(b) sensitivity of personal data processed;

(c) turnover of the data fiduciary,

(d) risk of harm by processing by the data fiduciary,

(e) use of new technologies for processing; (***)

() any social media platform-

(i) with users above such threshold as may be prescrlbed in_consultation with the
Authority; and

(i) whose actions have or are likely to have a significant impact on the sovereignty
and integrity of India, electoral democracy, security of the State or public order:
Provided that different tliresholds may be piescribed for different classes of social
media platforms; '

(2) the processing of data relating to children or provision of services to them; or
(any other factor causing harm from such processing.

(2) The data fiduciary or class of data fiduciary referred to in sub-section (1) shall
register itself with the Authority in such manner as may be specified by regulations.

(3) Notwithstanding anything contained in this Act, if the Authority is (¥**) satisfied
that any processing by any data fiduciary or clags of data fiduciaries carties a risk of
significant harm to any data principal, it may, by notification, apply all or any of the
obligations (*‘*“)growd%d in sections 27 to-30 to such data fiduciary or class of data
fiduciaries, as if it is a significant data fiduciary.
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" {4) ()
(4) Subject to the provisions contained in section 56, the significant data fiduciary
shall be regulated by such regulations as may be made by the respective sectoral

regulators,

(Recommendation No. 47)
CLAUSE 28 - MAINTENANCE OF RECORDS

2.124 Clause 28 of the Personal Data Protection Bill, 2019 seeks to require
significant data fiduciaries to maintain accurate and up-to-date records,
~ including requiring significant social media intermediaries to provide for
voluntary verification mechanism. The Clause reads as under:
“28. (1) The significant data fiduciary shall maintain accurate and up-to-date
‘records of the following, in such form and manner as may be specified by
regulations, namely:—
(a) important operations in the data life-cycle including collection,
transfers, and erasure of personal data to demonstrate compliance
as required under section 10;
(b) periodic review of security safeguards under section 24;
(c) data protection impact assessments under section 27; and
{d) any other aspect of plocessmg as may be specified by
regulations,
(2) Notwithstanding anythmg contalned in this Act, thls section
shall also apply fo the State.
(3) Every social media intermediary which is notified as a
significant data fiduciary under sub-section (4) of section 26 shall
enable the users who register their servicé from India, or use their
services in India, to voluntarily verify their accounts in such
manner as may be prescribed.
(4) Any user who voluntarily verifies his account shall be provided with
such demonstrable and visible mark of verification, which shall be
visible to all users of the service, in such manner as may be prescribed.”
\ :
2.125 A gist of the Memoranda received on Clause 28 is as under:
1 Clause 28(4) regarding social media intermediaries may be deleted.
ii Documentation on automated decision-making processes may be
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2.127

2.128

included within the ambit of record keeping requirements.

il ‘important operations’ may be explained for greater clarity under Clause
28(1).

iv Recoi‘_d keeping may be extended to all data fiduciaries.

The committee obscrved that social media platforms have to be brought within
the  ambit of the law of the land wherein the State has an exclusive right over -
them. During the sitting held on 10 December, 2020, the Committee observed
that there  should be some sectoral regulation on social media intermediaries -
in the same lines as defined under IT Act. The Committee noted that the notice
and takedown procedures in India (for defamatory and obscene content, for
instance) has been scentobe problematic as it now appears that
intermediaries have become  private censors determining right to freedom of
speech, Moreover, in Shreya  Singhal v. Union of India judgment, the
Supreme Court of India in 2015 held that undef the IT Act, intermediaries
are required to take down content where they have been notified of
objectionable content by the government or through a court order. Considering
the role played by social media intermediaries as publishers, the Committee feel
that verification of social media accounts by users should be facilitated by the
intermediaries and in case of any unverified accounts, social media
intermediaries should be held liable. At the same time, the Committee feel that -
the present Bill is about protection of personal data and social media regulation
is altogether a different aspect which needs a detailed deliberation.

In view of the replacement of "social media intermediaries" with "social
media platform" in Clause 26, the consequential changes may be made in
_sub~clau$e 28 (3) replacing the word "intermediary" with "platform".
Also, since clause 26(4) has been deleted, the words sub-section (4) of
section 20 may be replaced by the words"sub-section(1) of section 26” as
section 26(1)(f) classifies the term social media platforms.

Accordingly, Clause 28 (3) & (4) as amended may be read as follows:
(3) Every social media (***) platfonﬁ which is:notified as a significant data fiduciary

under sub-section (***) (ll of section 26 shall enable the (***) persons who register their

99




@
“service from India, or use their services in India, to voluntarily verify their accounts in
such manner as may be prescribed. |
(4) Any (***) person who voluntarily verifies his account on a social media platforin
referred to in sub-section (3) shall be provided with such demonstrable and visible mark
of verification, which shall be visible to all users of the service, in such manner as may be -
prescribed,

(Recommendatlon No. 48) -
CLAUSE 29- AUDIT OF POLICIES AND CONDUCT OF
PROCESSING ETC.,

2. 129 Clause 29 of the Bill relating to Audit of pohmes and conduct of
- - processing, etc., reads as under: i '
“(1) The s1gn1ﬁcant data fiduciary shall have its pohcles and the conduct of its
processing of personal data audited annually by an 1ndependent data auditor
under this Act.
(2) The data auditor shall evaluate the compliance of the data fiduciary with the
provisions of this Act, including—-
(a) clarity and effectiveness of notices under section 7;
(b) effectiveness of measures adopted under section 22;
(c) transparency in relation to processing activities under section 23; |
(d) security safeguards adopted pursuant to section 24; (e) instances of personal
data breach and response of the data fiduciary, 1nclud111g the promptness of
notice to the Authority under section 25;
(f) timely implementation of processes and effective adherence to obligations
under sub-section (3) of section 28; and
() any other matter as may be specified by 1'egu1_aﬁ0ns.
(3) The Authority shall specify, by regulations, the form and procedure for
conducting audits under this section. '
(4) The Authority shall register in such manner, the persons with expertise in
the area of information technology, computer systems, data science, data
protection or privacy, possessing such qualifications, experience and eligibility
having regard {o factors such as independehce, integrity and ability, as it may
be specified by regulations, as data auditors under this Act,
(5) A data auditor may assign a rating in the form of a data trust score to the
data fiduciary pursuant to a data audit conducted under this section.
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(6) The Authority shall, by regulations, specify the criteria for assigning a
rating in the form of a data trust score having regard to the factors mentioned in
sub-section (2).

(7) Notwithstanding anything confained in sub-section (1), where the Authority
is of the view that the data fiduciary is processing personal data in such manner
that is likely to cause harm to a data principal, the Authority may direct the data
fiduciary to conduct an audit and shall appoint a data auditor for that purpose.”

The following suggestions were received on Clause 29:

i The obligation should extend to all data fiduciaries.

i Civil penalties for negligence by data auditors should be provided for
- under the Bill.

i “Human rights/ digital rights” should be added as a quahfylng criteria for
data auditors, : !

iv. Power to direct data fiduciaries to conduct an audit should be
circumscribed by directions on when to make such directions as well as'

procedural safeguards.
v Automated decision-making processes should be added as part of the

requirements under Clause 29(2).
vi  Data trust score should not be mandatory and criteria for data trust score

assignments should be provided.

2,131 The Committee observe that Clause 29(3) empowers the authority to

specify the form and procedure for conducting audits. However, it doesn’t
mention anything about the concurrent audits, The Committee, therefore,
desire that a phrase relating to encouragement of concurrent andit should
be added to this sub-clause. Accordmgly, the Clause 29(3) may be read as
under:

“(3) The Authority shall specify, by regulations, the form and procedure for cdnduct’mg
audits under this section gnd _shall encourage the prac‘uce of appropriate
_ concullent audits.””

(Recommendation No. 49)
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CLLAUSE 30- DATA PROTECTION OFFICER

2. 132 Clause 30 of the Personal Data Protection Bill, 2019 deals with Data Protection

* Officer. The Clause which sccks to require significant data fiduciaries to

‘appoint a Data Protection Officer reads as follows:

“30. (1) BEvery significant data fiduciary shall appoint a data protectlon officer
possessing such qualification and experience as may be specified by 1egulat1ons .
for carrying out the following functions—
(a) providing information and advice to the data fiduciary on matters
relating to fulfilling its obligations under this Act;
(b) monitoring personal data processing activities of the data ﬁduc1a1y to
ensure that such processing does not violate the provisions of this Act;
(c) providing advice to the data fiduciary on carrying out the data
protection impact assessments, and carry out ifs review under sub-section
- (4) of section 27; o
(d) providing advice to the data fiduciary on the development of internal
mechanisms to satisfy the principles specified under section 22;
(e) providing assistance to and co-operating with the Authority on
matters of ‘) :
compliance of the data fiduciary with the provisions under this Act;
(f) act as the point of contact for the data principal for the pur pose of
grievances redressal under section 32; and
" (g) maintaining an inventory of records to be maiutained by the data
fiduciary under section 28.
(2) Nothing contained in sub-section (1) shall prevent the data fiduciary from
assigning any other function to the data prote'ction officer, which it may
consider necessary. |
(3) The data protection officer appointed under sub section (1) shall be based in

. India and shall represent the data fiduciary under this Act.”

2.133 Suggestions were received from the stakeholders on Clause 30, a gist of

ii

~which is as under: .

There should be no conflict of interest between the DPO when they perform as
per Clause 30 and their interest in the data fiduciary and shiould be independent. .

'No specific location of the DPO should be specified. At most, a legal

representative of the entity should be mandatorily appointed within India.
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2.134 A similar provision as Article 37 of GDPR states as under: -

“1. The controller and the processor shall designate a data protection officer in

any case where: :

(a) the processing is carried out by a public authorlty or body, except for
courts acting in their judicial capacity;

(b) the core activities of the controller or the processor con31st of processing -
operations which, by virtue of their nature, their scope and/or their
purposes, require regular and systematic monitoring of data subjects ona -
large scale; or o

(c) the core activities of the controller or the processor consist of processing

 ona large scale of special categories of data pursuant to Article 9 and
personal data relating to criminal convictions and offences referred to in
Atticle 10. | )

2. A group of undertakings may appoint a single data protection ofﬁce1

provided that a data protection officer is easily accessible from each

establishment. | |

3. Where the controller or the processor is a public authority or body, a single

data protection officer may be designated for several such authorltles or bodies,

taking account of their organisational structure and size: ’

4. In cases other than those referred to in paragraph 1, the controller or

processor or associations and other bodies representing categories of controllers
or processors may or, where required by Union or Member State law shall,

designate a data protection officer. The data protection officer may act for such

associations and other bodies representing controllers or processors.

5. The data protection officer shall be designated. on the basis of professional
qualities and, in particular, expert knowledge of data protection law and
practices and the ability to fulfil the tasks referred to in Article 39.

6. The data protection officer may be a staff member of the controller or
processor, ot fulfil the tasks on the basis of a service contract.

7. The controller or the processor shall publish the contact details of the data
protection officer and communicate them to the supervisory authority,”

2.135 About the Data Protection Ofﬁcer the Justlce B.N.Srikrishna Commlttee

- Report also states as follows:
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“Given that significant data-fiduciaries may process considerably sensitive and
large amnounts of personal data, it is essential that they appoint a person who
facilitates compliance with data protection laws by monitoring and advising
these fiduciaries as well as acts as a point of contact with the DPA. The
cligibility and qualification requirements of the DPO will be specified by way |
of delegated legislation. The functions allocated to such DPO could include
compliance monitoring, developing and ensuring robust compliance and
accountability procedures, cooperating with the DPA, training staff, conducting
DPIAs, grievance redressal, monitoring security safeguards, and maintaining
records, ete.” '

- 2.136 The Committee find that Clause 30 provides -’ifor conditions for
appointment of Data Protection Officer. The Committee observe that the
clause simply mentions that every significant data fiduciary should appoint
a Data Protection Officer who should be based in India and represent the
data fiduciary in the country. The Committee find that there is no mention
of any specific qualification or position of the officer in the company. The
Committee therefore, desire that since a Data Protection Officer plays a
vital role under the provisions of this Bill, he or she should be holding ‘a
key position in the management of the Company or other eutities and
must have adequate technical knowledge in the field. Accordingly, the
Committee recommend that Clause 30 (1) may be modified to read as
under:

.-"'30.(1) Every significant data fiduciary shall appoint a data protection officer wlo shall
be a_senior level officer in the State or a key managerial personnel in relation to a
company or such other employee of equivalent capacity in case of other entities, as
the case may_be, possessing such qualiﬁcaﬁong and experience as may be (**%)
prescribed (***) for carrying out the following functions, namely:—"

2.137 The Committee also feel that for further clarification of the expression
‘key managerial personnel’ an explanaftion may be incorporated at the
end of Clause 30(1) which shall also include the scope of inclusion of other
persons in future if the Central Government.so desires. Acc01 dingly,
Explanation to Clause 30 (1) may be read as under:
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"Explanatzon - For the purposes of this sub-sectmn, the expression “key
managerial personnel” means— e vy

) the Chief Executive Officer or the Managmg Dlrector or the
.Manager;

(ii) the Company Secretary;

(ijj) the whole-time Director;

(iv)  the Chief Financial Officer; or

such other personnel as may be prescribed.”

2.138 The Committee further observe that the sub-clauses under Clause 30 (1)
need to be placed chronologically as regards of referencing of the Clauses
therein. Accordingly, the Committee desire that the snb-clauses in this -
Clause may be placed as per the reference of specific sections in each
Clause in chronological order. The amended: Clause 30(1) may read as
under:

"30.(1) Every significant data fiduciary sha]l appomt a data protection officer who shall
be a senior level officer in the State or a key managerial personnel in_relation to a
company or such other employee of equivalent capacity in case of other entities, as
the case may be, possessing such qualifications and experience as may be (""*) >
prescribed (***) for carrying out the following functions, namely:— '
(a) providing information and advice to the data fiduciary on matters relating to fulfilling
its obligations under this Act;

(b) monitoring personal data processing activitics of the data ﬁdumaly to ensure that
such processing does not violate the provisions of this Act; '
(c) (***) providing assistance to and co-operating with the Authority on matters of
compliance of the data fiduciary with the provisions under this Act;

(d) pr oviding advice to the data fiduciary on the development of internal mechanisms to
satisfy the principles specified under section 22;-

(e) (***) providing advice to the data fiduciary on carrying out the data pr otectlon
impact assessments, and carry out its review under sub-section (4) of section 27;

(f) (***) maintaining an inventory of recor ds to be maintained by the data fiduciary

under section 28; and ‘
(g) (**%) act as the pqmt of contact for: the data principal for the purpose of
grievance (***) redressal under section 32.
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Explanation.- Tor the purposes of this sub-section, the expression “key
managerial personnel” means— '

(i) the Chief Executive Offlcer or the Managing Dlrectm or the
Manager;

(i1) the Company Secretary;

(iiiy  the whole-time Director;

(iv) - the Chief Financial Qfficer; or

such other personnel as may be prescribed."

~ (Recommendation No. 50)

CLAUSE 32-GRIEVANCE REDRESSAL BY DATA FIDUCIARY

2. 139 Clause 32 of the Bill which seeks to require every data ﬁduc1a1y to have a

gtievance redressal mechanism reads as under;

“(1) Every data fiduciary shall have in place the procedure and effective

mechanisms fo redress the grievances of data principals efficiently and in a
speedy manner. A
(2) A data principal may make a complaint of contravention of any of the
provisions of this Act or the rules or regulations made thereunder, which has
caused or is likely to cause harm to such data principal, to—
(a)the data protection officer, in case of a significant data fiduciary; or
(b)an officer designated for this purpose, in case of any other data
fiduciary. ‘

(3) A complaint made under sub-section (2) shall be resolved by the data

fiduciary in an expeditious manner and not Jater than thirty days from the date
of receipt of the complaint by such data ﬁducmly

(4) Where a complaint is not reselved within the period specified under sub-
section (3), or where the data principal is not satisfied with the manner in which
the complaint is resoh(ed or the data fiduciary has rejected the complaint, the
data principal may file a complaint to the Authority in such manner as may be

prescribed.”
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i,

iii.

2.141

2.142

A gist of the suggestions réceived in the Memoranda on Clause 32 is as
undet: | - o .
Occurrence of harm or likelihood thereof should not be the condition on
whichi'epoi'ting of grievances should be allowed under Clause 32.
Procedure for disposal of the application raised to the Authority under
Clause 32(4) should be provided. ,
Specifying DPOs only in case of significant data ﬁducmly may be -
unnecessary under section 32(2) (a) and (b).

Sub-clause (4) of Clause 32 provides the data principal the opportunity to file-a
complaint to the Data Protection Authority if his or her complaint is not
resolved within the specified period, i.e., not later than 30 days from the date of
receipt of the complaint by the data fiduciary or if the data principal is not
satisfied with the manner in which the complalnt is resolv¢d, or in case the data
fiduciary has rejected the complaint. However, in the current Bill the manner in
which such a complaint has to be filed to the Authority is not prescribed.

Keeping in view the need to devise a single window system to deal with
complaints, penalties and compensation, the Committee recommend for
the insertion of a mnew Clause under ‘Chapter X-Penalties and
Compensation’ to be numbered as 62. Clause 62 confers the right to the -
data principal to file a complaint to the Authority within such period and
in such manner to be specified by regulations. It also says that the
Authority shall forward the complaint or applicaﬁon filed by the data
principal to the Adjudicating Officer for adjudging such complaint or
application. Consequent upon the insertion of a mew Clause 62, the
Committee feel that it ias to be stated under Clause 32(4) itself that the

- data principal, whose complaint is not resolved within the stipulated time

or who is not satisfied with the manner in which the comiplaint is resolved -
or whose complaint is rejected by the data fiduciary, may file a complaint
to the Authority under Clause 62. The amended Clause 32(4) may read as
under:

“(4)Where a complaint is not resolved within the period specified under sub-section (3),
or where the data principal is not satisfied with the manner in which the complaint is
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) resolved, or the data fiduciary has rejected the complaint, the data principal may file a
complaint to the Authority (***) under section 62.” :

(Recommendation No. 51)

CLAUSE 34 — CONDITIONS FOR TRANSFER OF SENSITIVE PERSONAL
DATA AND CRITICAIL PERSONAL DATA

2.143 Clause 34 of the Personal Data Protection Bill, 2019 seeks to list out conditions
‘under which sensitive personal data and critical personal data could be
transferred outside India. Clause 34 of the Bill reads as under:-
“(1) The sensitive personal data may only be transferred outside India for the
purpose of processing, when explicit consent is glven by /the data principal for ‘
such transfer, and where—

(a) the transfer is made pursuant to a contlact or 1ntra—g10up scheme
approved by the Authority:

Provided that such contract or intra-group scheme shall not be approved, unless
it makes the provisions for—

(i) effective protection of the rights of the data principal under this .
Act, including in relation to further transfer to any other person; and

(i) liability of the data fiduciary for harm caused due to non-
compliance of the provisions of such contract or intra~-group scheme
by such tlansfel or

(b) the Central Government, after consultation with the Authority, has
allowed the transfer to a couniry,or, such entity or class of entity in a
country or, an international organisation on the basis of its finding that-—

(i) such sensitive personal data shall be subject to an adequate level
of protection, having regard to the appllcable laws and international
agrecments; and

(i1) such transfer shall not prejudicially affect the enforcement of .
relevant laws by authorities with appropriate jurisdiction: Provided
that any finding under this clause shall be reviewed periodically in
such manner as may be prescribed;

108




¢) the Authority has allowed transfer of any sensitive personal data or class
of sensitive personal data necessary for afty specific purpose.

(2) Notwithstanding anything contained in sub-section (2) of section 33, any
critical personal data may be transferred outside India, only where such transfer

15—

(a) to a person or entity engaged in the provision of health services or -
emergency services where such fransfer is necessary for prompt action
under section 12; or

(b) to a country or, any entity or class of entity in a country or, to an

- international organisation, where the Central Government has deemed such

3)

transfer to be permissible under clause (b) of sub-section (1) and where
such transfer in- the opinion of the Central Government does not
prejudicially affect the security and strategic interest of the State.

Any transfer under clause (a) of sub-scction (2) shall be notified to the

Authority within such period as may be specified by regulations,”

2.144 A gist of the suggestions received in the Memoranda on Clause 34 is as
undet:

i
ii
il
v
vi
Vil

viil

Adcquacy assessment should be undertaken by the DPA and not the -
Central Government. -

" Necessity for legal claims, contractual obligations and prompt .action
should be included as narrow cxceptions where explicit consent may not
be needed, subject to later approval by the DPA,

~ The Section should be extended to personal data as well.

Emergency services for transfer of critical personal data may be
defined/clarified. '

Explicit consent should be a standalone ground for cross border transfers.
Codes of conduct or certifications should be permitted as additional
bases for transfer.

. Model contracts or intra group schemes may be prov1ded by the
Authority.

Each contract or intra group scheme should not need approval, it should

be done on a model basis.
\
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2.145 -In this regard, Justice B.N.Srikrishna Committee Report states, “Cross border
data transfers of personal data, other than critical personal data, will be through
model contract Clauses containing key obligations with the transferor being
liable for harms caused to the principal due to any violations committed by the
transferee. Intra-group schemes will be applicable for cross-border transfers
within group entities. The Central Government may have the option to green--
light transfers to certain jurisdictions in consultation with the DPA.” :

2.146  The Supreme Court in M.G. Brothers Lorry Service Vs. M/s, Prasad Textiles:
1983 (3) SCC 6 was dealing with a contractual provision. which sought to set
at naught Section 10 of the Carriers Act 1865. T he Court held that a

- contractual clause which is in the teeth of a provision which furthers the
intendment of a statute, has to give way and such a clause becomes void and
inoperative by virtue of Section 23 of the Contract Act. In Simplex Concrete
Piles (India) Ltd. vs. Union of India (2010) TLR 2 Deihi 699, the Hon’ble
'Delhi High Court noted that provisions of the contract ~ which will sct at
naught the legislative intendment of the Contract Act, would be void being
against public interest and public policy. Such clauses are also void because it
would defeat the provisions of law which is surely not in public interest tp
ensure smooth operation of commercial relations.

2.147 The Committee felt that the 2019 Bill seeks to bring in significant changes in
the  way data is handled by private entities. It provides for several obligations
on a data fiduciary (one who determines the purpose and manner of data
processing) including explicit consent requirements and confers a number of
different rights to a data principal (to whom the data relates). As a result, the
contracts entered into between private parties must comply with the new regime
of data protection — as and when it is brought into force. |

2.148 Moreover, the nature of intervention in contractual relations between parties is
not alien to the Indian legal regime and the way contracts over specific subjects
is governed. Parallels may be drawn with ‘the way the Copyright Act, 1957
(“Copyright Act”) has\been used as a legislative interference in the mode and
manner in which parties enter into coutracts . relating to assignment of
copyrighted works. The. Copyright Act was amended in 2012 by inserting an
additional proviso to Section 18 of the Copyright Act. This newly inserted
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- proviso provided that no assignment can beé applied to any medium or mode of
exploitation of a work which did not exist; or was not in commercial use, at the
time when the assignment was made, unless specifically referred to such
medium or mode of exploitation.

2.149 The Committee note that as per Clause 34(1)(b), the Central Government,
in consultation with the Authority, has been empowered to allow transfer
of sensitive personal data, for the purpose of processing and with explicit
consent of the data priucipal, to any country with certain safeguards such - |
that transfer is only made to a country having adequate level of protection
for the data principal. Similarly, the Authority while approving a contract
or intra group scheme under Clause 34(1)(a) which allows the cross-border
transfer of data, should invariably consult the Central Government. The
Committee,therefore, reeommend. that the word ‘in cﬁnsultaﬁon with the .
Central Government' be added at the end of Clause 34(1)(a).

2.150 The Committee are also concerned about the potential misuse of the
provision of the Clanse 34(1)(a) by individuals/organizations with riala-
fide intentions or by foreign entities whose actions might be inimical to the
interests of the State. In order to ensure a balance between the legitimate
needs of businesses and the protection of the fundamental right of privacy -

. of individuals and to protect the Iarger interests of the data principal vis-i~

" vis public policy, the Committee suggested to insert a provision in the
Clause 34(1)(a)whereby any contract or intra-group scheme allowing
cross-border transfer of data, even after the consent of the data principal,
may not be approved if such contract or intra-group scheme is against
public policy. The Committee therefore, recommend that the words 'if the
object of such transfer is against public policy or State policy and' be
inserted after the word "approved' (line 32, at page 18) in Clause 34(1)(a).

2.151 Further, to define as to when an act is said to be against public policy, the
Committee also desire to insert an explanation at the end of sub-clause
34(1).After the ineorporation of amendments as suggested by the
Committee, Clause 34(1)(a) in its entirety may be read as under:-

\
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“(a) the transfer is made pursuant to a contract ot infra-group scheme approved by the
Authority in consultation with the Central Govermment: '

Provided that such conttact or intra-group scheme shall not be approved, if the object of
such transfer is against public policy or State policy and unless it makes the
provisions for- o |
(i) effective protection of the rights of the data principal under this Act mcludmg in "
relation to further transfer to any other person; and
(ii) hability of the data fiduciary for harm caused due to non-compliance of the
provisions of such contract or intra-group scheme by such transfer; (***)”
(Recommendation No. 52)
/ :
2.152 The Explanation providing the definition of 'act against public or state
policy'to be added at the end of Clause 34(1) will read as under:- |
“Explanation.- For the purposes of this sub-section, an act is said_to_be against
“public policy” or “State policy”, if the said act premotes the breach of any law or-
‘is not in consonance with any public policy or State policy in this regard or has a
tendency to harm the interest of the State o1 ifs citizens.” _
(Recommendation No. 53)

2.153 The Committee also noted the implications of the adequacy provisions of the
Bill under Clause 34 (1) (b) and pointed out that the Bill does not make any
provision for restriction of further transfer of data by the ‘country, to which the
Government of India has allowed the transfer, to a third country,

2.154 The Committee are of the opinion that in order to safeguard the data of
Indians and keeping in view the shifting nature of international relations, it
is necessary to have a directive in the Bill to restrict any country, to which
sensitive personal data of Indians would be transferred, from sharing it
with a third country or agency, unless such sharing is approved by the
Central Govermment. The Committee therefore, recommend to insert a
new sub-clause uhder Clause 34(1)(b). Accordingly, after the
insertion of the new sub-clause Clause 34(1)(!))(111), Clause 34(1)(b) in its
entirety may be read as uuder.
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2.155

“(b) the Cenfral Government, after consultation with the Authority, has allowed the
transfer to a country or, such entity or class of (***) entities in a country or, an
international organisation on the basis of its finding that-

(1) such sensitive personal data shall be subject to an adequate level of protection,
having regard to the applicable laws and international agreements; (**%)

(ii) such transfer shall not prejudicially affect the enforcement of relevant laws
by authorities with appropriate jurisdiction; and |

(iii) such_sensitive personal data shall not be shared with any foreign
government or agency unless such sharing is approved by the Central
Government:

Provided that any finding under this clause shall be 1ev;ewed perlodlcally in

such manner as may be prescribed; or” : /
. (Recommendation No. 54)

Accordingly, to bring all the clauses in sync with each other so that the
transfer of any information outside the country is always in consultation
with the Central Government, the Committee recommend that sub-clause -
(c) to Clause 34(1) may now be read as under:

“(c) the Authority, in consultation with the Central Government, has allowed transfet
of any sensitive personal data or class of sensitive personal data necessary for any
specific purpose.”

(Recommendation No. 55)

CLAUSE 35 -POWER OF CENTRAL GOVERNMENT TO EXEMPT ANY

AGENCY OF GOVERNMENT FROM APPLICATION OF ACT

: 2 156 Clause 35 of the Personal Data Protection Bill, 2019 reads as under:

“Where the Central Government is satisfied that it is necessary or expedient,—-

(1) in the interest of sovereignty and mtegnty of India, the security of the State,
friendly relations with foreign States, pubhc order; or

\
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‘(1) for preventing incitement to the commission of any cognizable offence
relating to sovereignty and integrity of India, the security of the State, friendly
relations with foreign States, public order, ‘

it may, by order, for reasons to be recorded in writing, direct that all or any of -

- the provisions of this Act shall not apply to any agency of the Government in
respect of processing of such personal data, as may be specified in the order .
subject to such procedure, safeguards and oversight mechanism to be followed
by the agency, as may be prescribed.

Explanation.—For the purposes of this section,—

(1) the term "cognizable offence” means the offence as déﬁned in Clause (c) of
section 2 of the Code of Criminal Procedure, 1973

(i) the expression "processmg of such personal data" includes sharing by or
sharing with such agency of the Government by any data fiduciary, data
processor or data principal.”

2.157 The Committee had received several suggestions on the Clause. A gist of the
suggestions received in the form of Memoranda on Clause 35 is as under: '

i Public order should be removed as a ground for exemption.

i Judicial oversight and/ or parliamentary oversight is required for glantmg
these exemptions.

" iii  There should be an order in writing with reasons for exempting a certain
agency from the ambit of the Bill. :

iv.  State /statc agencies should not be exempted from all provisions of the
Bill — security safeguards, personal data breach notification, confirmation
and access rights, notification rights should continue to be applicable for
state agencies. Clauses 4, 5, 6, 9, 24, 35 and Cha,pters [, IX-XIV,
protection of children and safeguards provided in Juvenile Justice (Care
.and Protection of Children) Act, 2015 should not be overruled.

v Safeguards in the PDP Bill 2018 should be inserted to reflect that
exemptions are by law/ statute, necessary and proportionate.

vi  Appoint DPO far state agencies.

vii  Regular public audits and mandatory submission of annual reports to
parliament need to be provided.
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% 2.158 During the dlscussmns the Commlttee debated about balancing the provisions

under this Bill along with the concerns regarding national security, liberty and

- privacy of an individual. It was observed that in most of the autocratic countries
‘which usurps global data these conversations with regard to national security -

and individual freedom are not possible. The Committee felt that a few difficult
questions have to be asked about India's threat perception and the choices India
makes about its open society and individual freedom, which greatly depends on
India's existence as a Nation. The challenge of balancing between the
provisions of the Bill and the aforementioned three concerns is not an easy one.
There can be no choice between these concerns. A secure nation alone provides
the atmosphere which ensures personal liberty and privacy of an individual
whereas multiple number of examples exist where without individual liberty

- and privacy, national security itself gives rise to autocratic regimes. This

2.159

2.160

Committee had the onerous task of devising an approprfate legal measure to
address national security concerns so that we have an atmosphere which
protects our liberty and privacy and-does not endanger it at the hands of forces
inimical to the interests of India,

With respect to Clause 35, the relevant portion from Puttaswamy judgment is

reproduced below:

“The concerns expressed on behalf of the petitioners arising: fromthe -

possibility of the State infringing the right to privacy can be met by the test

suggested for limiting the discretion of the State:

(i)  The action must be sanctioned by law; _

(iiy The proposed action must be necessary in a democratic society: for a
" legitimate aim; ‘ |

(iii) The extent of such interference must be proportionate to the need for

such interference;
(iv) There must be procedural guarantees agamst abuse of such interference."

Further the judgment continues to say as undet:
“while it intervenes to protect legitimatc state interests, the state

" must nevertheless put into place a robust regime that ensures the fulfillment of

a three-fold requirement. These three requirements apply to all restraints on
privacy (not just inforipational privacy). They cmanate from the procedural and
content-bascd mandate of Article 21. The first requirement that there must be a

115




@
law . in existence to justify an encroachment on privacy is an express
requirement of Article 21. For, no person can be deprived of his life or personal
liberty except in accordance with the procedure established by law. The
existence of law is an essential requirement. Second, the requirement of a need,
in terms of a legitimate state aiim, .ensures that the nature and content of the law
which imposes the restriction falls within the zone of reasonableness mandated
by Article 14, which is a guarantee against arbitrary state action. The pursuit of
a legitimate state aim ensures that the law does not suffer from manifest
arbitrariness. Legitimacy, as a postulate, involves a value judgment.
Judicial review does not re-appreciate or second guess the value judgment of
the legislature but is for deciding whether the aim wh1ch is sought to be
pursued suffers from palpable or manifest arbitrariness. The third requirement
ensures that the means which are adopted by the legislature are proportional to A
the object and needs sought to be fulfilled by'the law. Proportionality is an -
essential facet of the guarantee against arbitrary state action because it ensures
that the nature and quality of the encroachment on the right is not

_ disproportionate to the purpose of the law. Hence, the three-fold requirement
for a valid law arises out of the mutual infer-dependence between the
fundamental guarantees against arbitrariness on the one hand and the protection
of life and personal liberty, on the other. The right to privacy; which is
an intrinsic part of the right to life and liberty, and the fieedoms embodied in

~ Part 11, is subject to the same restraints which apply to those freedoms,”

2.161 The recent decision in Jeeja Ghosh vs Union of India and Ors construed
the constitutional protection afforded to human dignity. The Cour
observed: , ‘ _
~“..human dignity is a constitutional value and a constitutional goal. What are
the dimensions of constitutional value of human dignity? It is beautifully
illustrated by Aharon Barak (former Chief Justice of the Supreme Court of
Israel) in the following manner:

“The constitutional value of human dignity has a central normative role.
Human dignity\as a constitutional value is the factor that unites the
human rights into one whole, It ensures the normative unity of human
rights. This normative unity is expressed in the three ways: first, the
value of human dignity serves as a normative basis for constitutional
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rights set out in the constitution; secqnd, it serves as an
interpretative principle for determining the scope of constitutional rights,
including the right to human dignity; third, the value of human dignity
has an important role in determining the proportionality of a statute
limiting a constitutional right;

2.162 In Singapore, the Personal Data Protection Act doesn’t apply.to Government

organizations and is applicable only on the private organizations. The major |
concerns of the State as mentioned above are addressed by the Government -
using the Acts (like Official Secrets Act) and not the Personal Data Protection
Act. The purpose of the said act is to govern collection, use and dlsclosule of
the personal data by organizations. '

- 2.163 While the Clarifying Lawful Overseas Use of Data Act.;’ or CLOUD Actis a

United States federal law enacted in 2018 allowing federal law enforcement to
compel U.S.-based technology companies via warrant or subpoena to provide
requested data stored on servers regardless of whether the data are stored in the
U.S. or not. It has enabled the US agencies to have an alternate and expedited
route to the MLAT (Mutual Legal Assistance Tréaties) through executive
agreements for the processing of the data stored outside the US for legitimate
purposes. Only federal agencies can enforce CLOUD Act. And in Ching, -

~ government has total control over platforms. All data critical to national

2.164

security is stored within the country.

Similarly, under the Article 23 of the General Data Protection Regulation
restricts the obligations and rights of  data confroller or processor inter-alia for
the purpose of national security, defence, public security, the prevention,

- investigation, detection or prosecution of criminal offences or the execution of

2.165

criminal penalties, including the safeguarding against and the prevention of
threats to public security, economic or financial interest, public health and
social security etc.

Atticle 9 of GDPR states as under:

“1. Processing of personal data revealing racial or ethni¢ origin, political
opinions, religious or philosophical beliefs, or trade union membership, and the
processing of genctic data, biomeiric data for the purpose of uniquely
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identifying a natural person, data concerning health or data concerning a natural
person's sex life or sexual orientation shall be prohibited.

2. Paragraph 1 shall not apply if one of the following applies:

(i) processing is necessary for reasons of public inferest in the area of public -
health, such as protecting against serious cross-border thieats to health or
ensuring high standards of quality and safety of health care and of medicinal
products or medical devices, on the basis of Union or Member State law which
provides for suitable -and specific measures to safeguard the rights and
freedoms of the data subject, in particular professional seq!recy;”

2.166 Justice B.N. Srikrishna Committee, while drafting the Personal Data Protection
Bill, had gone into the above concerns of the State as well as delved into the
Puttaswamy Judgement of the Hon'ble Supreme Court, wherein these
exceptions have been envisaged as legitimate interests of the state and satisfy
the proportionality test, and created several exceptions and exemptions for
processing of data by the State, highlighting the fact that these are situations .
where rights and obligations of data principals and data fiduciaries may not
apply in totality.

2.167 Further, Justice B.N. Srikrishna Committee recommend, “Welfare functions of
the state will be recognised as a separate ground for processing. Processing
activitics carried out by the State under law will be covered under this ground,
ensuring that it is in furtherance of public interest and governance. However,
only bodies covered under Atrticle 12 of the Constitution may rely on this
ground. Processing fowards activities that may not be considered part of a
welfare functions would, however, not to be permitted. Thus, the availability of
this ground is restricted to certam entitics and certain functions fo avoid

' vagueness in the law.”

2.168 Further the Committee recommend, “The data protection law will enable an
exemption to the protessing of personal or sensitive personal data if it is
necessary in the interest of the security of the state. Any restriction must be
proportionate and narrowly tailored to the stated purpose. The Central
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Government should expedltlously brmg in a law for the oversight of
1ntelhgence gathering activities.” R r.

2.169 The Committee observed that the mandatory concern of a State in the modern
political world and with current geo-political situations are the national
sovereignty and integrity of country, security of State, friendly relation with
foreign countries, prevention of crime and maintenance of public order. In -
addition to these political mandates, the economic and social well-being of its

- citizens is another goal of every State.

2.170 In the sitting of the Committee held on 16 December, 2020, the Ministry of
Electronics and IT submitted as under:
“while drafting this provision, we have taken the precedents of the Information
Technology Act and the Indian Telegraph Act, the provisions mentioned there,
........... What the restrictions mentioned here are on lines of Clause 2 “of
Atticle 19 of the Constitution which specifies the reasonable restrictions, that
is, sovereignty and integrity of India and other factors mentioned therein.”

2171  The Committee note that Clause 35 empowers the Central
Government to exempt any agency of the Government from the
application of this Act for certain legitimate purposes such as security of
State, public order.etc. While examining Clause 35 in the larger context of
constitutional provisions, related court judgments and similar provisions
in legislations of other countries, the Committee find that the provision of
Clause 35 have precedent in the form of the reasonable restrictions
imposed upon the liberty of an individual, as guaranteed under Article 19

~of the Constitution .and the Puttaswamy Judgment. However, the
Committee are concerned about the possible misuse -of the provisions when
a situation arises whereby the privacy rights of the individual, as provided
under this Act, have to be subsumed for the protection of the larger
interests of the State. The Committee, therefore, feel that though the State
has rightly been empowered to exempt itself from the application of this
Act, this power may, however, be used only under exceptional
circumstances and subject fto 'condiﬁons as laid out in the Act. The
Committee note that the GDPR, Cloud Act and the Puttaswamy judgment
also recognize the ncéed to provide such powers to the State, albeit with
reasonable restrictions, to safeguard national interests. Further, the
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2.172

Comnnittee find that the Puttaswamy Judgment has laid down three tests
before the State may infringe upon the privacy of an individual, namely,
the tests of necessity, proportionality and legitimate state action. In order
to strike a balance between Article 19 of the Constitution, Puttaswamy
judgment and individual rights with respect to privacy, as provided in this
Act and clsewhere, the Committee recommend that ‘such procedure’ as
stated in Clause 35 (line 28) needs to be defined in the explanation
paragraph of Clause 35. The Committee therefore, desire. that a new sub-
clause (iii) may be added in the explanation to Clause 35 which may read
as under:-

. ‘ i
“(ii)) the " expression “such procedure” refers to just,’ fair, reasonable and
proportionate procedunre.” ' '

Clause 35, as amended by the Committee as a whole may be read as
under: |
| “35. Notwithstanding anything contained in any lay for the time being in force,
where the Central Government is satisfied that it is necessary or expedient,—

(i) in the interest of sovereignty and integrity of India, the security of the Staté,

~ friendly relations with foreign States g1 public order; or

(ii) for preventing incitement to the commission of any co gnizable offence relating
to sovereignty and integrity of India, the securify of the State, friendly relations with
foreign States or public order, '

it may, by order, for reasons to be recorded in writing, divect that all or any of the
provisions of this Act shall not apply to any agency of the Government in respect of
processing of such personal data, as may be speciﬁéd in the order subject to such
procedure, safeguards and oversight mechanism to be followed by the agency, as may be
prescribed. -

Explanation. —For the purposes of this section, —

(the term “cogm'z'qble offence” means the offence as defined in clause (¢) of
section 2 of the Code of Criminal Procedure, 1973;
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(i) the expression “processing of such personal data” includes sharing by or shating
with such agency of the Government by any data fiduciary, data processor or data
principal; and

(iii) the expression “such procedure” refers to just, fair, reasonable and
proportionate procedure.”

(Recommendation No. 56)
CLAUSE 36 - EXEMPTION OF CERTAIN PROVISIONS F FOR CERTAIN
PROCESSING OF PERSONAL DATA

2.173 Clause 36 of the Personal Data Protection Bill, 2019 which seeks to exempt
certain provisions for certain processing of personal data reads as under:
“The provisions of Chapter II except section 4, Chapters III to V, Chapter VI
except section 24, and Chapter VI shall not apply where-

(a)personal data is processed in the interests of prevention, detectlon
investigation and prosecution of any offence or any other contravention of
any law for the time being in force,

(b) disclosurc of persbnal data is necessary for enforcing any legal right or
claim, seeking any relief, defending any charge, opposing any claim, or
obtaining any legal advice from an advocate in any impending legal
proceeding; '

(©) pl'ocessjng of personal data by any court or tribunal in India is necessary
. for the exercise of any judicial function,

(d) personal data is processed by a natulal person for any personal or
domestic purpose, except where such processing involves disclosure to
the public, or is-undertaken in connection with any professional or
comimnercial activity; or

() processing of personal data is necessary for or relevant to a journalistic -

purpose, by any person and is in compliance with any code of ethics
issued by the Press Council of India, or by any media self-regulatory
organisation.”

2.174 A gist of the suggestiqns received in t‘hre‘fofm of Memoranda on Clauée 36 is

as under: \
1 Exemption should not apply to Clauses 4, 5, 6, 9, Chapters III to V,
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Chaf;ter VI except Clauses 17, 18, 24, and chapter VIL |
i Clauses 5,6,8,9 and 25 should continue to be applicable.

12.175 With regard to the exemption to be provided for journalistic purpose, Justice -
B.N. Srikrishna Committee Report says, “Finally, to be accorded an exemption.

from the data protection law, journalists should be bound by ethics standards -
like honesty and fairness in collecting and disseminating personal data for the

purpose of news reporting. The purpose of having ethics standards in place for

the application of the journalistic exemption is to be able to separate credible

contributors from less credible ones by establishing benchmarks of professional

practice and measuring people against them. Ethics sténdalds have become

especially important in the age of the internet which has made publishing

infinitely easier, with the result that persons without the skills or training in

becoming a journalist are becoming the source for news. The lack of any

professional qualification examination further intensifies this-problem.”

‘2,176 The Committee are of the view that there is a requirement of |
simplification of the language of Clause 36 and thus suggest that the llnes B
36 and 37 of Clause 36 of the Personal Data Protection Bill, 2019 should be
amended as: “36.The provisions of Chapter II (***) to VII, except section 24, shall

not apply where—"

(Recoymmnendation No. 57)

2. 177 Clause 306(e) relates to the processing. of persomal data for
- journalistic purpose and seeks to regulate it with the code of ethics issued
by the Press Council of India or by any statutory media self-regulatory
organization. In this regard the Committee are of the view that freedom of
-expression is necessary for the functioning of the media and should not be
curtailed with the coming into effect of this Bill. At the same time the
privacy rights of the individual, that the Bill seeks to protect, must also be
safeguarded against misuse in the name of journalism. The Committee also
feel that selt-regulatign by the media is insufficient and there is a need of a
comprehensive code and a unified entity for the regulation of media, in all
its forms and iterations in the country. The Commitiee note that at present
there is no single unified agency that regulates the various forms of media, .
specifically news medija, in the country. In the Committee's view, the
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existing media regulators such as the Press Council of India are not
appropriately equipped to regulate journalism sector that seeks to use
modern methods of communication such as social media platforms or the
internet at large. In this regard, the Committee feel that there is need for
the establishment of a statutory body for media regulation in order to
fulfill the above mentioned objectives. The Committee desire that Clause
36(e) may be amended to empower any st_atutbry media regulator that the
Government may create in the future and until such time the Government
may also issue rules in this regard. The Committee, therefore, recommend -
that in Clause 36(e) after the words 'compliance with' the words ‘the rules
and regulations made undey this Act,” be added and in the same Clause
the words 'media self-regulatory organisation' be substituted by the words
'statutory media regulatory ox ganisation'. Clause 36(e) as amended by the
Committee may be thus read as under:- | ,'

“(e) the processing of personal data is necessary for or relevant to a journalistic purpose,

by any person and is in compliance with the rules and regulations made undexr this

Act, (***) code of ethics issued by the Press Council of India, or by any statutory
~media (***) regulatory organisation.”

(Recommendation No. 58)

CLAUSE 39 — EXEMPTION FOR MANUAL PROCLESSING BY
SMALL ENTITIES

2.178 Clause 39 of the Personal Data Protection Bill, 2019 deals with Exemptions for
manual processing by small entities. The Clause reads as under:

“ (1) The provisions of sections 7, 8, 9, Clause (¢) of sub-section (1) of section ’

17 and sections 19 to 32 shall not apply where the processing of pelsonal data

by a small entity is not antomated. |

(2) For the purposes of sub-section (1), a "simall entity" means such data
fiduciary as may be classified, by regulations, by Authority, having regard to—

- (a) the turnover of data fiduciary in the preceding financial year,

(b) the purpose of collection of personal .data for disclosure to any other
individuals or entities;‘-\and
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(c) the volume of personal data processed by such data ﬁduc1ary In any one
day in the preceding twelve calendar months.”

2.179 A gist of the suggestions received in the form of Memoranda on the Clause 18

as under

i Due process safeguards may be included.

ii The scope of exemptlons should not cover Clauses 20 and 23-25.
iii  “manual processing” may be defined.

iv. The exemption should be extended to both manual and automated
processing by small entities,

2,180 In this regard, Justice B.N. Srikrishna Committee Report says, “Since the risk
of privacy harms being caused are higher when personal data is processed
through automated means, an exemption will be made in the data protection law
for manual processing by data fiduciaries that are unlikely to cause significant
harm and would suffer the heaviest relative burdens from eeltam obligations
under this law.” '

2.181 The Committee observe that the word “manual” used in the marginal note -
to the Clause is not used anywhere else in the Clause and hence to remove
the ambiguity, the Committee decided to make the following correction to
the marginal note of the Clause :-

“Lxemption for (***) non automated processing by small entities.”
' (Recommendation No. 59)

CLAUSE 40 — SANDBOX FOR ENCOURAGING INNOVATION, ETC.

2.182 Clause 40 of the Personal Data Protection Bill, 2019 deals with Sandbox for
encouraging innovation, etc. The Clause 40 of the Bill ~ reads as under:-
“(1) The Authority shall, for the purposes of encouraging innovation in
artificial intelligence, machine-learning or any other emerging technology in
public interest, create a Sandbox. |
(2) Any data fiduciayy whose privacy by design policy is certified by the
Authority under sub-section (3) of section 22 shall be eligible to apply, in such
manner as may be specified by regulations, for inclusion in the Sandbox created
under sub-section (1).
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(3) Any data fiduciary applying for inclusion in the Sandbox under sub-section
(2) shall furnish the following information; namely:— - '
(a) the term for which it sceks to utilise the benefits of Sandbox,
provided that such term shall not exceed twelve months;
(b) the innovative use of technolo gy and its beneficial uses;
(c) the data principals or categories of data principals participating under
the proposed processing; and
(d) any other information as may be specified by regulations..
(4) The Authonty shall, while. including any data ﬁduc1ary in the Sandbox,
specify— o
(a) the term of the inclusion in the Sandbox, which may be renewed not
more than twice, subject to a total period of thirty-six months;

(b) the safeguards including terms and conditions in view of the
obligations under clause (c) including the requiremént of consent of data
principals participating under any licensed activity, compensation to such
data principals and penalties in relation to such safeguards; and

- (c) that the following obligations shall not apply or apply with mod1ﬁed

form to such data fiduciary, namely:—

(1) the obligation to specify clear and specific purposes under
sections 4 and 5;
(i1) limitation on collection of personal data under section 6; and
(i11) any other obligation to the extent, it is directly dependlng on
the obligations under sections 5 and 6; and ;
(iv) the restriction on retention of personal data under section 9.

2.183 The followmg suggestlons were received from the stakeholders in the form of

Memoranda:;
i “Sandbox” may be defined,
i Safeguards may be provided for data ﬁdIICIaI‘IGS after the expiration of

the sandbox relaxation.
iii ~ Mandate the DPA to conduct review of regulations/standards etc. based

on sandbox findings.
iv. Means for coordination may be included with sectoral regulators on

‘sandbox guidelines (for e.g. RBI Fintech Sandbox).

\
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2.184 The Committee observe that in Clause 40(1) the use of the word “shall”
imposes a mandatory obligation upon the Government to create a
Sandbox., In the Comnittee’s view, the Clause should be an enabling
provision rather than a restrictive one. Moreover, the Committee feel that

at present the Government miay not have the necessary infrastructure,
“resources or expertise to unplement/create a Sandbox. This in turn might-

prove. detrimental for innovation by the private sector that rely on data.
Therefore, the committee suggest that the word “shall” in' Clause 40(1)

may be replaced with the word “may?”.

2.185 Further, the Committee suggest to insert the words “as well as startups”

s after the words “any data fiduciary”, in sub-clause f(2) of the Clause to

allow startups, which are crucial in India’s bid to emerge as a 5 trillion $
economy, to participate in the Sandboxregimé.

. 2,186 Accordingly, Clause 40(1) and (2) may be amended as under:-

o “40,(1) The Authority (***) may, for the purposes of encouraging innovation in

 artificial intelligence, machine-learning or any other emerging technology in public
interest, create a Sandbox.

(2) Any data fiduciary as well as start-ups whose privacy by design policy is cerified
by the Authority under sub-section (3) of section 22 shall be eligible to apply, in such
manner as may be specificd by regulations, for incfusion in the Sandbox created under
sub-section (1).” |

(Recommendatlon No. 60)
2 187 The Committee also note that the expression ‘Sandbox’ has not been

~ explained in Clause 40. Since, the expression 'Sandbox' is a technical term,
“the Committee find it necessary to include an explanatlon for 'Sandbox' in
order to avoid any ambiguity or misinterpretation of the term. The
Committee, therefore, desire that the explanation for the term 'Sandbox'
mnay be inserted at the end of Clause 40 to be read as under:-
“Explanation.- For the purposes of this Act, the expression “Sandbox” means such
live_testing of new b_yoducts or_services in a_controlled or test regulatory
environment for which the Authority may or may not permit certain regulatory
relaxations for a specified peviod of time for the limited purpose of the testing.”

(Recommendation No. 61)
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' CLAUSE 42 - COMPOSITION AND QUALIFICATIONS FOR
APPOINTMENT OF CHAIRPERSON AND MEMBERS

2.188 Clause 42 provides for the comp031t1on and qualifications for Chairperson and

Members of the Data Protection Authority which reads as below:

"42. (1) The Authority shall consist of a Chairperson and not more than six
whole-time Members, of which one shall be a person havmg qualification and
experience in law.

(2) The Chairperson and the Members of the Authority shall be appointed by
the Central Government on the recommendation made by a selection
committee consisting of— :

(a) the Cabinet Secretary, who shall be Chanperson of the seleetlon
committee;

(b) the Secretary to the Government of India in  the Ministry or Depaltment
dealing with the Legal Affairs; and

(c) the Secretary to the Government of India in the M1n1stry or Department '
dealing with the Electronics and Information Technology.

(3) The procedure to be followed by the Selection Commlttee for
recommending the names under sub- sectlon (2) shall be such as may be .

prescribed. '

(4) The Chairperson and the Members of the Authority shall be persons of
ability, integrity and standing, and shall have qualification and specialised
knowledge and experience of, and not less than ten years in the field of data
protection, information technology, data’ management, data science, data
security, cyber and intemet laws, public administration, national security or
related subjects.

(5) A vacancy caused to the office of the Chalrperson or any other member of
the Authority shall be filled up within a period of three months from the date
on which such vacancy occurs.'

2.189 The Committee ‘desire that provision for Chairperson and Members in

Clause 42(1) should be modified to make it specific and thus it may be
modified stating tha\t one Member shall be an expert 1n the area of law

127




@
having such qualifications and experience as may be prescribed. The
modified Clause 42(1) may be read as under: ‘ '

“42.(1) The Authority shall consist of a Cha]rpe1son and not more than six whole-time
" Members, of which one shall .be (***) an expert in the area' of

,I_gl,}xhavmgsuc qualifications and experience (***) as may be prescribed.”
o ‘ (Recommendation No, 62)

2.190 Clause 42 (2) states that the Chairperson and the Members of the
Authority ‘shall be appointed by the Central Government on the
recommendation made by a selection committee consmtmg of — (a) the
Cabinet Secretary, who shall be Chairperson. of the! selectlon committee;
(b) the Secretary to the Government of India in the Ministry or
Department dealing with the Legal Affairs; and (¢) the Secretary to the
Government of India in the Ministry or Department dedh‘ng with the
Electronics and Information Technology.

2.191 The Committee find that the proposed composition of Selection Committee |
in the Bill has only three Members and all are Secretary level bureaucrats,
The Committee desire that inclusion of technical, legal and- academic
experts in the Selection Committee should also be made to make it more
~inclusive, robust and independent. Accordingly, Clause 42 (2) may be
amended as under:

"42.(1) The Authority shall consist of a Chairperson and not more than six whole-time
Members, of which one shall be (***) an expert in the area of
lawhavingsuchqualifications and experience (***) as may be prescribed.,

(2) The Chairperson and the Members of the Authority shall be appointed by the Central
Government on the recommendation made by a Selection Committee consisting of—

(i) the Cabinet Secretary, who shall be Chairperson of the Selection Committee;

(ii) the Attorney General of India_- Member;

(1ii) the Secretary to the Government of India i in the Ministry or Department dealing with
the Legal Affairs - Member; (***) |

(iv) the Secretary to the Government of India in the Ministry or Depal tment dealing with
(**%) Electronics and Information Technology Member;
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(v) an independent expert to be nominated by the Central Government from the
fields of data protection, information technology, data management, data science,
data security, cyber and internet laws, nubhc administrafion or related subjects -
Member;

(vi}a Director of any of the Indian Institutes of Teclinology to be nommated by the
Central Government — Member:; and

(vii)a Director of any of the Indian Institutes of Management to be nominated by the

Central Government — Member.
: (Recommendation No. 63)

CLAUSE 45- POWERS OF CHAIRPERSON.

2.192 The Clause 45 provides for the powers of the Chairperson. The Clause 45 of
the Bill reads as under:
"45. The - Chairperson of the Authority shall have powers of general
superintendence and direction of the affairs of the Authority and shall also
exercise all powers and do all such acts and things which may be exercised or
done by the Authority under this Act."

2.193 Dﬁ:ring the deliberations, the Committee observed that Clause 45 doesn't
specifically mention about the basic power of Chairperson to preside the
meetings of Data Protection Authority. Hence the Committee recommend that
Clause 45 shall also mention the basic power of the Chairperson of presiding
over the meetings of DPA. The committee also recommend that the words 'in
the conduct' may be added before 'of the affairs' to qualify the powers of the
Chairperson. Accordingly Clause 45 as amended may be read as below: .

"45,The Chairperson of the Authority shall (***} have powers of general
supetintendence and direction in the conduct of the affairs of the Authority and he
shall, (***) in_addition to presiding over the meetings of the Authority, exercise
all powers and do all such acts and things which may be exercised or done by the
Authority under this Act." '

(Recommendation No. 64) .
CLAUSE 49- POWERS AND FUNCTIONS OF DATA PROTECTION
AUTHORITY :

2.194 Clause 49 which enurnerates the powers and functions of the Data Protection
 Authority reads as under: '
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“(1) It shall be the duty of the Authority to protect the interests of data

principals, prevent any misuse of personal data, ensure compliance with the
provisions of this Act, and promote awareness about data protection.

(2) Without prejudice to the generality of the foregoing and other functions .
under this Act, the functions of the Authority shall include—

(a) monitoring and enforcing application of the provisions of this Act;

(b) taking prompt and appropriate action in response to personal data breach in -
accordance with the provisions of this Act;

(c) maintaining a database on its website containing nar?es of significant data
“fiduciaries along with a rating in the form of.a data trust score indicating
compliance with the obligations of this Act by such fiduciaries;

(d) examination of any data audit reports and taking any action pursuant
thereto;

(c) issuance of a certificate of registration to data auditors and renewal,
withdrawal, suspension or cancellation thereof and maintaining a database of
registered data auditors and specifying the qualifications, code of conduct,
practical training and functions to be performed by such data auditors;

- (D) classification of data fiduciaries;
(g) monitoring cross-border transfer of personal data;
(h) specifying codes of practice;

(1) promoting awareness and understanding of the risks, rules, safeguards and
rights in respect of plotectlon of personal data amongst data fiduciaries and data
principals;

o) momtonng technological developments and commelclal practices that may
affect protection of personal data; -

(k) promoting measures and under taklng research for innovation in the field of
protection of personal data
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(1) advising Central Government, State Government e_md any other authoﬁty on
measures required to be taken to promote protection of personal data and
ensuring consistency of application and enforcement of this Act;

(m) specifying fees and other charges for carrying out the purposes of this Act;
(n) receiving and inquiring complaints under this Act; and |
(o) performing such other functions as may be prescribed.

(3) Where, pursuant to the provisions of this Act, the Authority processes any -

personal data, it shall be construed as the data fiduciary or the data processor in

~ relation to such personal data as applicable, and where the Authority comes into

possession of any information that is treated as confidential by the data

fiduciary or data processor, it shall not disclose such information unless

required under any law to do so, or where it is required to," carry out its function
under this section.”

2.195 A gist of the suggestions received in the form of Memoranda on Clause is as
under:
i Procedures, including a prc consultation mandate for the DPA to make -
. regulations etc may be provided.
i An obligation may be provided to conduct affairs trangparently.
iii ~ DPA should publish reports in public interest and advise Parliament oh
measures to promote data protection.

2.196 During the deliberation on Clause 49, the Committee raised the concern about
" hardware integrity which is essential for privacy. The Committee also took note
of the report published. in Bloomberg Businessweek, wherein it was reported
that in 2015-16, Amazon Inc had designed a hardware to carry out a secret
services mission and other online setvices for thé United States of America.
The server design was finalized and the bulk hardware manufacturing was
outsourced to China. However, the said company was surprised to find a tiny
microchip fixed in the server's motherboard, which was not a part of the
original design. The sheer investment in manufacturing and transmitting it in all
devices can give away the gravity of the data breach. A hardware attack is
graver than the software-based incidents that the world is accustomed to
witnessing. Hardware attacks are more difficult to pull off and potentially more
devastating due to its rarity and the tack of regulation for it.
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2.197 Additionally, the Committee were apprised of the similar provisions, in this
-~ regard, in GDPR. The GDPR under Recital (30) states as “Natural persons may
be associated with online identifiers provided by their devices, applications,
tools and protocols, such as internet protocol addresses, cookie identifiers or
other identifiers such as radio frequency identification tags. This may leave
traces which, in particular when combined with unique identifiers and other -
information received by the servers, may be used to create profiles of the
natural persons and identify them.”

~2.198 In view of the apprehensions of the Committee with regard to data leakage
- through hardware components, the Ministry of Electronics and IT submitted
during the sitting held on 28 December, 2020 as under:

“Any product that is being sold in India from anywhere in the world, including
the Indian manufacturers as well, has to go through the entire process of
evaluation, which is at different levels — EALI through EAL7. They have to get
their products tested and certified at the product level.” -

© 2.199 The Committee took note of the above submission but at the same time Wwere
of the view that due to limited awareness by people, the Hardware (part of the
digital ecosystem) is usually considered relatively safe and secure — as
opposed to software threats about which even the ordinary people are
becoming increasingly aware of. The Committee expressed their concern over
the hardware being imported into the country without any proper testing and
certification with regaid to data protection which in turn leads to extraction of
data and affirm that this kind of intervention amounts to infringement of
citizen’s fundamental right to privacy:

2.200. The Committee note that Clause 49(2) (b) empowers the Authority to take
prompt and appropriate action in response to personal data breach in
accordance with the provisions of this Act. The Committee feel that since
the ambit of the Act has been widened to include régulating of non-
personal data also, tl}e powers of the Authority to take action in the event
of non personal data breach should also be enlarged. The Committee,
accordingly recommend that the word "perSOnal" may be deleted from
Clause 49 (2) (b). The amended Clause 49 (2) (b) may read as under:
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@f" “(b) taking prompt and appropriate action in response to (*¥**) data breach in accordance
with the provisions of this Act;” . -

(Recommendation No. 65)

2.201 The Committee observe that the threat of leakage of sensitive personal data
through hardware has now become a serious concern for policy makers
and security experts worldwide. The global decentralized nature of -
manufacturing provides the opportunity for individuals/organizations with
mala-fide intentions to misuse digital hardware. With the advent of ToT -
devices and proliferation of digital equipment in the daily life of
individuals, this threat las multiplied. The Committec, therefore, feel that
in order to protect the data of Indians, the Central Government and- the
Data Protection Authority must suitably be _empm_ifered through this
legislation to allow them to create a framework/ that provides for
monitoring, testing and certification to ensure intégrity of hardware
equipment and to prevent any interdiction or 'seeding that may result in
preach of personal data, The Committee therefore, recommend for
insertion of a new sub -clause under 49(2) replacing 49(2)(0). The original
sub-clause 49(2)(o) shall become 49(2)(p). The new sub-clause 49(2)(o) as
inserted by the Committee may be read as under:- _

* %(0) monitoying, testing and certification by an appropriate agency authorized by
the Central Government for this purpose fo ensure integrity and trustworthiness of
hardware and software on_computing devices to prevent any nalicious insertion

that may cause data breach; and”

(Recormendation No. 66)
CLAUSE 50 — CODES OF PRACTICE

2202 Clause 50 of the Bill deals with the codes of Practice to be specified by the
Data Protection Authority to promote good practices of data protection and
facilitate compliance with the obligations under this Act. Clause 50 (2) reads as'
under:- ' | - '

“(2) Notwithstanding anything contained in sub-section (1), the Authority may
approve any code of practice submitted by an industry or trade association, an
association representing the interest of data principals, any sectoral regulator or
statutory Authority, or any departments _orlministries of the Central or State

Government,” \

133




@

T

2. 203 A gist of the suggest1ons recelved in the form of Memoranda on Clause 50 is

as under:

i Codes of practice should not be binding, and data fiduciaries should have
the option of demonstratmg comphance if hlgher standards have been
adopted. '

ii Consultation mandate should include industry, academia and civil society
actors specifically. . E .
il The consultation process should be prescribed under the Bill itself,
iv.  Power to issue a code of practice for manner of obtaining consent where
the principal is incapable of providing consent should be reinstated.
v .Obligation to maintain a reglste1 of existing codes of practice should be
reinstated. .f
2.204 The Committce took note of a suggestion received from a stakeholder which
| suggested as follows: ,
“The Authority should not, itself, be required to make regulations applicable to
a given industry. Instead, it should empower self-regulatory organisations to
- develop regulations and standards that would govern that mndustry. Similarly,
the Authority should not have to specify the technical standards which are
necessary to cunsure coherence of data protection and data empowerment
- processes across sectors. Instead, it should empoWer technical services
organisations to do so0.”

2.205 Clause 50(2) makes a provision under which in addition to its power, fo

specify codes of practice for data protection and compliance under this
Act, the Authority has also been empowered to approve any code of
practice submitted various associations related to trade or representing
interest of data principal etc. The Committee, however, find that there is
no mention of technical services organisations which may prepare
standard technical codes of pr actlce necessary for data protection and data
empowerment processes.

2.206 The Commlttee, th\elefme, recommend that Clause 50(2) should also
include an association representing technical services organistions, in
addition to associations related to industry, trade and those representing

- interest of data prmapals Further, in order to avoid the repet1t1011 of the

134




word association and to bllng clar 1ty, C]ause 50(2) may be reframed as
under:- -
*(2) Notwithstanding anything contained in sub-section (1), the Authomty may approve
any code of practice submitted by-
(i) the associations representing-
(a) technical services organizations;
(b) (¥**) industry or trade (¥¥*)
(c) (***) the interest of data principals
(if) any sectoral regulator or statutory Authority; or
(iii) any Departments or Ministries of the Central Government or State Government.” -
’ | (Recommendation No. 67)

2.207 The Committee feel that the Bill has made provisions for protection on.
non-cpersonal data along with personal data. Therefore, data breach,
wlether personal or non-personal, should be covered under Clause 50 ©)
(0). Accordlngly, the word ‘personal’ may be omitted before ‘data breach’
and Clause 50(6)(0) may be now read as under:

“(0) appropriate'aetion fo be taken by the data fiduciary or data processor in response to
a (***) data breach under section 25;”
| (Recommendation No. 68)

CLAUSE 55- SEARCH AND SEIZURE.

2.208 Clause 55 reads as below:

55. (1) Where in the course of inquiry under section 53, the Inquiry Officer has
reasonable ground to believe that any books, registers, documents, records or
data belonging to any person as mentioned therein, are likely to be tampered
with, altered, mutilated, manufactured, falsified or destroyed, the Inqilil"y
Officer may make an application to such designated court, as may be notified

| by the Central Government, for an order f01 the seizure of such books, registers,
documents and records.

(2) The Inquiry Officer may require the services of any police officer or any
officer of the Central Government, or of both, to assist him for the purposes
specified in sub-section (1) and it shall be the duty of every such officer to
comply with such l'e(ju\isition.
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(3) After considering the application and hearing the Inquiry Officer, if
necessary, the designated court may, by order, authorise the Inquiry Officer—

(a) to_enter, with such assistance, as may be required, the place or places where
such books, registers, documents and records are kept; |

(b) to search that place or those places in the manner specified in the order; and

(c) to seize books, registers, documents and records it considers necessary for
the purposes of the inquiry. |

(4)The Inquiry Officer shall keep in its custody the books, registers, documents

and records seized under this section for such period not later .than the

conclusion of the inquiry as it considers necessary and ‘thereafter: shall return

the same to the person, from whose custody or power they were seized and
“inform the designated court of such return.

(5) Save as otherwise provided in this section, every search or seizure made
under this section shall be carried out in accordance with the provisions of the
Code of Criminal Procedure, 1973 relating to searches or seizures made under
that Code.

2.209 The Committee observe that in the original form Clause 55(1) enables the
Inquiry Officer during the course of iuquiry to make an application to
such designated court, as may be notified by the Central Government for
an order for the seizure of such books, registers, documents and records if
there is a reasonable ground to believe that these evidences may be

-tampered with, altered, mutilated, manufactured, falsified or destroyed.
However, the Commiittee feel that there should be a safeguard mechanism
‘in the form of a prior approval from DPA to strengthen the the Inquiry
Officer when he renders his duties in this regard. Hence, the Committee
reconunend to add the words "shall, with the prior approval of the Authority"
before the-words "make an application” in Clause 55(1) to read as below:

"55.(1) Where in the course of inquiry ‘underr section 53, the Inquiry Officer has
reasonable ground to bélieve that any books,A registers, documents, records or data
befonging to any person as mentioned therein, are likely to be tampered with, altered,
mutilated, manufactured, falsified or destroyed, the Inquiry Officer (***)shall, with the
prior approval of the Authority,make an application-to such designated court, as may
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be notified by the Central Government, for an order for_ the seizure of such books,
registers, documents,(***) records or data." ~ R
' (Recommendation No. 69)

CLAUSE 56-CO-ORDINATION BETWEEN AUTHORITY AND
OTHER REGUALTORS OR AUTHORITIES.

Clause 56 of the Bill reads as under:-

“Where any action proposed to be taken by the Authority under this Act is such
that any other regulator or authority constituted under a law made by
Parliament or the State legislature may also have concurrent jurisdiction, the
Authority shall consult such other regulator or authority before taking such
action and may also enter into a memorandum of understanding with such other
regulator or authority governing the coordination of such actions.”

2.211 The gist of the Memorandum the Committee have received suggests that the

Memorandum of Understandings (MoUs) should be mandatorily execuied
between authorities in case of Clause 56.

2.212 Clause 56 of the Bill makes it obligatory upon the Authority to consult any

2.213

other regulator or authority, established under a law made by Parliament
or any state legislature, that might have concurrent jurisdiction with
respect to any proposed action of the Authority concerning this Act. The

‘Committee note that the proposed action of the Authority under this

Clause might also have economic consequences which might require .
consultation with economic regulators such as RBI. Therefore, in order to
increase the scope of the word 'action' and for the sake of clarity, the
Committee desire that the words 'including economic activities' might be
inserted at the end of the Clause. - :

Clause 56 as amended by the Committee may be read as under:-

“56,Where any action proposed to bé taken by the Authority under this Act is such that
any other regulator or authority constituted under a law made by Parliament or the State
legislature may also havg concurrent jurisdiction, the Authority shall consult such other
regulator or authority before taking such action and may also enter into a memorandum
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of understanding with such other regulator or authority governing the coordination of
such actions including economic activities.” '

(Recoxﬁmendation No. 70)

CLAUSE 57- PENALTIES FOR CONTRAVENIN G CERTAIN PROVISIONS
OF THE ACT. '

2.214 Clause 57 of the Bill seeks to list out penalties for ‘contravening certain -
provisions of the Act. It reads.as under: |
" 57.(1) Where the data fiduciary contravenes any of the following
p1‘ovisions,4 :

(a) obligation to take prompt and appropriate actlon in response to a data
- security breach under section 25;

(b) failure to register with the Authority under sub-section (2) of section 26,

(c) obligation to undertake a data prote-ction impact assessment by a significant
data fiduciary under section 27;

(d) obligation to conduct a data audit by a significant data fiduciary under ~
section 29;

(e) appointment of a data protection officer by a significant data fiduciary
undel section 30, it shall be liable to a penalty which may extend to five crore
rupees or two per cent. of its total worldwide turnover of the preceding
financial year, whichever is higher; '

(2) Where a data fiduciary contravenes any of the following provisions,—

(a) processing of personal data in violation of the provisions of Chaptér II or
Chapter ITI;

.- (b) processing of personal data of children in violation of the provisions of
Chapter 1V;

(c) failure to adhere to\_security safeguards as per section 24; or

(d) transfer of personal data outside India in violation of the provisions of
Chapter VII, it shall be.liable to a penalty which may extend to fifteen crore
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rupees or four per cent, of its total worldwide tumover of the preceding
financial year, whichever is higher. e T

(3) For the purposes of this section,—

. (a) the expression "total worldwide turnover" means the gross amount of

revenue recognized in the profit and loss account or any other equivalent

 gtatement, as applicable, from the sale, supply or distribution of goods or

services or on account of services rendered, or both, and where such revenue is -
generated within India and outside India.

(b) it is hereby clarified that total worldwide turnover in relation to a data
fiduciary is the total worldwide turnover of the data fiduciary and the total -
worldwide turnover of any group entity of the data fiduciary where such
turnover of a group entity arises as a result of the p1ocessmg activitics of the
data fiduciary, having regard to factors, 1nclud1ng— /

(i) the alighment of the overall cconomic interests of the data fiduciary and the
group entity; (ii) the relationship between the data fiduciary and the group

~ entity specifically in relation to the processing activity undertaken by the data

2215

fiduciary; and

(iii) the degree of control exercised by the group entity over the data ﬁdu01a1y .
or vice versa, as the case may be. :

(c) where of any provisions referred to in this section has been contravened by
the State, the maximum penalty shall not exceed five crore rupees under sub-
section (1), and fifteen crore rupees under sub-section (2), respectively.”

The Committee noted that flexibility in the imposition of penalty is
required as digital technology is rapidly evolving and the quantum of
penalty needed to be imposed would need to be'decided taking into account
these factors. Startups and smaller data fiduciaries engaged in innovation
and research and development activities, etc. may also need to be
considered separately, Hence, the quantum of penalties to be imposed may
be prescribed in the rules subject to the maximum quantum as specified in
this Clause. Consequc\antly, the sub-sections (1) and (2) of this Clause may
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be modified accordingly. Hence, the Commlttee r ecommend to reformulate
the Clause 57 to read as under°

"57.(1)Where the data fiduciary contravenes any of the following provisions, namely:--
(a) obligation to take prompt and appropriate action in response to a data (***) breach
-under section 25;

(b} failure to register with the Authouty under sub-section (2} of section 26;

(c)obligation to undertake a data protection impact assessment by a significant data
{iduciary under section 27, - :

(d)obligation to conduct a data audit by a significant data fiduciary under section 29;0r
v(e)appomtment of a dafa protection officer by a significant datg fiduciaty under scctmn
30, !
it shall be liable to (***)such_penalty (***) as may be prescribed, not exceeding five
crore rupees or two per cent. of its total worldwide turnover of the preceding financial
year, whichever is higher.

(2) Where a data fiduciary contravenes any of the following provisions, namely:—

(a) processing of personal data in violation of the provisions of Chapter II or Chapter I11;
(b) processing of personal data of children in violation of the provisions of Chapter IV
(c) failure to adhere to security safeguards as per section 24;0r '
(d) transfer of personal data.outside India in violation of the provisions of Chapter VII,

it shall be liable to (***) such penalty (***) as may be prescribed, not exceeding
fifteen crore rupees or four per cent. of its total worldwide turnover of the preceding
financial year, whichever is higher.

(3) For the purposes of this section,—

_(a) the expression “total worldwide turnover” means the gross amount of revenue
recognised in the profit and loss account or any other equivalent statement, as applicable,
fiom the sale, supply or distribution of goods or services or on account of services
* rendered, or both, and where such revenue is generated within India and outside India.
(b) it is hereby clarified that “total worldwide turnover” in relation to a data fiduciary is
‘the total worldwide turnover of the data fiduciary and the total worldwide turnover of
any group entity of the data fiduciary whete such furnover of a group entity arises as a
direct result of the processing activities of the data fiduciary, having regard to factors,
including— \ |

(1) the (***)activities of the data fiduciary and the group entity are aligned in relation
to the processing and use of data;
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(i) there exists a 1elat10nsh1p between the data fiduciary and the group entlty
specifically in relation to the processing activity undertaken by the data fiduciary; and ~
(iif) the degree of control exercised by the group entity over the data fiduciary or vice-
versa, as the case may be.

(¢) where any of the (***) provisions referred to in this section has been confravened by
the State, the maximum penalty shall not exceed five crore rupees undet sub-section (1),

and fifteen crore rupees under sub-section (2), respectively."

(Recommendation No, 71) -

CLAUSE 60 - PENALTY FOR FAILURE TO COMPLY WITH DIRECTION

OR ORDER ISSUED BYAUTHORITY

- 2.216 Clause 60 deals with the penalty to be paid by the data fiduciary and data

2.217

processors for failure to comply with direction or order issued by the Data
Protection Authority under section 51 and 54. The Clause, as in the Personal
Data Protection Bill, 2019, reads as undet:

“If any data fiduciary or data processor fails to comply with any direction
issued by the Authority under section 51or order issued by the Authority under

section 54, such  or data processor shall be liable to a penalty which may .

extend to twenty thousand rupees for each day during which such defauit
continues, subject to a maximum of two cr_orés in case of a data processor it
may extend to five thousand rupees for each day during which such default
continues, subject to a maximum of fifty lakh rupees ”

The Committee find that Clause 60 provides separate quantum of penalty
for data fiduciary and data processor but has béen grouped together in the
text of Clause 60. The Committee desire that the provisions of penalty for
data fiduciary and data processor may be segregated in order to bring
greater clarity regarding the provisions for data fiduciary and data

- processors respectively. The Committee therefore, recommend that Clause

60 may be redrafted as under:-

“60.If any data fiduciary.or data processor fails to comply with any directions issued by
the Authority under section 51 or order issued by the Authority under section 54,-

{
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(i) such data fiduciary (***) shall be liable to a penalty which may extend to twenty
thousand rupees for each day during which such default continues, subject to a
maximum of two crore rupees(***); or

(i) such data processor shall be liable to a penalty which (***) may exiend to five
thousand rupees for each day during which such default continues, subject to a

maximum of fifty lakh rupees.”

(Recommendation No. 72) '
CHAPTER X ~PENALTIES AND COMPENSATION |

The Committee are of the view that the provisions of Chapter X dealing with
the Penalties and Compensation required reworking to s’implify the procedure
for the data principal with respect to the Authority that he/she may approach in
case of contravention of the concerned provisions of the Act by the Data
fiduciary., The Committee observed that a clarity of language would better
allow the people to approach the Data Protection Authority and would also lead
to expeditious disposal of complaints made under provisions of Clause X.

The Committee approve of all the Clanses of Chapter X. However, the
Committee find that there is no single window system for deciding the
penalties as well as compensation cases to be decided om receipt of

‘complaint/application before the Data Protection Authority. In the view of

the Committee, there must be a single methodology to decide the course of
action on the filing of complaint/application. There is a provision of filing

“complaint to the data fiduciary by the data principal under Clause 32 and

there is a provision of seeking compensation under Clause 64 by filing a
complaint with the Adjudicating Officer. The Committee therefore feel
that the Act should clearly lay down the procedure to be followed under
both the situations. Accordingly, the Committee desire that the DPA shall
forward the complaint or application filed by the Data Principal to the
Adjudicating Officer for adjudging such complaint or application. For
incorporating all the provisions as sugge:sted, the Committee desire that a
separate Clause may' be inserted in the Bill with a marginal heading that
reads 'Right to file a complaint or application' The Committee, therefore,
recommend for insertion of a new Clause before Clause 62 of the Bill. The
new Clause may then be numbered as 62 and the numbering of the other
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Clauses may be changed likewise. The new Clause 62, as inserted by the
Committee, reads as under:- i

“62. (1) The aggrieved data principal referred to in section 32 may file a complaint
to_the Authority within such period and in such manner as may be specified by

regulations.

(2) The data principal may seek compensation under section 65 by filing an
application to the Authority in sueh form, inarmer and within such period as may
be prescribed.

(3) The Authority may forward the comblaint or application filed by the data
plmcmal to_the Adjudicating Officer for adjudging such comiplaint or apuhcatlon,
as the case may be.”

B (Recoinmendation No. 73)

Consequent upon the insertion of the new Clause 62, the nllnlbering of the
subsequent Clauses may also be likewise amended. Accordingly, the
required changes, if any, in other part of the Bill may also be earried out.

CLAUSE 63- PROCEDURE FOR ADJUDICATION BY ADJ UDICATING
OXTFICER.

-Clause 63(4) reads as below:

“4} While deciding whether to impose a penalty under sub-section (3) and in
determining the quantum of penalty under sections 57 to 61, the Adjudicating -
Officer shall have due regard to the following factors, namely:—

(a) nature, gravity and duration of violation taking into account the nature, scope
and purpose of processing concerned; Penalty for failure to furnish report, returns,
information, etc. Penalty for faiture to comply with direction or order issued by
Authority. Penalty for contravention where no separate penalty has been provided.
Appointment of Adjudicating Officer. Procedure for adjudication by Adjudicating
Officer. |

(b) number of data principals affected, and the level of harm suffered by them

(c) intentional or negligent character of the violation;

(d) nature of personal data impacted by the violation;

(e) repetitive nature of the default;
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(f) transparency and accountability measures implemented by the data fiduciary or
data processor including adherence to any relevant code of practice relating to
security safeguards; |

(g) action taken by the data fiduciary or data processor to mitigate the halm
suffered by data principals; and (h) any other aggravating or mitigating factors =
relevant to the circumstances of the case, such as, the amount of disproportionate
gain or unfair advantage, wherever quantifiable, made as a result of the default.”

The Committee. observe that Clause 63(4) in the present form confers
unrestricted power to the Adjﬁdicating Officer to impose penalty and to
determine the quantum of penalty when a data fiduciary violates the
provisions under this Act. Hence, the Committee recommend to add a
restrictive expression which specifically mention that the Adjudicating
officer shall take into account the guidelines specified by the DPA while
determining and imposing penalty. Accordingly, the amended Clause 63(4)
[renumbered- as 64(4)] may read as below:

"(4) While deciding whether to impose a penalty under sub-section (3) and in detennunng
the quantum of pepalty under sections 57 to 61, the Adjudicating Officer shall have due
regard to the guidelines as may be specified by the Authority for determinationi and
imposition of penalty taking into account any of the following factors, namely:—"

(Recommendation No. 74)

CLAUSE 64 - COMPENSATION

Clause 64 of the Personal Data Protection Bill, 2019 deals with the
compensation to be paid to the data principal and the Clause 64(2) 1eads as

under:-
“(2) The data principal may seek compensation under this section by making a
complaint to the Adjudicating Officer in such form and manner as may be

prescribed.”

A gist of the suggestlons received in the form of Memoranda on Clause 64 is

as under: \
i Complainant should have the right to appeal agamst order of DPA not to
adjudicate. -

i Penalty should not be imposed only upon a finding of harm but also.
include reasonable likelihood of harm
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Consequent upon the insertion of the new Clause 62 to the Bill dealing with
the complaint mechanism for the purpose of Chapter X, the Committee
suggest that orlgmal Clause 64(2) being superﬂuous, may accordingly be
deleted.

The Committee note that Clause 64(3) refers to the cases where one or
more data principals or any identifiable class of data principals, if they
suffer a loss then there is a provision for application for compensation on
their behalf, Here the word 'one complaint' is not appropriate. In order to
replace this word from the legalpoint of view 'representative application'
may be used. Accor dingly, the Clause 64(3) [renumbered as 65(2)] reads as
under:
N

_ _ - . / .
"(2)Where there are one or more data principals or any identifiable class of data principals
who have suffered harm as a result of any contravention by the same data fiduciary or data
processor, (%) a representative application may be instituted on behalf of all such data

principals seeking compensation for the harm suffered."

_ (Recommendation No. 75)
Clause 64(8) to the Bill reads as under: B
"(8) The Central Government may prescribe the procedure for hearing of a
complaint under this section”

The Committee feel that the structure of the Clause may be amended to
reflect the procedurc of hearing. Accordingly, the original Clause 64
(8)[(renumbered as Clause 65 (7)|may read as under:

“(TyThe (**%) procedure for hearing of (***) an application under this sectlon shall be
such as may be prescribed.”

~ (Recommendation No. 76)

CLAUSE 67 - ESTABLISHMENT OF APPELLATE TRIBUNAL

Clause 67 provides for the establishment of an Appellate Tribunal, including
but not limited to its composition and jurisdiption.-Clause 67 (2) of the Personal
Data Protection Bill, 2019 deals with composition of Appellate Tribunal and it

reads as under;- \
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“(2) The Appellate Tribunal shall consist of a Chairperson and not more than
members to be appointed”.

The following suggestions were received from the stakeholders:

@

1 The word “two’ can be added between the words “than” and “Membels o

so that the amended Clause would read as under; “The Appellate

Tribunal shall consist of a Chairperson and not more than two members-

to be appointed”,
ii Appellate Tribunal Benches should be established under the supervision
of each High Court, within 1 year of the date of enactment of the bill.

In this regard, Justice B.N.Srikrishna Comrmttee Report says, “An appellate
tribunal shall be set up to hear and dispose of any appeals from the orders of the
DPA and the orders of the Adjudicating Officers under the Adjudication Wing
of the DPA. Such a {ribunal should consist of a chairperson and such number of
members as notified by the Central Government. The Cenfral Government may
also confer-powers on an existing tribunal for this purpose if it believes that any
existing tribunal is competent to discharge the functions of the appellate

tribunal envisaged under the data protection law. The orders of the appellate

‘tribunal will be finally appealable to the Supreme Court of India.”

When asked fo clarify the issue of the number of members of Tribunal in the
Act. during the sitting held on 18 December, 2020, the representative of

Legislative Department suggested that the number of members to be appointed |
may be included in the text of the Bill. MeitY in their counter submission

contended that since under the provision of 67(3) the Central government was
empowered to create multiple benches of the Tribunal at different locations, the
number of members to be appointed may not be included in the Bill and should
be left to the discretion of the Central Government.

Clause 67(2) relates to the establishment of Appellate Tribunals but 67(2)
does not specify the number of Members in tlie Tribunal. The Committee,
after due deliberatii{n and taking info account both submissions of the
Ministry of Law and Justice and MeitY, desire that the number of
Members of the appellate tribunal should be specified in the Bill and the
appellate tribunal should comprise of a Chairperson and not more than 6
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members. The Committee therefore, recommend that Clause 67(2)

(renumbered as 68(2)) as amended may be Fead as under:-

“(2) The Appellate Tribunal shall consist of a Chairperson and (***)_such number of

members, not exceedmg six, to be appointed by the Central Government,”
(Recommendatlon No. 77)

CLAUSE 68 — QUALIFICATIONS, APPOINTMENT, TERM, CONDITIONS
OF SERVICE OF MEMBERS |

2.234 Clause 68 of the Personal Data Protection Bill, 2019 provides for the |
Qualifications, appointment, term, conditions of service of Members of the
Appellate tribunal. The Clause reads as under:~
“68. (1) A person shall not be qualified for appointment as the Chairperson ora .
member of the Appellate Tribunal unless he— ;

(a) in the case of Chairperson, is, or has beena Judge of the Supreme Court or
Chief Justice of a High Court; ’

(b) in the case of a member, has held the post of Secretary to the Government
of India or any cquivalent post in the Central Government for a period of not
less than two years or a person who is well versed in the field of data
protection, - information technology, data management, data science, data
security, cyber and internet laws or any related subject. "

(2) The Central Government may prescribe the manner of appointmeht, term of
office, salaries and allowances, resignation, removal and the other terms and
conditions of service of the Chairperson -and any membetr of the Appellate
Tribunal.”

2.235 A gist of the suggestions received in the form of Memoranda on Clause 68 is as
under : -
1 “Data protection laws, human rights/digital rights and data privacy”
should be added as additional criteria for the appomtment of members.
11 The- salary, allowances, the other terms and conditions of service of the
chairperson or member of the Appellate Tribunal should not be varied fo

their disadvantage.
4

4
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2.236 While examining Clause 68 dealing with the qualifications of the Members of

2.237

2.238

the Tribunal, the Committee was of the firm opinion that on account of the
specialized, technical and fast changing nature of the subject that the Bill deals
with and keeping in view the qualifications of members of the global regulators,
there is a need for the. scope of inclusion of people with considerable expernse
and experience in the ficlds related to data protection and privacy.

Clause 68(1) of the Bill provides the qualification necessary for appointment as
a Chairperson and Member of the Appellate Tribunal. The Committee feel that
keeping in view the dynamic and evolving nature of the subject matter in this
regard, the young people, technically‘qualiﬁed, should not be obstructed from
being a Member of either the Tribunal or the Data 'Protection Authority.
Additionally, the Committee are also of the view that the Government may find
it beneficial to include ‘Young blood’ who might be in better sync with the
technological innovations taking place.

Clause 68(1)(a) of the Bill provides that the Chairperson of the Appellate
Tribunal should be or have been a judge of the SupremeACOurt or the .
Chief Justice of a High Court. The Committee accept that the Chairperson
should be an individual having a trained judicial mind but find it non-
plausible to exclude lawyers, who may have experience with cases dealing
with data protection and information security, from the scope of Clause
68(1) (a). The Committee, therefore, desire that the scope of Clause 68 may
be widened. In this regard, the Committee took note of the Article 124(3) of

- the Constitution of India that provides for the qualification required for

appointment as a Jjudge in the Supreme Coult Article 124(3) of the
Constitution of India states as under:- :

“(3) A person shall not be qualified for appointment as a Judge of the
Supreme Court unless he is a citizen of India and— :

(a) has been for af least five years a Judge of a High Court or of two or more
such Courts in successzon, or

(b) has been for at !east ten years an advocate of a High Court or of two or
more such Courts in succession; or

(¢) is, in the opinion of the President, a distinguished jurist,”
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%@r' 2.239 In the view of the Committee, the qualifications laid down in Article 124(3)
. of the Coustitution may be incorporated in the Bill to widen the scope of

2.240

2.241

Clause 68(1)(a) and allow for the appointment of advocates as well as
distinguished jurists as . Chairperson of ‘the Appellate. Tribunal.
.Accordingly, the Committee recommend to insert the words' or is qualified
to be a Judge of the Supreme Court' at the end of Clause 68(1)(a).

Clause 63(1)(b) provides the qualification rrequired for appointment as a

Member of the Tribunal. With respect to Clause 68(1)(b) the Committee -
are of the view that a Secretary to the Government of India, or somebody
at an analogous post, may not necessarily have the expertise required to
suifably perform the functions as a Member of the Tribunal and the
'emphams, for the purpose of appointment, should be on
lmowledge/experlence of the relevant specialized fields of knowledge
rather than the post. At the same time, the _Commlttee do not want to
restrict the entry of bureauncrats with expertise in the relevant field from
becoming Members of the Tribunal. The Committee also desire that there
should be no age restriction with regard to the appointment as a Member
of the Tribunal and young people with the required expertise may also find
place as a Member.

The Committee, accordingly, recommend that after incorporation of the
aforementioned changes, the Clause 68(1)(a) and (b), renumbered as
Clause 69(1)(a) and (b) may be as under:

“69.(1) A person shall not be qualified for appomtment as the Chaitperson or a Member
of the Appellate Tribunal unless he— ‘

(a) in the case of Chairperson, is , or has been a Judge of the Supreme Court or Chief
Justice of a High Court or is qualified to be a Judge of the Supreme Court:

(b) in the case of a Member, (***)is a person who is (***)an expert and has ability,
1ntegr1tv, standing and specialized knowledge with :an_experience of not less than
twenty years in the field of data protection, mformatlon technology, data management,
data science, data security, cyber and internet laws, public_administration or any
related subject.”

(Recommendation No. 78)
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CLAUSE 72- APPEALS TO APPELLATE TRIBUNAL

Clause 72 of the Bill reads as under:

“(1) Any person aggrieved by the decision of the Authority, may prefer an
appeal to the Appellate Tribunal within a period of thirty days from the receipt -
of the order appecaled against, in such form, verified in such manner and be
accompanied by such fee, as may be prescribed:

Provided that the Appellate Tribunal may entertain any appeal after the expiry
of the said period of thirty days if it is satisfied that there was sufficient cause

for not filing it within that period.

(2) On receipt of an appeal under this sectlon, the Appellate Tribunal may, after
providing the parties to the dispute or appeal, an oppo1tun1ty of being heard,
pass such orders thereon as it deems fit. '

(3) The Appellate Tribunal shall send a copy of every order made by it to the

parties to the dispute or the appeal and to the Authority, as the case may be,

(4) The Appellate Tribunal may, for the purpose of examining the legality or
propriety or correctness, of any decision, or order of the Authority or -
Adjudicating Officer referred toin the appeal preferred under this section, on its
own motion or otherwise, call for the records relevant to disposing of such
élppeal or application and make such orders as it thinks fit.”

In this regard, bne. of the suggestion received by the ‘Comimittee is as
under:Replace Section 72(1) with the following: '

- (1) Any person aggrieved by the decision of the Authority or the Adjudicating

2.244

Officer, may prefer an appeal to the Appellate Tribunal within a period of thirty
days from the receipt of the order appealed against, in such form, verified in
such manner and be accompanied by such fee, as may be prescribed.

"The Committee note that as per the extant provision an appeal to the

tribunal lies only against a decision of the Data Protection Authority. In
this regard, the Committee are of the view that appeal should lie against a
decision as well as against an order of the Authority. Moreover, the right
provided under this section should not be confined solely to the decision or
order of the Data Protection Authority but should also be available against
any decision or order of the Adjudicating officer. Accordingly, the.
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Committee desire that in Clause 72(1) the words 'or order' be inserted
after the word 'decision' and the words 'or an Adjudicating Officer' after
the word 'Authority'. Conseqﬁenﬂy, the words 'or the Adjudicating
Officer' may also be inserted in Clause 72(3) after the word 'Authority'.
After the inclusion of these changes, Clause 72 (renumbered as Clause 73)
be may be read as under:-

“13.(1) Any person aggrieved by the decision or order of the Authonty or an
Adjudicating Officer, may prefer an appeal to the Appellate Tribunal within a period of .
thirty days from the receipt of the order appealed against, in such form, verified in such -
manner and be accompanied by such fee, as may be prescribed:

Provided that the Appellate Tribunal may entertain any appeél after the expiry of the
said period of thirty days if it is satisfied that there was sufficient cause for not filing it

within that period. j
!

(2) On receipt of an appeal under this section, the. Appellate Tribunal may, after
providing the parties to the dispute or appeal, an opportunity of being heard, pass such
orders thercon as it deems fit.

(3) The Appellate Tribunal shall send a copy of cvery order made by it to the parties to
the dlspute or the appeal and to the Authority or the Adjudicating Officer, as the case

may be.

(4) The Appellate Tribunal may, for the purpose of examining the legality or propriety
or correctness, of any decision, or order of the Authority or Adjudicating Officer
referred to in the appeal preferred under this section, on its own motion or otherwise,
call for the records relevant to dtsposmg of such appeal (***) and make such orders as it

thinks fit.”
(Recommendation No. 79)

CLAUSE 74 — ORDERS PASSED BY APPELLATE TRIBUNAL TO BE
' EXECUTABLE AS A DECREE
2.245 Clause 74 deals with. execution of Tribunal orders. The Clause, as in the
Personal Data Protection Bill, 2019, reads as under:

“(I) An order passed by the Appellate Tribunal under this Act shall be
executable by the Appellate Tribunal as a decree of civil court, and for this
purpose, the Appellate Tribunal shall have all the powers of a civil court.

151




(2) Notwithstanding anything contained in sub-section (1), the Appellate |
Tribunal may transmit any order made by it to a civil court having local

jurisdiction and such civil court shall execute the order as if it were a decree

made by that court.”

2.246 The Committee observe that while Clause 74(1) already empowers the -
Appellate Tribunal with the powers of the Civil Court for execution of
their ordei's, sub-clause(2) of Clause 74 dilutes the same by allowing for
transmission of any order of the Tribunal to a civil court, having local

~ jurisdiction, for execution. This, in the view of the Committee, may lead to
unnecessary protracted litigation. The Committee tllferefore, recommend
that Clause 74(2) may be removed in ité'éllﬁl'ety from the Bill. The
Committee also suggest certain minor modifications in the language of
Clause 74(1) by replacing tlie words ‘An order passed’ (Page 33, line 29 of
the original text) with the words ‘Every order made’. Consequently,
Clause 74(1) [renumbered as Clause 75] as amended by the Committee

may now be read as under:-
“T5.(***)Every order (***) made by the Appellate Tribunal under this Act shall be a

executable by the Appellate Tribunal as a decree of civil court, and for this purpose, the
Appellate Tribunal shall have all the powers of a civil court,

(2) (‘ﬁr‘k*)” .
' (Recommendation No. 80)

CLAUSE 75 - APPEAL TO SUPREME COURT

2.2477 Clause 75 of the Bill reads as under: 7
75. (1) Notwithstanding anything contained in the Code of Civil Procedure,
1908 or in any other law, an appeal shall lie against any order of the Appellate
Tribunal, not being an interlocntory order, to the Supreme Court on any
substantial question of law.

(2) No appeal shall lie against any dCCJSIOI’I or order made by the Appellate
Tribunal with the cons\ent of the parties.

(3) Every appeal under this section shall be prefen'ed within a period of ninefy
days from the date of the decision or order appealed against:
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2.250

2.251

Provided that the Supreme Court may entertain the appeal after the expiry of
the said period of ninety days, if it is satisfied that the appellant was prevented
by sufficient cause from preferring the appeal in time.

The Committee find that the provision made under Clause 75(2) mentions the
decision or order made by the Appellate Tribunal with the consent of parties is

redundant in nature. Therefore, sub-clause (2), of Clause (3) may be

renumbered as (2).

The Committee also feel that the period for making appeal within ninety
days is on the higher side and it should be made sixty days being
appropriate for appeals. The renumbered Clause 75(2) may be amended
and consequential changes may be made in the numbering of Clause for 75

as 76 to read as under: i
“(2) Every appeal made under this section shall be preferred within a period of (¥*%)
sixty days from the date of the decision or order appealed against:

Provided that the Supreme Court may entertain the appeal after the expiry of the said
period of (***) sixty days, if it is satisfied that the appellant was prevented by sufficient

cause from preferring the appeal in time,”
(Recommendation No. 81) .

CLAUSE 76 —~ RIGHT TO LEGAL REPRESENTATION

Clause 76 of the Personal Data Protection Bill, 2019 provides for the right to
legal representation and the Clause reads as under:-

“76. The applicant or appellant may either appear in person or authorize one
or more legal practitioners or any of its officers to present his or its case before

the Appellate Tribunal.

Explanation.—For the purposes of this section, “legal practitioner” includes an
advocate, or an attorney and includes a pleader in practice.”

With respect to Clause 76, the Committee received a suggestion from a

- stakeholder statmg that the term advocate under Clause 76 should be -

defined as per the Advocate Act.
\
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2.252 The Committee was of the view that, the applicant or the appellant should also
“have the option to authorise an expert, who in his/her view may be better able

to present his or her case before the Tribunal. In this regard, the MeitY
submitted that the term “or any of its officer” covers that point and would allow

the applicant to call an experf. The Committec agreed to the view of the |
Ministry, but decided to insert the word “or experts” after the words “or any of

its officer”, for the sake of bringing in greater clarity. | i

- 2.253 The Committee note that the Clause makes a pi’_ovision that an applicant
‘or appellant may present his case before the Tribunal either in person, or
through a legal practitioner or through any of its officer. The Committee,
however, feel that the matter relating to data nelds the feedback or
support of domain experts as well. The Cominittee therefore desire that the
applicant/appellaht should have the right to represent his case before the
Tribunal through any domain expert whether employed by him or from
outside. Therefore, accordingly, the words ‘or experts’ should be inserted
after the words ‘its officers’ in the said Clause. Moreover, the Committee
feel that words “and includes a pleadér” be deleted from the Explanation
to Clause 76 since the word ‘pleader”’ is antiquated and the words advocate
or attorney convey the desired meaning of the term legal practitioner.

2.254 The amended Clause 76 (to be renumbered as Clause 77) may be read as
under:- ‘ . _
“77. The applicant or appellant may either appear in person or authorize one or more .
legal practitioners or any of its officers or experts to present his or its case before the
Appellate Tribunal. '

Explanation—For the purposes of this section, the exf)r_ession “legal practitioner" shall
include (***) an advocate or an attorney(*#*).”

(Recommendation No. 82)
CLAUSE 84- OFFENCES BY COMPANIES

2:255 Clause 84 of the Bill rzaads as under:
“84. (1) Where an"offence under this Act has been committed by a
company, every person who, at the time the offence was committed was in
charge of, and was responsible to, the company for the conduct of the
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business of the company, as well as the company, shall be deecmed to be
guilty of the offence and shall be liable to be’ ;procceded against and
. punished accordingly

(2) Nothing contained in sub-section (1) shall render any such person liable
to any punishment provided in this Act, if he proves that the offence was

committed without his knowledge or that he had exercised all due diligence

to prevent the commission of such offence.

(3) Notwithstanding anything contained in sub-section (1), where an -
offence under this Act has been committed by a company and it is proved
that the offence has been committed with the consent or connivance of, oris
attributable to any neglect on the part of, any director, manager, secretary or
other officer of the company, such director, manéger secretary or other
officer shall also be deemed to be guilty of the offence and shall be liable to
be proceeded against and punished accor dmgly

Explanation.—For the purpose of this sectlon—
(a) "company" means anybody corporate, and includes— (i) a firm; and

(ii) an association of petsons ot a body of 1nd1v1duals whether incorporated
or not.,

(b) "director" in relation to— (i) a firm, means a partner in the firm; (ii) an
association of persons or a body of individuals, means any member
controlling affairs thercof.”

2. 256 The Committee understand that any offence may be attributed to s specific
part of the business and not to the entire business of the company. The
Committee, therefore desire. that words 'that part of" may be added
before "the business" to make this Clause. clear and comprehensive. The
Committee further observe that Clause 84(2) [renumbered as 85(2)] sets
the alleged person free if it is proved -that the offence was committed
without his knowledge or he has exercised due-diligence to prevent snch
offence. But the Committee find ‘that this sub-clause should explicitly
mention that the person shall be free from 'proceedings' and 'punishment'
once he proves his inimcence. Hence the Committee recommend to amend
the sub-clauses [renumbered as Clause 85(1) and85(2)] as follovys:
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"85, (1) Where an offence under this Act has been committed by a company, every
person who, at the  time the offence was committed was in charge of, and was
responsible to, the company for the conduct of that part of the business of the company
to which the offence relates, as well as the company, ~ (***) ‘shall be liable to be
proceeded against and punished accordingly.

(2) Nothing contained in sub-section (1) shall render any such person liable to (***) be
proceeded against and punished accordingly under this Act, if he proves that the
offence was committed without his knowledge or that he had exercised all due diligence
to prevent the commission of such offence.”

.‘ .
(Recemmendation No. 83)

The Committee note that Clause 84 relates to offences by the companies.
However, sub-clauses (1), (2), and (3) do not include any provision for
liability of independent Director or a non-executive Director of a company.
Thus, the Committee desire that a proviso to sub-clause (3) may be

inserted to cover these two categories of Directors also. The proviso to sub-
clause (3) of the renumbered Clause 85 may be framed as under: '

“Provided that an independent director and a non-executive director of a
company shall be held liable only if it is shown that the acts of omission or
commission by the company had occurred with his knowledge or with his

consent attributable.to him or where Ite had not acted dilicently.”
(Recommendation No. 84)

CLAUSE 85 - OFFENCES BY STATE

Clause 85 secks to list out the provisions relating to commission of offence,
under this Act, by any State Government or Central Government Department

or agency. The Clause reads as under:-

“85. (1) Where it has been proved that an offence under this Act has been
committed by any c_le'partment or authority or body of the State, by whatever
name called, the head of such department or authority or body shall be deemed
to be guilty of the offence and shall be liable to be proceeded against and

punished accordingly.
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(2) Nothing contained in sub-section (1) shall render any such person liable to
any punishment provided in this Act, if he proves that the offence was

 committed without his knowledge or that he had exercised all due diligence to

2.259

2.260

2.261

2.2062

prevent the commission of such offence.

(3) Notwithstanding anything contained in sub-section (1), where an offence

under this Act has been committed by a department of the Central or State

Government, or any authority of the State and it is proved that the offence has
been committed with the consent or connivance of, or is attributable to any
neglect on the part of, any officer, other than the head of the department or
authority, such officer shall also be deemed to be guilty of the offence and shall
be liable to be proceeded against and punished accordmgly

(4) Notwithstanding anything in this section, the provisions of the Code of
Criminal Procedure, 1973 relating to public servants shall ¢ontinue to apply.”

The following suggestion was received in the form of memorandum:
“The person in charge should be liable, based on the offence being comrmtted
It should not be based on the offence being proved.”

The Ministry submitted before the Committee on 18 December; 2020 that
considering that State is a sovereign entity it may not be directly indicated as
responsible for any offence. Therefore, the marginal heading to the Clause 85
which reads “Offences by State” may be amended and the same may be
read as “Offences by Public Data fiduciaries”.

Accepting the submission of MeitY, the Committee find that the objective
of this Clause is to actually indicate the data fiduciaries of the Government
sector. The Committee therefore, desire that the marginal heading to the
Clause 85 (renumbered Clause 86) may be amended to read “Offences by
Government data fiduciaries”. :

The Committee express their comcern with respect to the capacity of
Government departments to protect the large volume of data that they
collect. The Committee observe that since the Government will be a
significant data fiduciary, as per the.pro{fisions of the Bill, it will have to
establish Standard ‘Operating Procedures in the Ministries and
Departments etc. to protect the huge amount of data that is collected. The
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Committee note that a.s per the provisions of Clause 85(1) and Clause 85(3)
any offence, under the Act, is said to be committed by a department,
authority or body of State, In the view of the Committee, actually the

offence should be said to be committed by any particular government data o

fiduciary and not by any department, authority or body of State.

Morcover, as per the provision of the Clause the responsibility of any

offence under this Act is placed on the Head of the Department concerned.
With respect to Clause 85(1) &(3), the Committec feel that if the

responsibility for any offence with respect to the provisions of this Act, is

. .placed on the Head of the Department, it may impede decision making

process in the department. Further, this will likely create multiple hurdles

~in the everyday fuuctioning of the government deparﬁnent. In the view of
the Commnittee, in case of any offence under the provisions of this Act, the

Head of the Department concerned should first conduet an in-house

inquiry to determine the person or officer responsible for the particular

‘offence and subsequently the liability may be decided. In view of the above,

Clause 85 (renumbered as Clause 86) may be modified to be read as

under:-

"86, (1) Where (***) an offence under this Act has been committed by any (¥%%)
Government data fiduciary, an in-house enquiry shall be conducted by the Head of
Office of the concerned data fiduciary and the person or officer concerned
responsible for such offence shall be liable to be proceeded against and punished
accordingly. ' _ ‘ '
(2) Nothing contained in sub-section (1) shall render any such person or.officer liable to
any punishment provided in this Act, if he proves that the offence was committed
without his knowledge or that he had exercised all due diligence to prevent the
commission of such offence.

(3) Notwithstanding anything contained in sub-section (1), whete an offence under this
Act has been committed by a (#%) Govermment data fiduciary and it is proved that the
offence has been committed with the consent or.connivance of, or is attributable to any
neglect on the part of, any officer, other than the (***) person or officer concerned
referred to in sub-section (1), such officer shall also be deemed to be guilty of the
offence and shall be liable to be proceeded against and punished accordingly.
(4)Notwithstanding anything contained in this section, the provisions of the Code of
Criminal Procedure, 1973 relating to public servants shall continue to apply.”
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(Recommendation No. 85)

CLAUSE 86 - POWER OF CENTRAL GOVERNMENT TO -
ISSUE DIRECTIONS

2.263 Clause 86 of the Personal Data Protection Bill, 2019 which deals with power

2.264

2.265

of Central Government to issue directions to the Authority reads as under:-
“86. (1) The Central Government may, from time to time, issue to the Authority

such directions as it may think necessary in the interest of the sovereignty and -

integrity of India, the security of the State, friendly relations with foreign States
or public order.

(2) Without prejudice to the foregoing provisions of this Act, the Authority
shall, in exercise of its powels or the performance of 1ts functions under this
Act, be bound by such directions on questions of pohcy as the Central
Government may give in writing to it from time to time:’

Provided that the Authority shall, as far as practicable, be given an opportunity
to express its views before any direction is given under this sub-section.

(3) The decision of the Central Government whether a question is one of policy
or not shall be final.”

A gist of the suggestions received in the form of Memoranda on Clause is as

under: ‘ '

1 This provision undermines the DPA’s authority and should be deleted.

ii Power to issue directions to the DPA should be limited to policy issues.
Administrative and technical matters and matters that impinge upon the
DPA’s independence Should not be covered under the scope of this
power.

The Committee find that.the Central Government has been empowered to
issue directions to the Authority under Clause 86 only on the questions of
policy. The Committee also note that under the provision of Clause 86 (2)
the Authority is bound by the directions of the Central Government only
on questions of policy and side by side: a safeguard has been provided

‘where the Authority is given an opportunity to express its views before any

direction is given under this sub-section.
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2,266 The Committee feel that the Authority should be bound by the directions
"~ of the Central Government under all cases and not just on questious of

policy. The Committee, therefore, recommend that the words 'on questions

of policy’ be removed from Clause 86(2). Further, after the removal of the
words 'on question of policy' from Clause 86(2), the directions of Central
Government are final in every case. Thus, Clause 86(3) becomes
superfluous and may be deleted in its entirety. Clause 86 (renumbered as
Clause 87) thus amended by the Committee may be read as under:-

“_81.(1‘) The Central Government may, from time fo time, issﬁe to the Authority such
ditections as it may think necessary in the interest of the sovereignty and integrity of
India, the sccurity of the State, friendly relations with foreign States or public order.

(2) Without prejudice to the foregoing provisions of this Act, the Authority shall, in
exercise of its powers or the performance of its functions under this Act, be bound by
such directions (***) as the Central Government may give in writing to it from time to
time:

Provided that the Authority shall, as far as practicable, be given an opportunity to
express its views before any direction is given under this sub-section,

(3) (4

(Recommendation No. 86)

CLAUSE 91 - ACT TO PROMOTE FRAMING OF POLICIES FOR DIGITAL
' ECONOMY, ETC.

2.267 Clause 91 of the Personal Data Protection Bill; 2019 secks to empower the
Central Government to frame policies for digital economy in respect of non-
personal data by giving it the power to collect any non-personal data or
anonymised personal data from any data fiduciary. The Clause reads as under:-

© “91. (1) Nothing in this Act shall prevent the Central Government from framing
of any policy for theé digital economy, including mecasures for its growth,
security, integrity, prevention of misuse, insofar as such policy do not govern
personal data.
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(2) The Central Government may, in_consultation with the Authority, direct
any data fiduciary or data processor to provide any petsonal data anonymised or

- other non-personal data to enable better targeting of delivery of services or

2.268

2.269

2.270

formulation of evidence-based policies by the Central Government, in such

manner as may be prescribed,

Explanation—For the purposes of this sub-section, the expression "non-
personal data" means the data other than personal data,

(3) The Ceniral Government shall disclose annually the directions, made by it
under sub-section (2), in such form as may be prescribed.” '

A gist of the suggestions received in the form of Memoranda on Clause is as

under:

i The provision should be deleted as it is outside the scope of this Act.

ii The grounds for application of this Clause need to be spemﬁed

iii  There are no safeguards for protecting the privacy of data principals in
the case of re-identification risks associated with anonymized data, IPR,
trade secrets, and applicability of RTT Act.

iv  Ethics certification and audits may be made mandatory fo such data
sharing mandates, and risk of harm may be made a criteria for allowing
such data sharing.

In this regard, MeitY submitted as, “under 91(2), the directions of the Central
Government are limited to certain specific purposes. The first one is to enable
better targeting of delivery of services and the second for the formulation of
evidence based policies. It is only for these two specific purposes, the Central
Government, in consultation with the DPA, can issue directions to any data

- fiduciary to provide any anonymized personal data or other non-personal data.”

While examining the Clause, the Committee 'in the sitting held on 29
December, 2020 felt that the Central Government should place before the
Parliament the directions made by it under sub-section (2). MeitY submitted
that Clause 95 and 97 provides for the rules, regulations, orders and
notifications made under the Act fo be laid before the Parliament and directions
made under Clause 91(2) may be exempted from being placed before the

Parliament.
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2.271 Clause 91(1) provides the Central Government the freedom to frame
policies for the digital economy, including measures for its growth,
security, integrity, prevention of misuse such that they do not govern
personal data. But in this Clause there is no specific mention of policy
regarding non personal data including anonymised personal data and the
‘words ‘'inso far as such policy: do net govern personal data' does not
provide clarity with regard to the data that is excluded from the ambit of .
the power of Central Government under Clause 91.Therefore, the

 Committee desire that the words 'in so far as such policy do not govern
personal data' be removed from 91(1) and be replaced with the words ' and
handling of non-personal data including anonymised personal data'.
Clause 91(1) [renumbered as 92(1)Jas amended by the Committee may be
read as under:- '

“92.(1) Nothing in this Act shall prevent the Cenfral Government from framing (***)
any policy for the digital economy, including measures for its growth, security,
integrity, prevention of misuse,(***) and handling of non personal data including
anonymisedpersonal data.”

(Recommendation No. 87) -

2.272 Moreover, the explanation regarding the expression of non-personal data
given in 91(2) may be deleted since this explanation has already been
incorporated under newly inserted Clause 3(28).

2.273 The Committee also note that since the Bill already has provisibns for the

| rules, regulations, orders and notifications including the Annual report of

the DPA to be laid before the Parliament, the directions issued from time

to time under Clause 91(2) may also be put forth before the Parliament in

the form of a report to be placed annually before both the Houses. This will

ensure greater accouljtability of the executive towards the legislature with

respect to the directions under this Bill. The Cominittee, accordingly,
recommend amendment in Clause 91(3) [rennmbered as 92(3)] as under:-

“(3) The Central Goverfyment shall disclose annually the directions, made by it under

sub-section (2), in such form as may be prescribed and such_disclosure shall be

. included in its Annual Report which shall be laid before each House of Parliament"

| (Recommendation No. 88)
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'CLAUSE 93 - POWER TO MAKE RULES
(OF THE CENTRAY, GOVERTNMENT)

2.274 With regard to Clause 93, the gist of suggestions received by the Committee in
the form of memoranda is as follows:

1

ii.

iii.:

iv.

The power to prescribe new categories of sensitive personal data should
be provided to the DPA and should be subject to stakeholder -
consultation. _
The power to prescribe methods for voluntary identification by social -
media intermediaries should be omitted from this Act..

Power to make rules under Clause 93(2)(f) regarding countries or
international organisations to which cross border transfers may be
permitted require Parliamentary scrutiny. . '

A mandatory consultation and transparcncy 1'e(juirement should be
imposed on the Central Government’s power to make Rules under the
Act. '

Power to prescribe other factors to be faken into account regarding age
verification mechanisms specified by the authority should be provided to
the DPA and not the Central Government as the DPA are likely to have

_the necessary technical expertise in this regard.

2.275 On account of the changes made in the substantive provisions in the Biil_
ranging from Clause 1 to Clause 92 of the extant Bill, the Committee also
direct that the following consequent changes may alse be made in the rule
making power of the central government as enshrined in Clause 93
(remumbered Clause 94):- |

) i'

i,

Modification of renumbered Clause 94(1) to read as follows:

"(1) The Central Government may, by notification and subject to the condition
of previous publication, make rules, not inconsistent with the provisions of
this Act, to carry out the (***) purposes of this Act."

Removal of Clause 94(2) (a)
Insertion of a new Clause 94(2)(a) as under:

\
"(a) any other harm under sub-clause (xii) of clause (23) of section 2;"
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iv,

Vi

il

viii.

ix.

- Insertion of new Clause 94(2)(b) as undel'

“(b) the manner in which a data fiduciary can share, transfer or uansmlt the
personal data to any person as part of any business fransaction under sub-
section (4) of section 8;” '
The numbering of the Clause may be likewise amended.

Insertion of Clause 94(2)(e) as under:- :
“(e) the steps to be taken by the Authority in ease of breach of non-personal

data under sub-section (6) of section 25;”

i
Insertion of a new Clause 94(2)(f) as under: 2
“(f) the threshold with respect to users of social media platform undel sub-
clause (i) of clause (f) of sub-section (1) and different thresholds for different

classes of social media platforms under the proviso to clause (f) of sub-

 section (1) of section 26;”

The numbering of the Clause may be likewise amended.

Removal of Clause 94(2)(¢) and changing the numbering of the
Clause accordingly. '

Insertion of a new Clause 94(2)(h) and Clause 94(2)(i) as under:
“(h) (***) the_manner of registration of data auditors under sub-section (4)

of section 29:

" "(}) the qualifications and experience of data motectmn officer and other

personnel to be included under the expressl_on “key managerial personnel”
under sub-section (1) of section 30:” '

Insertion of Clause 94(2)(x) as under:-

" 1'(y) the penalties for contravention of certain provisions of this Act by data

fiduciaries under sub-sections (1) and (2) of section 57;"

Insertion of Clause 94(2)(s) as under:-
"(s) the form, mamner and the. period for filing an application for
compensation under sub-section (2) of section 62;"
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2.276

X1

X1,

Addition of words " _and the gualifications and the experience of such
Adjudicating_Officers under sub-section” (3)"after . under sub-section(2)" to
read as

"(t) the number of Adjudicating Officers, manner and terms of their appointment,
their jurisdiction and other requirements under sub-section (2) and the
qualifications and the experience of such Adjudicating Officers under sub-

section (3)of section 63;

Insertion of new Clause 94(2)(ze) as under -
“(z0) the details of biomeiric data not to be processed under sectxon 93;”

(Recomniendation No. 89)

'CLAUSE 94 - POWER TO MAKE REGULATJI'ONS

(OF THE DATA PROTECTION AUTHORITY)

With respect to the 1egulation making power of the Authoi‘ity; gist of

T

2.277

ii

tii

v

- suggestions received by the Committee is as under:
The power to make regulations regarding reasonable purposes for which .

personal data may be processed under Clause 14(2) should be provided

under Clause 94.
The meaning and nature of consent managers needs more clarity undcl
the Bill as there is no guidance in the Bill regarding their roles and

safeguards and their operations.

A mandatory consultation and {ransparency requirement should be
" imposed on the DPA’s power to make Regulations under the Act.

Standards for anonymization should be provided by Regulations.

* Further categories of sensitive personal data should be specified by the

DPA in consultation with stakeholders.

On account of the changes made in provisions ranging from Clause 1 to
Clause 92 of the extant Bill, the Committee also direct that the following
consequent changes may also be made in the regulation making power of
the Data Protection Authority as enshrined in Clause 94 (renumbered
Clause 95):- - : | ’-

\I
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il

iil.

iv.

vi.

R
i

Modification of renumbered Clause 95(1) to read as follows:

"‘(l) ‘The Authority may, by notification and subject to the condition of

previous publication, make regulations, (¥**) net inconsistent with_the
provisions of this Act and the rules made thereunder, to carry out the (**¥)
purposes of this Act." - ' '

Insertion of the words 'the reasonable purposes under sub-scetion
(1)! in Clause 95(2)(c)so that the whole Clause 95(2)(c) may now be
read as under:-

"(c) the reasonable purposes under sub-section (1) and the safeguards for

protecting the rights of data principals under sub-section (3) of section 14;"

!

Insertion of a new sub-clause under Clause 95 (earlier Clause 94)
namely, 95(2)(f) to be read as under:-

“(f) the manner in which the data principal shall have the rlght to access in
one place the identities of the data fiduciaries with whom liis personal data
has been shared by any data fiduciary together with the categories of
personal data shared with them under sub-section (3) of section 17;”

Insertion of a new sub-clause under Clause 95 (eaxlier Clause 94)

namely, 95(2)( g) to be read as undey:-
"(g) the conditions and the wanner in which the data principal shall have
the right to correction and erasure of the personal data under section 18;"

Insertion of a new sub-clause under Clause 95 (earlier Clause 94)
namely, 95(2)( h) to be read as under:-

"(h) the manner for determining the compliance which would not be
technically feasible for non-application of the provisions of sub-section (1)
under clause (b):of sub-section (2) of section 19;"

Insertion of a new sub-clause under Clause 95 (earlier Clause 94)
namely, 95(2)(j) to be read as un_dei‘:-

"( i)‘ the conditiﬁns undey which the data fiduciary shall oblige to_comply
with the request made by the data principal undel sub-section (5) of section
21 ot -
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Vii.

viii,

ix,

X1,
Xii.

xiv,

Insertion of the words 'and the period’ after the word 'manner' in

94(2)(g).(renumbered as 952)(k)) ~
“(i) the manner and the period for submission of privacy by design policy under

sub-section (2) of section 22;”

Insertion of a new sub-clause under Clause 95 (earlier Clause 94)
namely, 95(2)(1) to be read as under:-

“M) the form and manner for making the information available, any other
information to be maintained by the data fiduciary undexr sub-section (1) -
and_the manner of notifying the important operations in the processing of
personal data related to data principal under sub-section (2) of section 23;”

.Insertion of a new sub-clause under Clause 95 (earlier Clause 94)

namely, 95(2)(n) to be read as under:- !
“(n) _the manner of review of security safegualds periodically by data
fiduciary or data processor under sub-section (2) of section 24;”

Insertion of a new sub-clause under Clause 95 (earlier Clause 94)

namely, 95(2)(0) to be read as under:-
“(0) the form of notice under sub-section (2) of section 25;”

Iﬂsertion of words “and the conditionsfor processiﬂg under sub-section (53
of section 27; "in Clause 94(2)(j)[ (renumbered as 94(2)(q)]

- Removal of Clause 94 (2) (m) and changing the numbering of the sub

clauses accordingly

Insertion of the word 'archiving' after the word 'research' in Clause
94(2)(0) (renumbered as 94(2)(u)).

Insertion of a new sub-clause under Clause 95 (earlier Clause 94)

namely, 95(2)(v) to be read as under:-

"(y)__the manner of applying by the data fiduciary for inclusion in_the
Sandbox under sub-section (2) and any other information required to be
included in the Sgndbox by the data fiduciary under clause (d) of sub-section
(3) of section 40;"
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2.278

2.279

xv. Rewording of Clause 95(2)(y) (earlier 94(2)(1 7)), so that now it may be
-read as under:-
“(y) the manuer, period and form(***) for providing information to the
Authority by the data fiduciary or_data processor under sub-section (3) of |
section 52;” N

‘xvi. Insertion of a new sub-clause under Clause 95 (earlier Clause 94)

namely, 95(2)(z) to be read as under:-

“(z) the place and time for discovery and production of books of account,
-data and other documents to the Authority or Inquiry Officer under clause
(a) of sub-section (8) of section 53;” /

XVil. Insertion of a new sub-clause under Clause 95 (earlier Clause 94) .

namely, 95(2)(za) to be read as under:-
“(y) the period and the manner of filing a complaint by the data mmcmal

before the Authority under sub-section (1) of sechon 62"
(Recommendation No. 90)

THE SCHEDULL

The Schedule of the Personal Data Protection Bill, 2019 reads as under:
“AMENDMENTS TO THE INFORMATION TECHNOLOGY ACT, 2000

(21 OF 2000)

1. Section 43A of the Information Technology Act, 2000 (hercafter in this
Schedule referred to as the principal Aet) shall be omitted.

2. In section 87 of the principal Act, in sub-secﬁon (2), Clause (ob) shall be
omitted.”

The Committee consider that in view of amendments made in the Personal
Data Protection Bill, 2019, tllé'Information Technology Act, 2000 also
needs to be amended. The schedule of the Bill depicts the amendments to
be brought in relate\d Acts. In this case, the original Bill mentions two -
amendments in the IT ACT, 2000 ie. in section 43 A and section 87. The
Committee, however, find that after the comunencement of Data Protection
Act, 2021 section 81 of the IT Act, 2000 also needs to be amended so that
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2,280

the words and figures “or the Information Technology Act, 2000" are
inserted after the words “the Patents Act,.1970”. Accordingly, the
Committee do amend The Schedule as under:

“1. Section 43A of the Information Technology Act, 2000 (hereafter in this Schedule
referred to as the principal Act) shall be omitted.

2. In sectipn 81 of the principal Act, in the proviso, after the words and figures “the
Patents Act, 1970”, the words and figures “or the Data Protection Act; 2021” shall -
be inserted,

3.In section 87 of the principal Act, in sub section (2), clause (ob) shall be omitted.”
(Recommendatlon No. 91)

Consequently, the marginal note of para 2 of the schedule, as inserted by
the Committee, may read as "Amendment of section 81."

2.281 The following drafting corrections/improvement are sugg.ested by the
Committee: .
Sl. No.: Clause No.: Drafting corrections/improvement
At Page No.:1

Add “to” before the words “specify”, “create”
S and “protect”. :

L. Long Title For “social media intermediary” substitute

' social media platforms”.

For “laying” substitute “to lay™.

At Page No.: 2

2, Preamble For “Seventieth Year” substitute “Seventy-
second Year” :
2 Insert “and non-personal data® after
3. Marginal “personal data”
Heading

At Page No.:2, Line No.:9

| . Add “shall apply to” after “this Act”
4, 2 '\ At Page No.:2, Line No.:10
Omit “shall apply to-”

- At Page No.:2, Line No.: 22
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After word “India” add “;and”,

31)

At Page No.:2, Line No.:27 |
For “section 62’ substitute “seetion 63"

3(3)

At Page No.:2, Line No.:31

- Add "the'" after "means"

3(4)

At Page No.:2, Line No.:34 o
For “section 67’ substitute “section 68”

3(6).

At Page No.:2, Line No.:38
After “given” add “or otherwise”

3(13)

At Page No.:3, Line No.:11

For “the” substitute “a” before “State”
After word “company” add words “a non-
government organization” . /

Omit “any” before “juristic entity”.

10.

3(15)

At Page No.:3, Line No.:15

After word “company” add words “a non-
government organization”

For “the” substitute “a” before “State”
After word “company” add words “a non-
government organization” ,

Omit “any” before ‘fj{ll'istic entity”.

11,

3(19)

At Page No.:3, Line No.:29

For “give” substitute “gives”.

At Page No.:3, Line No.:31

For “result” substitute “vesults”.

12.

3(20)

At Page No.:3, Line No.:41
For “good” substitute “goods”.
At Page _Nb.:3, Line No.:45
Omit “or”

13.

321)

At Page No.:4, Line No.:6
For “associating” substitute “associated
with”,

14,

3(25)- A

At Page No.:4, Line No.:19
For “expression” substitute “expressions”.
At Page No.:4, Line No.:19

After “notify”, add “and “notified””
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15.

3(26)

At Page No.:4, Line No.:22
For "such" substitute ""a™

16.

3(29)

At Page No.:4, Line No.:38

For “or” substitute “including”
At Page No.:4, Line No.:39
Omit “of” after “destruction”

17.

At Page No.:6, Line No.:9
After “incidental” add “thereto™

18,

At Page No.:6, Line No.:15

Omit “a notice” after “data principal”
At Page No.:0, Line No.:17

Add “is” before “reasonably” |

At Page No.:0, Line No,:17

" Add “a notice” before “containing”

At Page No.:6, Line No.:27

Tor “specified” substitute “provided”

At Page No.:0, Line No.: 32

Add “the” before “information”

At Page No.:7, Line No.: 2

For “a reasonable person” substitute “an

-~ individual®

At Page No.:7, Line No.: 2
For “where” substitute “t_o the extent”
At Page No.:7, Line No.: 4

~ Omit “substantially” after “notice”

19,

8(3)

At Page No.:7, Line No.:13

Omit “takeé reasonable steps to”,

At Page No.:7, Line No.:13

For “requirement” substitute “requirements”

20.

10

At Page No.:7, Line No.:27
After “Act” add words “and the rules and
regulations made t_hereu‘nder”

21,

11

At Page No.:8, Line No.:05
Add “to be drawn either” after “inference”
At Page No.:8, Line No.:05

TFor “in” substitute “or”
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At Page No.:8, Line No.:iS

Omit “all legal” before “consequences”, and
add “the” |

At Page No.:8, Line No.:15

For “effects of such withdrawal” substitute
“same”.

22,

12

At Page No.:8, Line No.:22

Insert “including” before “for-”

At Page No.:8, Line No.:27

Ommit “ox” after “Legislature;”

At Page No.:8, Line No.:28

For "order or judgment' substitute
"judgment or order™;

Insert ", quasi-judicial authority” after “court”

23.

13

At Page No.:8, Line No.:36

After “subject to” add “the provisions
contained in”

At Page No.:8, Line No.:38

24,

14

At Page No.:9, Line No.:12

Omit “such” before “reasonable”,

At Page No.:9, Line No.:14

Add “legitimate” before “interest”

At Page No.:9, Line No.:25

Omit word "and" after "acquisition"
At Page No.:9, Line No.:41,

Omit “substantial” before “prejudice”

25,

15

At Page No.:9, Line No.:46
Omit “the” after “by”

At Page No.:10, Line No.:03
Add “the” after “to”

20.

Chaptelj-
v -
Heading

At Page No.:10, Line No.:09.
Omit “and sensitive personal data” after
“personal data” '

27.

16 '.\
Marginal

At Page No.:10
Omit “and sensitive personal data” after
“personal data”

Heading
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28,

16

At Page No.:10, Line No.:09

Omit “and sensitive personal data”,

At Page No.:10, Line No.: 11

Omit “and is in the best interests of.”
At Page No.:10, Line No,: 15 ‘
For words " be specified by regulations,
taking" substitute '"take”

At Page No.:10, Line No.: 19

Add “the” before “possibility”

At Page No.:10, Line No.: 25
Omit “guardian” before “data fiduciary”,
At Page No.:10, Line No.: 28 |

For “(5)” substitute “(4)” '

29,

17

At Page No.:10, Line No.: 39

Add “the” before “confirmation”

At Page No.:11, Line No.: S

For " person” snbstitnte " individual in a
similar context”

30!

18

At Page No.:11, Line No.: 15

For “updating” substitute “updation”

At Page No.:11, Line No.: 27

After “accordance with” add “ the provisions

contained in"
At Page No.:11, Line No.: 27

~ Add words "and practicable" after

"necessary" :

At Page No.:11, Line No.: 29

For “particularly where” substitute “having
regard to the impact” '
At Page No.:11, Line No.: 30

Omit words "an impact' after "have”

31,

19

At Page No.:11, Line No.: 41
For the word "have" substitute "Transfer"
and omit "transferred"

32.

20

At Page No.:12, Line No.:02

~ Add “or processing” before “of his”
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@

At Page No.:12, Line No.s:02, 14, 20, 24, 26,28

After “disclosure” add “ or processin'g”.
At Page No.:12, Line No.:12

Omit “clause” before “(c)”

At Page No.:12, Line No.:30

‘Add “any longer” after “sub-section”

At Page No.:12, Line No.:34 .

Add “under section 73” after “Tribunal”
Here section 73 refers to the new Clause
inserted in the Bill by the Comnittee.

33.

21

At Page No.:12, Line No.:42-/

For “referred to in” substitute “under”
At Page No.:12, Line No.:37

For “consent manager” substitute “Consent
Manager”

At Page No.:12, Line No.:42

For “to in” substitute “under”

At Page No.:12, Line No.:43

Add “clause” before “(b)”

At Page No.:12, Line No.:44

Add "made" after "request"

At Page No.:13, Line No.:05

Add "made" after "request"

34,

22

At Page No.:13, Line No.:20

Omit “Subject to the regulations made by the
Authority" before "the data fiduciary”"
At Page No.:13, Line No.:23

Add “Subject to the provisions contained in _
sub-section (2),” before “The Authority”.

3S.

23

At Page No.:13, Line No.:42

Omit “and” after “out;”

At Page No.:14, Line No.s:5, 7 &9

For “consent nanager” substitute “Consent

Manager”
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36.

25
Marginal

Omit “personal” before “data”

37.

Heading

23

At Page No.:14, Line No.:26

For “inform” substitute “report to”
At Page No.:14, Line No.:27,32 & 33
For “the” substitute “snch”,

At Page No.:14, Line No.:39

For “specified” substitute “provided”
At Page No.:14, Line No.:41

After “without” insert “any”.

38.

26

At Page No. 15, Line No.: 7|
Add "any of " before "following"

At Page No. 15, Line No.: 13

Omit “and” after “processing;”

At Page No. 15, Line No,: 17

Add word “contained” after “anything”
At Page No. 15, Line No.: 17

For "of the opinion" substitute "satisfied"
At Page No.:15, Line No.:19

For “specified” substitute “provided”

At Page No.:15, Line No.:20

For “data fiduciary” after “class of”

substitute “data fiduciaries”

39,

27

At Page No.:15, Line No,: 39

For “the” substitute “a”.

At Page No.:16, Line No.:2

For “fiduciary” substitute “fiduciaries”

At Page No. 16, Line No.: 15

For "reason to believe' substitute "satisfied
itself" |

At Page No.:16, Line No.: 16

" For “the Authorify” substitute “it”.

At Page No.:10, Line No.: 18
For “the Authority may deem f{it” substitute
“may be specified by regulations.”
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40,

28

At Page No.:16, Line No.:26
After "Act," add "the provisions of"
At Page No.:16, Line No,:27

For “intermediary” substitute “platform?.

At Page No.:16, Line No.:28

For “4"substitute “1”,

At Page No.:16, Line No.:28

For “users” substitute “persons”.
At Page No.:16, Line No,:31

For “user” substitute “person”.

41.

29

At Page No.:19, Line No.:5

Add “and shall encourage the practice of
appropriate concurrent audits” after
“section” ;

At Page No.:17, Line No.:9

For "area", substitute "areas"

At Page No.:17, Line No.:9

Omit “it” after “ may be specified”

At Page No.:17, line No.:10

Omit “under this Act”

At Page No.:17, Line No.:15

For “of the view” substitute “satisfied”
At Page No.:17, Line No.:17

For “the data” substitute “such data”

42,

30

At Page No. 17, Line No.: 20

For “qualification” substitute “qualifications”
For “specified by regulations” substitute
“prescribed” |

At Page No. 17, Line No.: 21

Add “namely” after “functions”

At Page No. 17, Line No.: 32 ‘

For “grievances” substitute “grievance”

43.

31

At Page No. 18, Line No.: 3
Add "as" before "confidential"

- 44,

32

At Page No. 18, Line No.: 17
For “in such manner as may be prescribed”
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substifute “under section 62”
Here section 62 refers to the new Clause
inserted in the Bill by the Committee.

45,

33

At Page No. 18, Liue No.: 20 '
Add "provided'" after "condition"

46.

34

At Page No.: 18, Line No.: 37

Omit “or” appearing at the end,

At Page No.: 18, Line No,: 39

For "entity" substitute "entities" before "in a
country"

At Page No.: 18, Line No.; 43

Omit “and” appearing at the Fnd.

At Page No.: 19, Line No.: 2

Add “;and” after the word “jurisdiction”

At Page No.:19, Line No.:4

Add 'or' after “prescribed;” appearing at the
end.

At Page No.:19, Line No.:5

Add “in consultation with the Central
govermment” after “Aunthority”

At Page No.: 19, Line No.: 11

For "entity" substitute "entities" before “in a
country”

At Page No.:19, Line No.:14

For “interest” substitute “interests”

At Page No.:19 , Line No.:16

For 'notified' snbstitute 'informed'

47,

35

At Page No.: 19, Line No.: 20

Add " Notwithistanding anything contained in any
law for the time being in force," before "where"
At Page No.: 19, Liine No.: 22,25

Add "or" after "States"

At Page No.:19 , Line No.:35

Add ';and' at the end of the line.

48

36

At Page No.: 19, Line No.: 38
Add “the” before “personal data”
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At Page No.: 19, Line No,: 39
Omit "any other"

At Page No.: 20, Line No.: 1,4,6 & 9
Add “the” at the beginning

- At Page No.:20 , Line No.:10

For “any” substitute “rules and regulations
made under this Aet”

At Page No.:20 , Line No.:11’

Add ‘statutory” before “media”

Omit “self” before “regulatory”

49..

39
Marginal

| Heading

At Page No.: 20 ,
For “manual” substitute “ nopautomated”
' /

30.

40

At age No.:20, Line No.:42

For "shall" substitute "may"

At Page No.: 21, Line No.:22

For "specify clear and specific purposes"

- substitute "comply with the provisions"

At Page No.: 21, Line No.:25

Omit " the " after "on"

At Page No.,:26, Line No.:26

Omiit "obligations under" before "sections"

S1.

42
-Marginal

Add "Chairperson and" before "Members"

S2.

Heading

42

At Page No.: 21, Line No.:42

For "selection committee' substitute
"Selection Committee" '

At Page No.: 21, Line No.:43

For "selection committee" substitute
"Selection Cominittee"

At Page No.: 22, Line No.:6

For "qualification" substitute
"qualifications'"

At Page No.: 22, Line No.:7

Omit "and" after "of"

For "field" substitute ''fields"

At Page No.: 22, Line No.:10.

For "member " substitute "Member"
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53.

44

At Page No.: 22, Line No,:32

For "member " substitute "Member"
At Page No.: 22, Line No.:38

For "their" substitute '"his'';

For “member” substitute “Member’:
At Page No.: 22, Line No.:40

For "a " substitute "an' and Omit
"reasonable"

54,

45

At Page No.: 22, Line No.:42 _

Add " in the conduct" after "direction"

Add "he" after "and"

Omit “also” after “shall”

Add "in addition to presiding over the
meetings of the Authority " before "exercise"

35,

46

At Page No.: 23, Line No.:5
Add "over' after "preside"
At Page No.: 23, Line No.:8
For "member " substitute "Member

56.

48

At Page No.: 23, Line No.:20

Omit "of" :

37.

49

At Page No.: 23, Line No.:30

Add " the rules and regulations made
thereunder:" after "and"

At Page No,: 23, Line No.:31

Omiit "personal" before "data"
At Page No. 24, Line No.: 12

Omit the word 'and'

At Page No.: 24, Line No.:18

© Tor "the" substitute'such"

At Page No.: 24, Line No.:18
Add "for the time being in force" after law

58.

50

At Page No.: 25, Line No.,:19

Omit "personal' before '"data"

At Page No.: 25, Line No.:19

Omit "the" before "view"

At Page No.:25 Line No.:19

Add "or relevant! after "necessary"

59,

51

At Page No.: 25, Line No.:27

For "a" substitute "an"

Omit "reasonable" before "opportunity"
For "fiduciaries' subsitute "fiduciary"
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Add "the" before "data"

60.

33

At Page No.: 25, Line No.:46

For "interest" substitute "inter ests"

At Page No.: 26, Line No,:19’ o
For "Inquiry Officer" substitute "scope of
inquiry"

At Page No.: 26, Line No.:30

Add “data” after “account” .

At Page No,: 206, Line No.:31

Add "by regulations' after "specified"
At Page No.: 26, Line No.:34

Oniit “or” after “register”

Add "or data" after "record;’

61.

4

At Page No. 26, Line-No.s: 44 and 46
For the word 'require' substitute 'direct'
At Page No.: 27, Line No.:6

For the word "require' substitute 'direct'
At Page No.: 27, Line No.:5

For “flow” substitute “transfer”

At Page No.: 27, Line No.: 7 -

For “deems” substitute “deemn”

At Page No,: 27, Line No.:9

Add "under section 73 ' after "Tribunal"
Here section 73 refers to the new Clause
inserted in the Bill by the Committee.

62.

55

At Page No.: 27, Line No.:15,22,24,26
Add "," after "docuinents';

Omit "and" before "records"

Add "or data" after "records"

At Page No.: 27, Line No,:17

Add "or State Govelnment" after ”Centlal
Government"

For "both" substitute "ail"

For “specified” substitute “provided”
At Page No.: 27, Line No.:26

For "its" substitute "his”

At Page No.: 27, Line No.:28

For "it" substitute "he”

63,

56

At Page No, 27, Line No. 38
Add the words 'including economic activities'
after the word ' aetlons
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04,

57
Marginal
Heading

Omit “the” before “Act”

65.

57

At Page No.:27 , Line No.:41

Add "namely" after "provisions ,"
At Page No.:28, Line No.:04

Add "or" after "section 29;"

At Page No.:28 , Line No.:09

Add "namely" after "provisions ,"

66.

59

At page No. 29, Line No. 3
Add “a” after the word “penalty”

67,

62

At Page No. 29, Line No. 18
For “ section 64” substitute “section 65”
For "Officer" substitute "Officers"

‘At Page No. 29, Line No. 19

For "prescribed" substitute "required"
At Page No. 29, Line No. 22,23,25

Add “the” at the beginning

At Page No. 29, Line No. 25

Add “and” at the end ‘

At Page No. 29, Line No. 26°

Omit “Central Government” after “as”
At Page No. 29, Line No. 26

For “deem fit” substitute “be prescribed”
At Page No. 29, Line No. 28

For "must have" Substitute "'shall possess
such qualifications"

For "of and not less than seven years"
Substitate "and adequate"

At Page No. 29, Line No. 30

Add the words ",as may be prescubed"
after" subjects"

68.

63

At Page No.: 29, Line No 133
For '"a" substitute "an";
"Omit "reasonable" before "opportunity"
At Page No.: 29, Line No.43

Add "as" after "penalty"

At Page No.: 38, Line No.:09

Omit "and" after "data prineipals;"
At Page No.: 30, Line No.:13

- Add "made" after "order"
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At Page No.: 30, Line No.:14

Add the words "under section73" after
"Tribunal" '
Here section 73 refers to the new Clause
inserted in the Bill by the Committec.

69,

64

At Page No.30, Line No.23

Omit words "expressly applicable to it"
At Page No.30, Line No.34

Omit words "prescribed" and "specified"
Add word "made" before there under
At Page No.30, Line No.:46

Add "or" after "data fiduciary;"

At Page No. 31, Line No. 9 | |
For “snb-section (5)” substitute “sub-section -

(4)” .

- At Page No. 31, Line No. 15

Add 'under Section 73" after the word
'"Tribunal' ‘

At Page No. 31, Line No. 16

Omit “The Central Government may
prescribe the”

For “a complaint” substitute “an application”
At Page No. 31, Line No. 17

Add “shall be such as may be prescribed”
after “Section” '

Here section 73 refers to the new Clause
inserted in the Bill by the Committee.

70.

67

At Page No. 31, Line No.:34

For “section 63” substitute “section 64”
At Page No. 31, Line No.:36

For “(7)" substitute “(6)”.

- At Page No. 31, Line No.:36

For “section 64” substitute “section 65”
At Page No. 31, Line No.:43,44
For 'body" substitute "Tribunal"

71,

68
Marginal

{ Heading -

Add “Chairperson and” after “service of”

72.

- 68

At Paée No. 32, Line No.:10
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Omit words ' Central Government may
prescribed the";

At Page No. 32, Line No.:12

For "member" substitute "Member"
Add words "shall be such as may be-
prescribed " after "Tribunal,"

73.

69

At Page No. 32, Line No.:15
For the word “prescribed” substitnte “made
thereunder”

74.

70

At Page No. 32, Line No.:22
Add words "payable to'" after "allowances"
Add words "terms and" before "conditions"

78.

72

At Page No.: 32, Line No.:34

After the word “decision” add f or order”
Add “or an Adjudicating Ofﬁcel” after
“Authority”

At Page No.: 32, Line No :45

Add “or the Adjudicating Officer” after
“Authority”

At Page No.:33, Linc No.:04

Omit "or application" after "such appeal”

76.

73

At Page No.: 33, Line No.:12

For “his” substitute “him”

At Page No. 33, Line No.:16

For “section” substitute “sections” after
“provisions of”

At Page No. 33, Line No, 16

Omit the word "section" before “124”,

At Page No. 33, Line No.:21

Omit "," after "it"
At Page No. 33, Line No.:21
Omit "," after "it""

77.

74

Page No.:33, Line No.:29
Substitute “an” for “every” and “passed” for

“made”

78,

75

At Page No. 33, Line No. 35

Omit “in” after “or”

At Page No. 33, Line No. 36

Add "for the time bemg in force" after "other
law"

At Page No. 33, Line No. 36
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Cy

Omit words", not being an interlocutory
order,"

At Page No. 33, Line No. 40

Add the word "made" after "appeal"
For word "ninety" substitute"sixty"

At Page No. 33, Line No. 43

For word "ninety" substitute" sixty"

79.

76

At Page No. :34, Line No.:2

Add words “or experts” after “its officials”,
At Page No. :34, Line No.:4

Add words “the expression” before “legal
practitioner”;

Add word "shall" before inqiude,

For word "includes" substitute "include"
At Page No. 34, Line No.:5

Omit “and includes a pleader in practice”

80.

79
Marginal
heading

Omit words" of India™
For "Funds" substitute "Fund"

81.

80

At Page No. 34, Line No. 40

For "Comptroller and Auditor Geneial of
India" substitute "him"

At Page No. 34, Line No. 42

Add the words "by the Authority" after
"Government';

82.

82

At Page No.; 35, Line No,:11

Add “the” before “personal data”
At Page No.:35, line No.:16

Add "with'" before '"both"

83.

83

At Page No.; 35, Line No.:25 _

Add the word "punishable' after "offence"
Add the words "in writing" after complaint
At Page No.; 35, Line No.:26

Add the words "or by any officer duly
authorized by it for this purpose" after
Authority

84.

84

At Page No. 35, ‘Line No. 30
Omit "shall be deemed to be guilty of the
offence and"

At Page No. 35, Line No. 3o
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Omniit "deemed to be glulty of the offence and
shall"

At Page No. 35, Line No. 42

For “purpose” substitute “purposes”
After "this section' add "the expressions"

85.

85
Marginal
Heading

" For "State" substitute ”Govel nment data

fiduciaries"

86.

85

At Page No.:36, Line No.:11

Add “or officer” after “such person
At Page No.:36, Line No.:21

Add "contained' after 'anything"

L

87.

86

At Page No.:30, Line No.:30

88.

88

Omit "on questions of policy" |
At Page 36, Line No.:41:
For “menmber” substitute “Member”

At Page No.:36, Line No.:41

Omit "done'" before "in good faith"
Add "done" after "good faith"

At Page No.: 36, Line No.:42

For the words “ prescribed, or the
regulations specified” substitute “or
regulations made”

89.

90

At.page 37, Line No.:1 :
For “member” substitute “Member”
At Page No. 37, Line No.:3

Add "to make regulations' after' powers"

- For “section 94” substitute “section 95”

90.

91

At Page No.:37, Line No.:05
Omit "of'"" after "fmmmg”

At Page No.:37, Line No.:07
Omit "insofar' before "as such"

91,

92

At page 37, Line No.:16

For the word "no" substitute "any';
Add 'mot' after shall

For "notified by the Central Government
Substitute "prescribed"

92.

93

At Page No, 37, Line No. 19
For "provisions" Substitute "purposes"”
At Page No,:37, Line No.:23
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Add "the " before "other"

At Page No. 37, Line No.:28

For “methods” substitute “manner”

At Page No. 37, Line No,:28

For “identification to identify” substitute
“verification of the accounts of the”

At Page No. 37, Line No.:28

Add “platform” after “media”

At Page No. 37, Line No.:33 .

For "class of entity" substitute "class of
entities"

At Page No. 37, Line No.:36

Add 'the " before "procedure”

At Page No. 37, Line No. 42 ff :

Add "(including quorum)" after "meetings"
At Page No.: 37, Line No.: 43

For “(0)” substitute “(p)”

At Page No. 38, Line No.:7"

For “section 62 substitute “section 63”
At Page No. 38, Line No.:9

For “section 63” substitute “section 64
At Page No. 38, Line No.:10

FFor "a complaint" substitute "an
application'; Omit " under sub section 2,"
At Page No. 38, Line No.:11

For "a complaint" substitute "an
-application”; For “sub-section (8)” substitute
“sub-section (7)”

At Page No. 38, Line No.:11

For “section 64” substitute “section 65
At Page No. 38, Line No.:14

For “section 68” substitute “section 69”
At Page No. 38, Line No.:15

For “section 69” substitute “section 70”
At Page No. 38, Line No.;17

For ¥section 70” substitute “section 71
Af Page No. 38, Line No.:18

Omit 'or applications, as the case may be"
At Page No. 38, Line No.:19

For “section 72” substitute “section 73”
At Page No. 38, Line No.:20

For “section 73” substitute “section 74”
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At Page No. 38, Line No.:24

For “section 80” substitute “section 81”
At Page No. 38, Line No.:25 '
Omit words "in which"

At Page No. 38, Line No.:27

For “section 81” substitute “section 82”
At Page No. 38, Line No.:30

For “section 91” substitute “section 92”
At Page No. 38, Line No.:30

Omit “or” after “section 91;”

93.

94

At Page No, 38, Line No. 34

For "provisions" Substitute "purposes"
At Page No. 38, Line No. 37 ‘
Add the words 'any other' before
'information'. " '

At Page No. 38, Line No, 39

Add “the” at the beginning

At Page No, 38, Line No. 41

Add “the reasonable purpose under sub-
section (1)” at the beginning

At Page No. 38, Line No. 44

For “under sub-section (2)” substitute “and”
At Page No, 38, Line No. 45

For “sub section 3”substitute “section 2”
At Page No.; 39, Line No. :2

For ¢ (6)” substitute "(5)”

At Page No. 39, Line No.10

For 'operation' substitute "operational™

. At Page No. 39, Line No. 11

For "consent manager' Substitute "Consent

Manager"
At Page No. 39, Line No: 11
Omit "and its compliance”

“At Page No. 39, Line No. 15

Substitute 'class’ for 'classes'

At Page No. 39, Line No. 17
Substitute 'appointed’ for 'engaged'.
At Page No. 39, Line No. 17.

Omit "and" before "the manner"
At Page No. 39, Line No. 24

“Omit "the manner of registration of auditors
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under sub-section(4);"
At Page No. 39, Line No. 31

For “archival” substitute “archiving”
At Page No.:39, , Line No. 38

Add 'or data processor' after "fiduciary',

. 95 Omit “and” after “rules”
94. | Marginal Add 'and notification' after 'regulations'’
Heading :
05, 05 At Page No. 39, Line No.:42
' . For “section 67” substitute “section 68”
‘ At Page No. 40, Line No. 2
Add "contained in" after "therewith"
1 96, 96 At Page No.:40, Line No.:3 /
- For “law other thau this Act” substitute
“such law” ,f
At Page No.40, Line No.:6
Add "to it" before "to be"
97. 97 At Page No.40, Liue No.:9

Add words "date of" before

"commencement"

(Recommendation No. 92)

2.282 The Joint Committee, therefore, recommend that the Bill as amended after
inclusion of suggestions/recommendations made by the Committee be.
passed and the General Recommendations made in the Part-I may be
implemented in due course,

NEW DELHI;
" 08 December, 2021

17 Agrahayana, 1943 (Saka)

(Recommendation No. 93) -

(P.P. CHAUDHARY)

CHAIRPERSON,

JOINT COMMITTEE ON THE

PERSONAL DATA PROTECTION BILL, 2019.
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APPENDIX I

Motion in Lok Sabha for reference of the Bill to the Joint Committee
. Wednesday, December 11, 2019/Agrahayana 20, 1941(Salia)

Shri Ravi Shankar Prasad moved the following motion :-

"That the Bill to provide for protection of the privacy of individuals relating to
their personal data, specify the flow and usage of personal data, create -a
relationship of trust between persons and entities processing the personal data,
protect the rights of individuals whose personal data are processed, to create a
framework for organisational and technical measures in'process{ng of data, laying
down norms for social media intermediary, cross-border transfer, accountability of
entities processing personal data, remedies for unauthorised and harmful
processing, and to establish a Data Protection Authority of India for the said
purposes and for matters connected therewith or incidental thereto be referred to a
Joint Committee of the Houses consisting of the following

20 Members from this House, namely:-

. Smt Meenakshi Lekhi
_Shri P.P.Chaudhary
Shri S. S.Ahluwalia

™

S (WS 3

Shri TejasviSurya

Shri AjayBhatt

Col. Rajyavardhan SinghRathore
Shri SanjayJaiswal

Dr, XKiritbhaiSolanki

e N oW

169




9.  Shri ArvindDhérmaﬁuri : ' | @
10.  Dr. HeenaGavit -
11. Shri UdayPratapSingh

'12.  Shri Rajiv RanjanSingh

13, Shri GauravGogoi

14, Ms. S. JothiMani

15.  Prof. SaugataRoy

16. Smt.Kanimozhi

17.  Shri P.V, MidhunReddy
.18, Dr. ShrikantEknathShinde -

19, - Shri BhartruhariMahtab _

20.  Shri RiteshPandey | S

and 10 Members from the Rajya Sabha;

that in order to constitute a sitting of the Joint Committee the quorum shall be one-

third of the fotal number of Members of the J ointCommittee;

that the Comumittee shall make a report to this House by the first day of the last week

of the Budget Session,2020; -

that in other respects the Rules of Procedure of this House relating to Palhamentmy

Committee shall apply with such varjations and modifications as the Speaker may

make; | ‘

that this House recommends to Rajya Sabha that Rajya Sabha do join the said Joint

Committee and communicate to this House the names of the Members to be

~appointed by Rajya Sabha to the Joint Committee; and '
that the Speaker shall appoint one of the Members of the Committee to be its

Chairperson."

The motion was adbpt_ed.
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APPENDIX 11

Motion in Rajya Sabha for reference of the Bill to the Joint Committee
Wédnesday, December 12, 201%/Agrahayana 21, 1941(Salka)

Shri Ravi Shankar Prasad, Minister of Law and Justice, Minister of Communications |
and Minister of Electronics and Information Technology, moved the followmg :
motion:—

“That this House concurs in the recommendation of the Lok Sabha made in the
Motion adopted by the Lok Sabha at its sitting held on Wednesday, the 11™
December, 2019 that this House do join in the Joint Committee of the Houses on the
Personal Data Protection Bill, 2019 and resolves that the followmg Members of the
Rajya Sabha be nominated to serve on the said Joint Commn;tee -

1. Shri Bhupender Yadav

2. Shri Suresh Prabhu

3. Shri Rajeev Chandrasekhar
4. Shri Ashwini Vaishnaw

5. Shri Jairam Ramesh

6. Shri Vivek K. Tankha

7. Shri Derek O’Brien

8. Shri A, Navaneethakrishnan
9. Prof. Rafn Gopal Yaday

10.  Dr. Amar Patnaik.”

The motion was adopted.
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APPENDIX I1I

Motion dated 23 March, 2020 1egald1ng Joint Committee on the Pelsonal Data"'
Protection Bill, 2019 -

Smt. Meenakashi Lekhi moved the following motion:-

“ That this House do extend up to the second week of the Monsoon Session of the
Parliament, 2020 the time for the presentation of the Repozt of the Joint Committee
on The Personal Data Protection Bill, 2019.”

' r'

The motion was adopted. !
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APPENDIX Tv

Motion dated 23 September, 2020 regarding Joint Committee on the Personal
Data. Protection Bill, 2019- Extension of Time :

The motion was adopted,
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APPEND®X v

Motion dated 9 February 2021 regar dmg the Report of Joint Committee on the
Personal Data Protection Bill, 2019 - Extension of Time

Smt. Meenakashl Lekhi moved the following motion :-

"That the extension of time granted to the Joint Committee on the Personal Data
Protection Bill, 2019 by the House on 23td September, 2020 for presentation of the
Report upto the second week of the Winter Session of the Parliament, 2020, may be
treated as extension upto last day of first week of second part of Budget Sess1on
2021 of Parliament.”

The motion was adopted.
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APPENDIX VI

Motion dated 25 March 2021, regarding Report of Joint Committee on the
Personal Data Protection Bill, 2019 - Extension of Time ,

Smt. Meenakashi Lekhi moved the following motion:-

"That this House do éxtend upto the first week of Monsoon Session 2021 of
Parliament the time for presentation of the Report of the Joint Committee on the
Persorial Data Protection Bill, 2019, ' | ‘

The motion was adopted.
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APPENDIX VII

Motion dated 23 July 2021, regarding Report of Joint Committee on the
Personal Data Protection Bill, 2019 - Extension of Time.

Shri P.P. Chaudhary moved the following motion:-

“That this House do extend upto the first week of the Winter Session 'of Paliiaiﬁent, :
2021, the time for presentation of the Report of the Joint Committee on the Petsonal
Data Protection Bill, 20197,

" The motion was adopted,

;
.f
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APPENDIX VIII

Motion dated .01 December 2021, regarding Report of Joint Committee on the
~ Personal Data Protection Bill, 2019 -~ Extension of Time,

Shri P.P. Chaudhary moved the following motion:-

"That this House do extend upto the last week of the Winter Session of Parliament,

2021, the time for presentation of the Report of the Joint Committee on the Personal

Data Protection Bill, 2019”7,

 The motion was adopted.

17




193




T APPENDIXIX
DETAILS OF THE SITTINGS OF THE JOINT COMMITTEL ON
THE PERSONAL DATA PROTECTION BILL, 2019,

Sl No. Sitting | Date of Sitting Agenda of the sitting and official/non-official
No.: witnesses appeared,

[ 1. 16.1.2020 Briefing by M/o Electronics and Information
Technology and M/o Law and Justice.

2. 2, 18.2.2020 Briefing by M/o Electronics and Information
Technology and M/o Law and Justicc,

3. 3. 3.3.2020 Briefing by M/o Electronics and Information
Technology and M/o Law and Justice..

4, 4. 17.3.2020 Oral cvidence by M/o Electronics and Information

Technology/Unique Identification Authority of
India (UIDAT) and M/o Home Affairs/

National Crime Records Bureau (NCRB). (Present:
M/o Law and Justice).

3. 5. 27.7.2020 Oral evidence by M/o Electronics and Information

- Technology/UIDAT and M/o Home Affairs/
NCRB/National Investigation Agency
(NIA)/Narcotics Control Bureau (NCB).
(Present: M/o Law and Justicc).

6. 6, 10.8.2020 Oral evidence by L& L Partners Law offices, Delhi
and Foundation of Data Protection Professionals in
India, Bangalore (Present: M/o Electronics and
Information Technology and M/o Law and
Justice).

7. 7. 11.8.2020 Oral evidence by ASSOCHAM and Dr. APJ Abdul
Kalam Centye, Delhi ((Present: M/o Electronics
and Information Technology and M/o Law and
Justice).

8. 8. 20.8.2020 Oral evidence by Dr. APJ Abdul Kalam Centre,
' Delhi (Present: M/o Electronics and Information
_Technology and M/o Law and Justice).

9. 9. 20.8.2020 - Oral evidence by NASSCOM (Present: M/o
‘Electronics and Information Technology and M/o
Law and Justice).

10, 10. §.9.2020 Condolence Resolution, -

L1, 11, 8.9.2020 Oral evidence by Reserve bank of India (Present:
M/o Electronics and Information Technology and
M/o Law arid Justice).

12. 12. 9.9.2020 Oral evidence by Pier Counsel (Present: M/o
Electronics and Information Technology and M/o
Law and Justice).

t3. 13. 15.10.2020 Ora] evidence by Trilegal (Present: M/o
- Electronics and Information Technology and M/o

\ R
' Law and Justice)

14, 14. 16.10.2020 Oral evidence West Bengal National University of

: Juridical Scicnces, Kolkata(Present: M/o
Electronics and Information Technology and M/o
Law and Justice)
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[5.

22.10.2020

Oral evidence by Foruin for Integrated Security,
Karnataka Chapter-(Present: M/o Electronics and
Information Technology and M/o Law and Justice)

23.10.2020 .

Oral evidence by Facebook India Online Services
Pvt. Ltd (Present: M/o Electronics and Information
Technology and M/o Law and Justice)

28.10,2020

Oral evidence by Twitter India (Present: M/o
Electronics and Information Technology and M/o:
Law and Justice) ‘

28.10.2020

Oral evidence by Amazon India and Amazon Web
Services (Present: M/o Electronics and Information
Technology and M/o Law and Justice) )

{9.

29.10.2020

Oral evidence by Paytm (Present: M/o Electronics
and Information Technology and M/o Law and

Justice)

20.

20.

29.10.2020

Oral evidence by Google (Present: M/o Electlonlcs
and Information Technology and M/o Law and
Justice) i

21,

21,

04/11/2020

Oral evidence by Jio Platforms Ltd. (Present: M/o

‘Electronics and [nformation Technology and M/o

Law and Justice)

22.

22,

04/11/2020

Oral evidence by Reliance Jiolnfocomm [td.
(Present; M/o Electronics and Information
Technology and M/o Law and Justice)

23.

23.

- 05/1 172020

Oral evidence by ANI Technologies Pvt, Ltd.
[OLA] (Present: M/o Electronics and Information
Technology and M/o Law and Justice)

24,

24,

05/11/2020

Oral evidence by Uber India (Present: M/o -
Electronics and Information Technology and M/o
Law and Justice)

- 25.

25.

06/11/2020

Oral evidence by Bharti Airtel Ltd.(Present: M/o
Electronics and Information Technology and M/o
Law and Justice)

26,

20,

06/11/2020

Oral evidence by Truecaller (Present: M/o
Electronics and Information Technology and M/o
Law and Justice)

27.

27.

1178172020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

28,

28.

L1/11/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

29.

29,

12/11/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

30.

30.

12/11/2020
\

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

3l.

KN

19/11/2020

Oral Evidence by the representatives of Cyble
Inc.(Present: M/o Electronics and Information
Technology and M/o Law and Justice)
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32.

32,

19/11/2020

Oral Evidence by the representatives of PayPal
Payments Pvt. Ltd. (Present: M/o Electronics and
Information Technology and M/o Law and
Justice)

33

33.

1720/1172020

Oral Evidence by the representatives of Mastercard
(Present: M/o Electronics and Information .
Technology and M/o Law and Justice)

34,

34.

20/11/2020

Oral Evidence by the representatives of iSPIRT
Foundation and Visa Consolidated Supported
Services India Pvt. Ltd. (Present: M/o Electronics
and Information Technology and M/o Law and
Justice)

35,

35.

23/11/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

36.

23/1172020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

37.

2471172020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

38,

24/11/2020

Clause by Clause consideration of the Bili
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

39.

25/11/2020

Clause by Clause consideration of the Bill
(Present; M/o Electronics and Information
Technology and M/o Law and Justice)

40,

40,

25/1172020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

41,

4].

26/11/2020

Clause by-Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

42.

42,

26/11/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

43,

43.

271172020

Ctause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice).

44,

44,

27/11/2020

Clause by Clause consideration of the Bl

"(Present: M/o Electronics and Information

Technology and M/o Law and Justice)

45.

45.

02/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Jjustice)

46,

46.

02/12/2020
\

Clause by Clause consideration of the Bill
(Present:’ M/o Electronics and Information
Technology and M/o Law and Justice)

47.

a7,

03/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)
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48.

48,

03/12/2020

“Clause by Clause consideration of the Bill

(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

49,

49,

04/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

50.

50.

09/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

51,

51.

[0/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

52,

52

[1/12/2020 -

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

53..

53,

16/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

54,

54.

16/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Elcctronics and Information
Technology and M/o Law and Justice)

335.

35.

(771212020

Clause by Clause consideration of the Bill
(Present: M/o Elcctronics and Information
Technology and M/o Law and Justice)

56.

56.

[7/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technotogy and M/o Law and Justice)

57,

57.

18/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

58.

58.

18/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

59.

59.

23/12/2020

Clause by Clause consideration of the Bill
(Prescnts M/o Electronics and Information
Technology and M/o Law and Justice)

60.

60.

23/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and [nformation
Technology and M/o Law and Justice)

"6l

61.

24/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

62.

62.

2411272020

Clause by Clause consideration of the Biil
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

63.

63.

28/12/2020

\

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

- 64

64.

28/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)
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05.

65.

29/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

66.

"60.

29/12/2020

Clause by Clause consideration of the Bill
(Present: M/o Electronics and Information
Technology and M/o Law and Justice)

67.

67.‘

15/09/2021

Comparison  between The Personal Data
Protection Bill, 2019 as introduced in  the
Parliament, as discussed in the Joint Commitiee
and the suggestions for amendment by the
Chairperson, Joint Committee,

68.

68,

16/09/202]

Comparison  between The Personal Data
Protection Bill, 2019 as introduced. in  the
Parliament, as discussed in the Joint Committee
and the suggestions for amendment by the
Chairperson, Joint Committee,

69.

69,

23/09/2021

Further deliberation on the comparison between
The Personal Data  Protection Bill, 2019 as
introduced in the Parliament, as discussed in the -
Joint  Committee . and the suggestions - for
amendment by the Chairperson, Joint Committee:

70.

70.

23/09/2021

Further deliberation on the comparison between
The Personal Data  Protection Bill, 2019 as
introduced in the Parliament, as discussed in the
Joint  Committee and the suggestions for
amendment by the Chairperson, Joint Committee,

71.

71,

29/09/2021

Further deliberation on the comparison between
The Personal Data  Protection Bill, 2019 as
introduced in the Parliament, as discussed in the
Joint Committee and the suggestions for
amendment by the Chairperson, Joint Committee.

72.

72,

29/09/2021

Further deliberation on the comparison between
The  Personal Data  Protection Bill, 2019 as
introduced in the Parliament, as discussed in the
Joint Committee and the suggestions for
amendment by the Chairperson, Joint Commitiee.

73.

73.

20/10/2021

Further deliberation on the comparison between
The Personal Data  Protection Bill, 2019 as
introduced in the Parliament, as discussed in the
Joint Commiftee * and the suggestions for
amendment by the Chairperson, Joint Commiitee.

74.

74.

20/10/2021

Further deliberation on the comparison between
The Personal Data  Protection Bill, 2019 as
introduced in the Parliament, as discussed in the
Joint  Committee and the suggestions for
amendment by the Chairperson, Joint Committee,

75,

75.

21/ 0/202-{

Further deliberation on the comparison between
The -Personal Data  Protection Bill, 2019 as
introduced in the Parliament, as discussed in the
Joint Committee and the suggestions for

amendment by the Chairperson, Joint Committee,
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76.

2171002021 -

Further deliberation on the comparison between 2

The .. Personal Data  Protection Bill, 2019 as
introduced in the Parliament, as discussed in the
Joint Committee and the suggestions for
amendment by the Chairperson, Joint Committee.

77.

77,

12/11/2021

Consideration and Adoption of the Draft Report of
the Joint Committee on The Personal Data
Protection Bill, 2019. ,

78.

8.

22/11/2021

Consideration and Adoption of the Draft Report of
the Joint Committee on The Personal Data
Protection Bifl, 2019,
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APPENDIX X~

NAMES OF EXPERTS/STAKEHOLDERS/ORGANISATIONS WHO
TENDERED ORAL EVIDENCE BEFORE THE COMMITTERE

S, Name of experts/stakeholders/ Date of oral
No. organizations ' evidence
1. Unique Identification Authority of India 17.3.2020
(UIDAI) and National Crime Records
Bureau (NCRB),
2. UIDAI, NCRB, National Investigation - 27.7.2020
Agency (NIA) and Narcotics Control '
Bureau (NCB). ‘
3. L&L Partners Law offices and Foundation 10.8.2020
of Data Protection Professionals in India,
. Bangalore, ‘
4, ASSOCHAM and Dr, APJ Abdul Kalam ! 11.8.2020
Centre, Delhi. ‘ 3
5. Dr. APJ Abdul Kalam Centre 20.8.2020
6. NASSCOM y 26.8.2020
7. Reserve Bank of India 8.9.2020
8. Pier Counsel 9.9,2020
9. Trilegal 15.10,2020
10. West Bengal National University of 16.10.2020
Juridical Sciences, Kolkata.
11. Forum for Integrated Security, Karnataka 22.10.2020
Chapter.
12, Facebook India Online Services Pvt, Ltd 23.10.2020
13, Twitter India 28.10,2020
14, Amazon India and Amazon Web Services 28.10.2020
15, Paytm 29.10.2020
16, Google 29.10.2020
17. Jio Platforms Ltd, 04/11/2020
18, Reliance Jiolnfocomm Ltd. 04/11/2020
19. ANI Technologies Pvt, Ltd, [OLA]- 05/11/2020
20. | - UberIndia 05/11/2020
21. Bharti Airtel Ltd 06/11/2020
22, Truecaller 06/11/2020
23, Cyble Inc. 19/11/2020
24, PayPal Payments Pvt, Ltd. 19/11/2020
25. Mastercard L : 20/11/2020
26. iSPIRT Foundation and Visa Consolidated 20/11/2020

Supported Services India Pvt. Ltd.
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ANNEXURE X1

STUDY TOUR PROGRAMME OF
* THE JOINT. COMMITTEE ON THE PERSONAL DATA PROTECTION BILL, 2019
TO MUMBAIL AND BENGALURU FROM 26.10.2021 TO 29.10.2021 :

(ASSEMBLY AT MUMBAI)

DATE & TIME PROGRAMME
DAY -

26.10.2021 . 1100 hrs| Discussion ~with  officials from Sccurities and
(Tucsday) Exchange Board of India (SEBI) and National
Payments Corporation of India (NPCI) on various
provisions of The Personal Data Protection Bill, 2019,

1530 hrs| Visit to SBI Data Centre, Mumbai and diseussion on
storage, processing and dissemin?tion of data.

NIGHT HALT AT MUMBAI

27.10.2021 1030 hrs| Discussion with the. representatives of Information
(Wednesday) Technology Department, Government of
Maharashtra on various provisions of The Personal
Data Protection Bill, 2019,

1130 Lirs| Discussion with the representatives of Tata
Consultancy Services (TCS) on the data protection
mechanism being followed by them and their views on
the provisions of The Personal Data Protection Bill,
2019,

.| Discussion with officials from SB1, NABARD, Gencral
1500hrs | Insuranee Corporation (GIC) of India and New India
Assurance Company Limited (NIACL) on impact of
various provisions of The Personal Data Protection
Bill, 2019 on Banking and Insurance Seetor.

NIGHT HALT AT MUMBAI

28.10.2021 0930 hrs § Departure for Bengaluru by AI0639-
(Thursday) ‘ 7
1100 rs | Arrival at Bengaluru

“Discussion with the representatives of Department of

- Electronies Information Technology Biotechnology
and Science * & Technology, Government of
IKarnataka on various provisions of The Personal
Data Proteetion Bill, 2019, .

1430 s

ROb




1530 hrs

1600 hys

1630 hrs

1800 hrs

Discussim_i with the representatives of iSPIRT on their
views on the provisions of The Personal Data
Protection Bill, 2019, ’

Discussion with the representatives of Wipro on the
data protection mechanism being followed by them
and their views on the provisions of The Personal
Data Protection Bill, 2019, '

Discussion with the representatives of Infosys on the
data protection mechanism Dbeing followed by them
and their views on the provisions of The Personal
Data Protection Bill, 2019,

Visit to UIDAI Technology. Centre, Bengaluru and
discussion with the representatives of UIDAI/Ministry
of Electronics and Information Technology

NIGHT HALT AT BENGALURU

29,10,2021
(Friday)

1015hrs

1400hrs _

Visit to Income Tax Department Centralized
Processing Centre and informal discussion with
officials of Central Board of Dircet Taxes (CBDT) /
Income Tax Dept. on various provisions of The
Personal Data Proteetion Bill, 2019 on data collection
and processing of data.,

Visit to CDAC-Electronie city and discussion with the
representatives of CDAC/Ministry of Electronics and
Information Technology. '

DISPERSAL
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MANISH TEWARI . APPENDIXXII
MEMBER OF PARLIAMENT ~ SRT ANANDPUR SAHIB (PUNJAB)
FORMER UNION MINISTER OF INFORMATION AND BROADCASTING, GOVT. OF INDIA
SBNIOR INATIONAL SPOKESPERSON -- INDIAN NATIONAL CONGRESS (INC)- '
ADVOCATE SUPREME COURT OF INDIA

| - : 22" Nover 20
,éuo/x,c, /o Od— oventher, 21

Shri P.P. Chaudhary Ji,

I have participated substantlvely in almost every meeting of the Jamt Committee of Parlianient
on the Personal Data Protection Bill since the committee was constituted. I joined the committee

~ on the resignation of Hon’ble Ms. S. Jothi Mani Ji, an INC member who had been originally

nominated to this committce.

I was unable to attend some meetings when I was afflicted with COVID-19 in November- .
Decembex 0f 2020 and certam meetmgs that were held before I Jomed the Committee,

I had proposed amendments to the varions' clauses of the lnll The said comments -and
amendments are detailed in the note annexed herewith,

Since the commiitee in its, w1sdom has decided to accept none of the substantwe amendments
proposed by me, I he1 eby submit that the comments and amendments contained in the note
annexed herewith should be treated as my dissent to the pr oposed bﬂl as amended time fo-time

R ‘under consideration of this Hon’ble committee,

~ This dissent note along with tlie appended note which clearly points out where I differ with.this

Honorable committee with regard to the substance of the various provisions of the bill should
be included in toto in the report of the Joint Committee of the Parliament on the Personal Data
Protection Bill that would be submitted to both the houses of Parliament upon its formal

- adoption by this Joint Committee of Parliament

Reg-ards.
Yours sincerely,

Aanhe Liwienn

MANISH TEWARI

Encl.: Note on the substantive provisions of the Personal Data Pr otection’ BIH '
where I depart and dissent from the view of the committee,

To:

Shri P.P. Chaudhary,

Chajrperson, Joint Committec'of Pmllament
On Data Protection Bill (PDP) Bill,

19, Teenr Murti Lanc,

New Delhi — 110011

Law Chambers: B-1/77, GROUND FLOOR, SAFDARJUNG ENCLAVE, NEW DELHI-110 029,
) TeEL, +91-11-26716001, 26716556, Fax: 011-26104252
Email - manishtewarigi@gmail.com
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o MANISH TEWAR),
M.P. (Lok Sabha]

Dissent and Comments on The Da!‘,a Protection Bill-2021"

1. My Fundamental Objection to this bill is that there is an mhelent des1gn flaw

in its very construction.

This bill has unfortunately been conceived by its ‘distinguished’ authors
with a pre Re: Puttuswamy (9 Judge Privacy Judgement delivered by the
Supreme Court in 2017) mindset that does not capture the essence of that
landmark piece of judicial craftsmanship at all.

The bill as it stands creates two parallel universes — ong;for the private sector
where it would apply with full rigor and one for government where it is
riddled with exemptions, carve outs & escape clauses. In my limited
experience of three decades as a litigator, I have always been taught and
made to appreciate that a Fundamental Right is pr1n01pally enforceable
against the state. :

A bill that seeks therefore to provide blanket exemptions either in perpetuity
or even for a limited period to the ‘state’ and its instrumentalities, in my:
estimation is ultra vires of the Fundamental nght to Privacy as laid down by
a 9-judge bench of the Supreme Court of India in Re Puttuswamy (2017) 10
SCC 1.

I do not think that this bill in its présent form especially most of it’s
exception and exemption clauses including various carve outs for
Governments both centre and state that exempt these behemoths from the
ambit of this legislation would therefore sta_nd' the test of ‘vires’ in a
Constitutional Court of Law as and when it would be so tested. o

I therefore am constrained to holistically reject the bill in its present form in
entirety for this design flaw. Moreover, my specific objections to its various
clauses are delineated at length over the next 7 pages.

\
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MANISH TEWAR,
M.P. (Lok Sabha)

2. Clause 3(8): the definition of a child should be different for accessﬂng.

different categorles of content or data. For example, for children’s learning
web31te on-line school curriculum, chlidren s entertainment: games
websites, cartoons and news websites etc. that are certified as child friendly,

no age stipulation should be necessary. For other content similarly the age - -
‘stipulation should be defined by the DPA thlough regulations or directions.

: Clause 3 (23) IX) & (X) should be qualiﬁed by an explanation"that sh'ould |

read as follows: “The above two clauses would not apply if the
surveillance is carried out by a law enforcement agency pursuant to a -
valid order passed by an appropriate court of law?”, The term “reasonably
expected” in clause 23(X) is onerous. It will -lend itself to serious -
transgressions into privacy of individuals. It therefore needs to be narrowly
defined or deleted. The said clause may read as follows:

“any observation or surveillance that is not authorized by an
appropriate court of law.” _ | |

. Clause 3) 27N the word, “factual’ should be substltuted by the word ‘news
_ reports’,

. Clause (3) (33): an explanation should be added defining the term inference.

It should state “inference means a conclusion reached on the basis of
evidence or known facts and the logical reasonmg that may flow from such

evidence : ; or - : . fact.”

. Clause 7(1). & (2) given the voluminous nature of information to be -

supplied do not seem to be implementation friendly. Instead, 7(1) should be
substituted by the following “Every data fiduciary shall give to the data
principal a_notice, at the time of- collecting data or if the data is not
collected from the data principal, as soon as reasonably practicable,
containing _intimation that _the information with regard to the
parameters mentioned below are available on their website and can be
accessed at the given Uniform Resource Locator (URL) * Clause 7(2)
may remain in its un- a\mended form as it is only procedural.
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MANISH TEWARI,
M.P. {Lok Sabha)

7. Clause 8(1) after the word ensure the following words may be added “as far
as practicable”,

8. After Clause 9(1) the following proviso be added “Provided that the
period necessary for retaining different classes of data for the purposes
of processing shall be such as_prescribed by the Data Protection
authoi‘itv through regulations or notifications.”

9. Clause 11(3)(b) should be amended to- read as follows “The said
informafjon referred to in sub-clause 3(a) above must be conveyed to
the data principal iih a language and form that is easily comprehensible

by them.” .f

10.Clause 11(6) should be deleted as it puts an onerous burden on the Data
+ Principal that is neither reasonable nor fair. It militates against the Doctrine
of Fairriess. Why should a valid reason even be necessary? -

11.Clause 13(2) needs to be deleted. Why should an employer if he is a data
fiduciary do something behind the back of a data principal? What does
“involve a disproportionate effort on the part of the data fiduciary due fo the
nature of processing under this section” really mean? Does ﬂllS not
‘legitimize intrusive surveillance on an employee by an employer?

12. Clause 14(2) (¢) & (e) should be deleted from the deﬁhition of reasonable
purpose. ‘ ‘

13, When Clause 3(41) defines sensitive personal Déta Clause 15(1) becomes
a non-sequitur. It should either be deleted or su1table redrafted by adding the
word “addltlonal” before “categories., '

14, Clause 20(1) should be amended to inelude after the words personal data
“and erasure of all previously collected and inferred personal data by a

data fiduciary where such disclosure....”
\




o MANISH TEWAR,

M. P {Lok Sabha)

15, The proviso to Clause 20(2) should be deleted and Clause 20(3) shoulcl also

be deleted for they cir cumscribe the application of the Jud101a1 mind by an
adjudicating officer,

16. Clause 23(5) Explanatic_)n that defines a consent manager should be
fransposed to the definitions section — Clause 3. This has been done and
. Consent Manager now stands defined in Clause 3(11).

17. Clause 25(5) needs to be amended. It should read as follows “It shall be
incumbent on the Data Fiduciary to report every data: breach to the
Authority and_the .Data Principals_impacted sequentially within 48
hours of such a breach being discovered. The authoriﬂz after taking into
account the severity of the harm that mav._be caused to such data
prmclpals determine as to what remedial action needs to be undertaken
by both the data Fiduciary and the Data Prmcnpals to_mitigate such
harm.”

- 18A._Claus~e 26(3) after the words by notification the following words may be _
added “designate it as a significant data fiduciary®. The rest of the words

and sentences may be deleted.

19. Clause 28(3) be amended to read as follows: -

“Every social media intermediary whether designated as a significant data .
- fiduciary or not will mandatorily verify the identity of all its subseribers,
- users_or individuals/ entitics fo whom it offers or p10v1des any kind of ,
services.”

Provided further

“Anv Social Media Intermediary that fails  to comply with the above-
mentmned stipulation would be liable for a fine that shall not be less than 3
percent and not exceed 5 percent of its total global turnover and shall be
punishable with an imprisonment for a term not exceeding five years,”

.\‘
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MANISH TEWARI,
M.P. (Lok Sabha)

Explanation' “Total Global Turnover will have the same meaning as

defined in Clause 57(a) & (b).” of the original bill as referred to the Joint
Committee by the House,

Provided Further

“Any person shall have the risht to file a complaint under the relevant
provisions of The Code of Criminal Procedure (CrPC) against a_Social
Media Intermediaxy that does not carry out the process of Mandatorv
verification, Bverv Social Media Intermediary will complete the process of
identification_mentioned above within 24 months of the first notification
bringing this Law into force. After verification every subscriber or user of
a Social Media Intermediary shall be provided a demofnstrable and visible
mark of verification. Non verified accounts would be mandatorily purged
by the Social Media Intermediary within another period of six months
after the period of 24 months for verification are over.” o

20. Clause 28(4) needs to be amended to read as follows: -

“lvery Social Media Intermediary shall provide to each of its subscribers,,

users or_individuals/entities to whom it offers or provides any kind of
services such demonstrable and visible mark of verification which shali be
visible to all users of the service at every and all times.”

‘Only if 28(3) & 28(4) are amended as above then only clause 28(6) & 28(7)

may be deleted as mentioned in the point below. Otherwise, they should be
retained. Clause 28(5) however must be retained as it provides a holistic and -
comprehensive definition of which Social Media platforms can be treated as
Intermediaries in the terms of the Information Technology Act-2000 under the
formulation enunciated above as in the earlier drafts.

Note: Clause 28(5), (6) & (7) mentioned are as they stood before the
penultimate Draft Report & Bill dated 11" November, 2021 was circulated,

21. Clause 28(6) & 28(7) should be deleted. |
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M.P. {LokSabha}
This is the correct place to retam Clauses 28(3), 28(4), 28(5) and other
consequential provisions that follow. They should not be shifted to any other
part of this bill or proposed as a recommendation to be incorporated in any.
other legislation ex1st1ng or even contemplated

Note: Clause 28(5) (6) & (7) mentioned are as they stood before _the
penultimate Draft Report & lel dated 11" November, 2021 was czrculated

22. Clause 29(4): - with regard to Data Auditor should be shifted to deﬁmuon
clause and be reworked to read as follows - -

“A Data Auditor means persons with expertlse in the areas of information
technglogy, computer- systems, data science, data protectlon or prlvacv,
processing such gualifications, experience and ellglblhtv having regard to

; factors such as independence, integrity and ability, as it maLbe spec1ﬁed
by regulatlons, as data auditors under this Act.” o :

» 23, Clause .30(1): - Data Protection Officer needs -to be deﬁned and his
qualifications laid down just as they are for a Data Auditor in Clause 29(4) B B
It has been defined in terms of Clause 3(18) but qual1ﬁcat10ns should be la1d
down in 30(1). -

24, Clause 33(2): - Critical Personal Data should be defined in deﬁnmons just
as Sensitive Personal Data is. The definition should be “Critical Personal
Data means that data whose public revelation would cause irrevocable
personal harm to the Data Principal. What is critical should be left to.
the discretion of the Data Principal to be indicated at the time of giving
assent under Clause 11(1) and not to the government as provxded for in -

 Explanation to Clause 33(2).” ‘

25, Explanaﬁon to Clause 33(2) shall be deleted.
26.Clause 35: - As privacy has been held to be a fundamental right in Re.

Justice K.S, Pu‘rtuswarm it therefore is subject to the rigors of Article 21 of
Constﬂuuon of India (Col) also called the Due Process Clause. A proviso
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_ M.P, (Lok Sabha)

may be added to Clause 35 before the Explanation Clause that should read as
follows.

“No_such exemption shall be granted till the time it is_judicially
determined by the Appellate Tribunal provided in Clause 68. Any
person shall have the right to access the Appellate Tribunal by filing an
appropriate application delineating the reasons why such an exemption
should or should not be granted. The said exemption must be vide a
reasoned order, and duly notified so as to ensure that the remedy

available under Clause 76 can be exercised by the concerned.”
' /

. : | ] B
27. Clause 36(a): - The words “or contravention of any law for the time
being in force” may be deleted.

28. Clause 36(d): - The words “except where such processing involves
disclosure,.. commercial activity; or” may be deleted.

29. Clause 36(e): - may be deleted.

30, Clause 37: - would be incompatible with the domestic legislations of many
countries. It will act as a disincentive for data to flow into India. It should be
deleted. There must be a legal architecture protecting the data of Foreign
Data Principals.

. 31. Clause 39(2)(¢): - needs to be clarified. It is ambiguous. For on any given

day volume may be minuscule while on another day it may be humungous.
It shall read as follows: “The volume of personal data processed by such
data fiduciary as an average of the preceding twelve calendar months.”

32. Clause 40: - The term ‘sand box’ should be defined or given the same
meaning as delineated in any other Act and mentioned in the .deﬁnitions

Clause 3.

. .\ ) ! )
33. Clause 42(1): - After the words in law, the following words shall be added
“Provided the chairperson shall be a retired Judge of the High Court

-7
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who has authored at least 5 ludgements pertaining to Right to Puvacv

. or Data Protection.”

34. Clause 42(2): - shotlld be amended as follows after the words ‘Selection .
Commitiee consisting of’ the following words be substituted.

“ (a) Vice President of India, Chief Justice of the Supreme Court of
India and one nominee of the President of India who shall be a retired
. Chairperson_of CEO of an Information Technologg / Datg’ Companv
with not less than 25 vears of professional standing i in the Information

: Technologv / Data Industrv » ‘ f

35. Clause 43(1): - should be amended. The words snxt_g~ﬁve should be
substituted by ¢ seventy :

36 Clause 57 (1), (2) & (3): - The proV1so to unamended Clause 37(1) in the
penultimate draft of the PDP Bill circulated to the comrruttee provided fora

penalty. of 5 crores or 2 percent of its Total Worldwide Turnover of the .. -

preceding financial year ‘whichever is higher for offences prescribed in 5 7(1)

(a) to (). This has been now amended to read “as plescrlbed” in the Final

Draft Report, _ , '

Similarly in 57(2), the proviso prescribed a penalty which may extend to 15

crores or 4 percent of its Total Worldwide Turnover of the precedmg

financial year whichever is higher for offences contained in 5 7(2) (a) to (d).
: Thls has been amended to read as plescubed in the Final Draft Report

Similarly, the penalties for the state for offences i in clauses-57(1) & (2) have
been significantly diluted.

These penalties were in line with the global practices including EU General
Data Protection Regulation (GDPR). Their last-ininute dilution as also the
removal of Clauses 28(5), (6) & (7) ate strongly suggestive of last-minute
panic Jobbying by Big Tech Companies for these provisions that were part
of the Original PDP 3111 referred to committee by the House. They remained
unamended ﬁom the date of commencement of the dehberatmns to the
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MANISH TEWARI,
M.P. (Lok Sabha)

tabling of the penultimate & final draft of the bill. No reasonable or rational

. justification has been provided for this change. Aoy oy, o, <L
AN ./ﬁ-?ftm?. et ctinnn A atac s A4 G Cr B flig Gannt 4 oc
These amendments will make India a laughing stock in tHe world and should 0&

not be a part of the proposed bill being sent up to the parliament. The

original Section 57(1), (2) & (3) including all the definitions & ‘provisos

contained in it must be retained in their original form as proposed in’ |
. the Bill referred by the House to the Joint Committee for Consideration.

37.Clause 63(1): - At the end the following may be added

“AII ad]udlcatlons shall be conducted hy not Iess than two_officers

constituted and sitting as a_Bench. The Data_Protection Authorltv

collectively would be the Master of the Roster Wlth regard to constltutlon
- of Benches and assignment of enquiries and adludleatlons »?

38, Clause 92(1): - Non-Personal Data needs to be deﬁned precisely in the act
not the open-ended definition in Clause 3(28) for it leaves the entire field
open to myriad interpretations of what constitutes Non-Personal Data.

MANISH TEWARI
Member of Parliament — Lok Sabha
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21 November 2021

Shri P.P. Chaudhary
Chairman
Joint Committee on the Personal Data Protection Bill, 2019

Note ofDissent on the JPC on Personal Data Protection Bill, 2019
Sir, _ ' '
As members of the Joint Committee on the Personal Data Protection Bill, 2019; We express '

our dissent to the final report of the Committee not only because of the Orwellian nature of
the provisions contained in the Bill but also the improper functioning of the Committee itself.

. The Committee rushed through its mandate, not providing sufficient tim‘e and opportunity for

stalkeeholdei’s consultations. The proceedings of the Committee were held multiple times per .

. week, during an ongomg pandemic, makmg it difficult to aﬁend for MPs 1esxdmg outside

Delhi.

We strongly oppose the Bill for lack of adequate safe'guards to protect the right to privacy of
data principals. In addition, we oppose the recommendations of the Committees for the
inclusion of non-personal data within this legislation. The Committee has made a number of
recommendations to amend parts of the Bill'in order to include non-personal data protection
in its ambit. We strongly oppose all the recommendations to this effect. There is a fieed for a
detailed study and separate framework for: 1egulation of non-personal data.

The. Bill provides overboard exemptlons to the Government of Indla, without proper

-safeguards in place. We had moved an amendment to Clause 35 of the Bill which gives

powers to the Central Government to exempt any agency of government from application of
the act, Not only has the Committee failed to intioduce proper safeguards in clause 35 to
prevent its misuse, the Comrittee has made recommendations to empower Central
Government with more unqualified powers. For instance, the selection process for members
and chairperson on the Data Protection Authority (DPA) has heavy involvement of the -
Central Government under Clause 42, The Committee has recommended that the DPA should-
be bound by the directions of the Central Governmient under all.cases and not just on questions
of policy.. This would -affect the independent functioning of the DPA. We strongly oppose
these recommendations, ‘ -

These objections, along with more, are contained in the amendments moved by me and my
colleague during the clause-by-clause consideration of the Bill. The amendments proposed
by us are summarised below. Along with the recomm endattons mentioned above, we express
our dissent to the final report on the following points.

,In the Preamble, appropriate éhanges be made to shift the emphasis from overreliance on

economic interests to data protection.
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" In Clause 2, 92 and 94, to exclude non personal from the application of the provisions of this

Bill and to remove the power vested in Central Government to make rules or issue directions
regarding non-personal data.

In Clause 3, to take away the excessive powers of the Government to deﬁné a new category
of data as sensitive personal data; to categorize data relating to “trade union or political
affiliation” as sensitive personal data. ‘

In Clause 5, 6 and 13, to include a reference to * proportionality” for the purpose of processing .
and collecting personal data.

In Clause 12, to delete the clause in order to remove the excessive powers given to the
Government to access data without consent, '

In Clause 14, to exclude “credit. scoring” from the meaning of the expression “reasonable
purposes” for the purpose of processing personal data. : !f A

In Clause 15, to remove the power of the Central Goverf_lment to define new category of
Sensitive personal data, -

In Clause 21, to remove the provision for charging of a fee to comply with rights conferred
to every data principal under the Bill,

In Clause 26, to remove the provision that enables Social Media Companies to link IDs with
user accounts, '

In Clause 35, to remove the sweeping powers to the Central Government to exempt any,
Government-agency from the application of the act.

In Clause 42, to restore the cbmposition of the Selection Committee contained in the Draft
Personal Data Protection Bill 2018.

In Clause 49, to include provision for preparation and publication of reports setting out the
result of any inspection or inquiry, by the DPA. :

The final report lacks the consensus of the Committee members. We express our dissent under *
direction 85 of the Speaker of Lok Sabha, We strongly cenidemn the Bill for supporting a
framework that fails to protect the digital rights.of the people of this country.

Sincerely,

Mahua Moitra

Derek O'Brien "\
¢/ . (Member, Rajya Sabha) (Member, Lok Sabha)
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Dear Chairperson Shyj pp Chaudhary,
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GAURAV GOGOI ENBER

MEMBER OF PARLIAMENT + S{anding Committee on Finance
DEPUTY LEADER OF . . + Joint Committee on the Personal Data Protection Bilt, 2019
CONGRESS PARTY N THE LOK SABHA ) » Committee on Government Assurances

To ) . Dated the 24,11.2021%

Shri P.P. Chaudhary
Chairperson,
Joint Committee on the Personal Data Proteclion Bill, 2018
~ Parliament House Annexe,
New Delhi . )
Email: ipc-datalaw@sansad.nic.in. pp.chaudhary@sansad.nic.in, ppchaudhary@agmail.com

Dear ‘Chairperson Sﬁri PP Chaudhary, .

It has been a privilege to serve as a member of the Joint Parliamentary Committee on the draft
Personal Data Protection Bill, 2019. The task of envisioning and fine-tuning a data protection framework for
India has been challenging and arduous. Thank you and the previous chairperson;for an atmosphere that
_promoted a free exchange of Ideas and discussion of varied issues allled to the draft bill. | would particutarly
jike to point out the comprehensive public consultation and interaction with various' stakeholders d(rring the
tenure of the Committee. g

| am in broad agreement with most of the conclusions arrived at in the report and the accompanying
changes made to the draft bill. However, | hold cerlain reservations that | would fike fo place on the official
record. | wish to bring forward the following reservations as a part of my official dissent note to the report of
the Joint Parliamentary Committee on the Personal Data Protection Bill, 2019:

1, Lack of attention paid to harms arising from surveiliance and effort to establish a modern
surveillance framework '

2. Wide exemptions provided to the Central Government, State Government and atiied agencies
(as reflected in Section 12 and 35)

3. Functioning of the Data Protection Authority {as reflected in Chapter IX}
4, Lackof parliémentary oversight and engagement (as reflected in Section 12, 35 and 42)

5. Regulation of non-personal data under the framework (as reflected in Section 91, 3(14) and
3(28})) ’

iy detalled reservations are cited in the annexure that has been appended to this letter."| belleve that
these issues required more attention’and the focus of the Committee, however without additional time' being
allotted for deliberation before the formulation of the repor, they have remained largely unaddressed. ~

[ would hurﬁbjy'request you to ‘ensure that this letter, along with the contents of the annexure, are
recorded, under necessary administrative and legal procedures, and form a part of the final report when
published for the benefit of any readers. :

With Regards,

Yours sincerely,

{Gaurav Gogoi)
Encl, as abov .

L.

1102, Yamuna Apartment, Dr. B.D. Marg, New Delhi - 310 001
Mob.: 0-9013664955, 0-9954355505 + Email office@gauravgogoi.in
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_ ANNEXURE 1

A detailed account of my reservations to the report circulated by the Chalrperson for consideration
and adoption are as follows:

1. Lack of attention paid to surveillance harms and efforts to establish a modern surveillance
framework :

In a modern democracy, people expect their elected Government to be accountable and
transparent. My first concern is the lack of attention paid to harms arising from .surveillance
activities undertaken by the State. In light of outdated and aged legislations that presently govern
the system, the absence of a modern surveillance framework in india exacerbates this issue. Once -
again, such actions would be in. contravention with the requirements laid down by the Hon'ble
Supreme Court in the KS Puttaswamy vs Union of India case and even the observations made by
Hon'ble Chief Justice NV Ramana in the Manohar Lal Sharma v. Union of India. A pertinent point
raised by the Hon'ble ClI in the Manohar Lal Sharma v. Union of India case Ithat “National security
cannot be the bugbear that the judiciary shies away from, by virtue of its mere mentioning”, raise
concerns in this vein. ' - S ‘ '

The blanket exemption provided to the State under Clause 35 along with the vague reference to the
reasonable expectation of surveillance in the definition of harm under Clause 3{20)(x), leaves
citizens with a lack of recourse in the event of unlawful surveillance or misuse of surveillance
mechanisms by the State or other unethical actors.

The Committee's report has recommended a new sub-section {iii} referring to the procedure being
just, fair, reasonable and proportionate”. There is a need to ensure that higher standards of data
protection are applied in these cases. In terms of exemptions to law enforcement agencies, other
protections envisioned in Clause 4, 5, 6, 9 and 24 must remain applicable. We may take inspiration
from the data protection principles made applicable to surveillance agencies and their activities in
the United Kingdom (as per the UK General Data Protection Act). 1t has laid down certain principles
for law enforcement.agencies such as “lawful and fairness, adequacy and limitation, accuracy and
retention”. :

The Hon'ble Court in the Manohar Laf Sharma v. Union of India judgement also handed a mandate
to an independent Committee to revisit and revamp our surveillance architecture to respect the
privacy of our citizens. It has thus reiterated the importance to include an element of parliamentary
and judicial oversight in some form. I am of the firm opinion that the Committee should have
deliberated these concerns more deeply. The 5ri Krishna Commiftee also brought forward similar
concerns in their report and | believe our report must have also sheéd light on the same.

2, Wide exemptions provided to the Central GoVeg‘nment, State Government and allied
agencies (as reflected in Section 12 and 35)

Itis a matter of concern that section 12 and section 35 gllow almost a bianket exemption to the
Government. The Government.has effectively been absolved its responsibility as a data fiduciary to
the Indian citizen, Unfortunately, as a result the framework largely seems to be applicable to the
private and non-governmental sector alone in its present form.

Firstly, in.section 12, in terms of providing exemption for collection of consent for processing, there
has been a use of wide language to the vein of “for performance of any function of the State
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authorized by law for * provision of services or henefit-to the data prmc1p!e from the State” and
“issuance of any certification, license or permit”. These terms may potentlally be interpreted in an
expansive manner, which would enable every department/ agency of the Government to qualify for
exemption from collection of consent for almest any kind of service. The reasoning for the same has
been that it would prove cumbersome for the Government to collect consent during the
performance of its functions. ‘ '

] would like to state my disapproval with the argument that “collection of consent may be
cumbersome, it is important to remember that MeitY has designed-the consent-based architecture
to protect the privacy of Indian citizens as a fundamental right and it cannot be compromised. It is
important to note that the Government collects vast amounts of data from beneficiaries of
Government schemes during registration, it would be plausible for them to collect consent
simultaneously in a user-friendly manner, For example, In the case of the PradhHan Mantri Awas
Yojana (PMAY), the Government collects a vast variety of personal detalls. The form for this said
scheme requires details such as an individual’s name, gender, Date of Birth, Caste category number,

" address {state, district, panchayat}, account number, occupataon, Epic Number, BPL Ration Card
. Number, BPL Family ID to name a few. Additionally, they are also reqmred to append their

undertaking regarding theirassurance to construct their new house under ’the scheme along with -

‘caste certificate, Aadhaar Card, Passport size photo. I believe in a manner similar to the undertakmg,

as a part of the registration, the Government may provide for an undertaking pertammg to their
data being collected, its purpose and fimitations of processing of the data thus collected. A user-
friendly process such as this may also encourage and promote an understandmg among. our
populace about data rights.

Therefore, instead of opting out of the consent-based architecture, the Committee should propose
that the Government of India develop a timeline and a roadmap for Government functionaries, so
that its functions and operations are aligned with the principles of the Personal Data Protection Bill.

secondly, as per Section 35 of the Bill, the Central Government has been empowered to exempt any

agency of the Government in the interest of “sovereignty and integrity”, ”security of the State”,

. “friendly relations with foreign states”, “nublic order”, The terms employed in these sections are -

shrouded by debate pertaining.to their legal interpretation, especially poignant terms such as
“public order”, Additionally, it would have been appropriate for the Committee to have
concentrated on defining important concepts enshrined in K.S. Puttaswamy vs. Unioh of Indid
judgement, such as necesslty and proportionality to fine tune them as a part of its efforts and

. employ those in the legislation.

As the true aim of the legislation is to guarantee the data prmc:pals their rlghts with respect fo data
protect:on it is equally the responsibility of the Government and the private sector. The
Government and its agencles are among the largest custodians of personal data; exemptions in
Section 12 and 35 that are proposed in the Bill are against the essence of the privacy being a
fundamental right.

3. Functioning of the Daté Protection Authority (as reﬂected-in_ Chapter IX)

| would like to place my reservations and concerns. on the manner in which the Data Protection
Authority (DPA} is to be demg}ﬁed or structured. This will play a major role in determining its
effectiveness and functional independence. At present, the Bill remains silent in relation to a
detailed.institutional deSIgn pertammg to the Authority. In its current form the Bill envisions a single
{central} authority with the option to set up offices in other cities. However, considering the size
and nature of India’s demographic, the scale of work ent.rusted to this authority, the said structure

—
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may prove ineffective in fulfilling the mandate. The repart fails to mention the expectations of State
governments concerning state-level Data Protection Agencies. in its current form, a centralised
Authority has been entrusted with an extensive set of regulatory, executive, and judicial functions
to perform. In my recommendation, an institutional design that allows the DPA to set up zonal or
state offices will bé more functional. We have witnessed that In Europe, during the implementation
of the GDPR, the barrage of data breaches and other responsibilities proved to be overburdening
for their authorities despite having multiple levels of authorities, | must point out that similar
concerns were- raised before the Committee during our visits and consultations in the State of
Maharashtra and Karnataka.

The report is also relatively silent on the need to maintain the independence and autonomy of the

Data Protection Authority. In fact, the Data Protection Authority should have far more powers and

functions than what has been enshrined in the revised legislation. In comparison to the earlier

versions of the Bill, the powers of the Data Protection Authority have been significantly diluted. For
example, key functions such as the ability to notify new categories of sensitive and critical personal
data and the power to define penalties have been taken away from the purview of Data Protection
. Authority {DPA) and given to the Central Government. o :

/
/

The importance of building the Data Protection Authority’s capacity and the necessity to develop

rules and codes of practice as per the global standards must be in:cluded in the Committee’s report.
while creating these codes of practice, the Committee should emphasise the requirement for the
Data Protection Authority to act transparently and a specific recommendation of ensuring public
consultations on the implementation of the Personal Data Protection Bill, 2019 should be made.

Additionally, there is lack of clarity in the manner in which the Authority will coordinate or
harmonize its functioning with other regulatory bodies in tndia; especially the Central Board for
Direct Taxation, which is crucial considering that the Personal Data Protection Bill, 2019 has an

impact across all sectors. As per the legislation, any action taken by this authority may also attract

a concurrent jurisdiction and allow for the Authortty to consult other regulators or authorities.

However, it fails to spell out a procedure for the same and the manner of collaboration, | would like

to place my reservations regarding the lack of discourse relating to these issues on the record.
4. Lack of parliamentary oversight and engagement {as reffected in Section 12, 35 and 42)

| believe in a democracy like India, parliamentary oversight especially by medium of empowered

standing committees is a healthy and bipartisan method of governance: In the words of our former -

president, Ms, Pratibha Patil, “The Parfiament of the country is the repository of the sovereign will
of the people, and its successful functioning is d joint responsibility of the Government and the
opposition”. In.my two terms as an MP, | belleve our Parliamentary Committees and procedures
truly encapsulate the essence of this philosophy. However, it is to my utmost dismay that this has
not be incorporated in the important aspects of the Bill mentioned below,

a) Grounds for processing of personal data without consent in certain areas {Clause 12)
b} Power of Central Government to exempt any agency of Government from application of the Act
{Clause 35) ' F :

c) Composition and qualifications for appointment of Members {of the Data Protection Authority)
(Clause 42) \ :

Firstly, in relation to grounds of processing of data without consent and for reasonable purposed

the Government has beeh given broad exemption in terms of performance of “any function of the
State” authorized by law for instance such as provision of- service or benefits and the issuance of
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‘will aid this process.
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certificates, licenses or permits. Tho ugh, these are legitimate-functions 'o.fIState, itis imperative that -
there is some form of parliamentary oversight while providing certain exemptions as opposed to a
blanket or unfettered exemption to prevent misuse and abuse. o

secondly, once again while excluding agencies or departments of the Central Government from the
ambit of the Bill, the onus lies entirely on the executive and the agencies themselves without an
aspect of oversight via the parliament or any committee of the Parliament. This aspect is common
in other jurisdictions, such as the UK and Germany, wherein ‘these agencies’ functioning and
operations are subject to oversight by the Intefligence and Security Committee of Parliarrient_ and
Parliamentary Oversight Panel (PKGr) respectively. For example, in the UK, the. Intelligence ‘and
Security Committee of the Parliament established under the Intelligence Services Act, 1934
examines expenditure, administration, policy and operations of the security of inteiligence agencies.
They are empowered to hold evidence sessions with Ministers and senior officials of inteltigence .
agencies. In the case of Germany as well, the PKGr, is a committee of the German Bundestag, that .
monitors the Federal Intelligence Service, the Military Intelligence Service and the Federal Office for
the Protection of the Federal Government. These bodies are required {obligated) to keep the PKGr
informed, comprehensively, about the general activities of the federal inteliige nce services and their
events of particular importance with a view to protect the personal rights of third parties.

Thirdly, the data “protection authority. envisioned under this: framework must serve as an

‘independent arbitrator between all stakeholders involved - being the State, individuals and

industry. However, the selection process involved in the establishment of the Committee is purely
executive driven and does not involve any parliamentary representation. The need to enhance the
independence of the Data Protection Authority, as created under the Bill, Is a necessary sfep in the

strengthening of the framework, and the involvement of a parliamentary committee or member '

*

5. Regulation of non-persdnal data under the framework {as reflected in Section 91,3(14) and :
3(28)) ‘ '

The PDP Bill is the product of an ‘extensive debate within and outside the Parliament. in particular,
the JPC constituted to examine the Bill has recently completed multiple, extensive rounds of
consultations with stakeholders from across the country. The Bill is at a pivotal stage, reflectinga
delicate consensus on all aspects relating to management and governance of personal data. To now
include non-personal data within its ambit would be counterproductive for two reasons.’

First, personal and non-personal data implicate privacy and' data protection concerns very -
differently, and the text of the Bill would have to' be once again reopened for consultation and
redrafting to inciude NPD-related provisions. To include personal data without going through

- comprehensive consultation and-deliberation, as was done for personal data, would lead to a

process that fails to acknowledge the nuances of non-personal data regulation. In its present form,
the legislation refers to non-personal data selectively and in a pieceé meal manner. This is reflected
in the loose definition of the term “non-personal data” that is exclusionary and fails to acknowledge
the multi-faceted nature -of non-personal data, Additionally, the tacit manner in which non-
compliance with mandatory sharing provisions (as seen-under Section 91} would result in penalties
under the Bill is concerning. ) ' -

By selectively referring to non-personal data, the Committee would be casting a premature
regulatory framework in stone and foreclosing the possibility of future techno-legal regulatory
innovations. The last-minute inclusion of non-personal data under the definition of data breaches
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(3(14}), along with the instances as mentioned eariier, point in the manner in which non- persona1
data is bemg brought into the fore of this legislation is concerning. '

Second, and more importantly, the legal, institutional, and technical frameworks reflected in the
draft PDP bill provide robust safeguards for ‘inference cycle’ uses of data. Service providers from,
sity, the financial or health sector draw inferences from the personal data shared by the user to
delermine their creditworthiness or diagnose her health. innovations in the PDP Bill like the
“consent manager” ensure the collection of “inference data” respects the user’s privacy. Non-
personal data also encompasses data used by public and private entities for ‘training cycle’ uses,
i.e., training algorithms to draw inferences from markers within data. Several policy considerations
arise with respect to training data, especially how data will be carefully anonymized, and algorithms
are made accountable to data protection regulation while preserving the business confidentiality of
training data for Al/ ML models. Rapid advancements in computing will soon make it possible to
effectively balance those considerations and articulate a regime for NPD that is user and business-
friendly. ' :

Imposing policy prescriptions- without a careful appreciation of the societal and market
considerations in the Indian context In the Al/ML space willi undermine indian . technology.
companies. Especially, imposing mandatory sharing of such non- bersonal data (as envisioned under
Section 91) is likely to contribute to a regressive business, environment. Furthermore, the
government has itself set up a committee to study issues pertammg to NPD, whose final report is
awaited. The report of this committee should be carefully studied and discussed with stakeholders.
Clubbing both’ personal and non-personal data regimes without studying the committee’s
recommendations would be premature and hasty.

| firmly believe that if this comimittee wishes to include non-personal data within the ambit of this

iegislation, they must request for an extension from parfiament and ensure that comprehensive .
consultations with the public and stakeholders are taken for the same.
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joint committee on Personal Data Protection Bill
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Dissent Note

From Ritesh Pandey <ritesh. pandey@sansad nic.in> ' Wed, Nov 24, 2021- 10:20 AM
Subject : Dissent Note #1 attachment

To ; joint committee on Personal Data Protection Bill <Jpc—
datalaw@sansad.nic.in>

- Cc : ritesh@riteshpandey.in, off‘ce@nteshpandeym
To the Esteemed JPC,

[ am attaching herewith my dissent note after having read the committee's latest report
(circulated via email on Friday, November 19th).

Best Regards,
Ritesh Pandey
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~ RITESH PANDEY
Member of Parliament, Ambedkar Nagar
Floor Leader, Bahujan Samaj Party
Chairman, Committee on Papers Laid on the
Table of the House
Member, Joint Parlfamentary Committee on
Personal Data Protection Bilt, 2019

s
201, Block-B

Parkament House Annexe Extension
Building, New Delhl 110001

Tel: 011-23035738, 011-21410274
Mail: ritesh.pandey@sansad.nic.in

24/11/2021

Shri P.P. Chaudhary
Chairperson, Joint Committee on Personal Data Protection Bill, 2019
Parliament House, New Delhi

Dear Sir,

' ) {
I would like to begin by wholeheartedly appreciating your immense efforts at leading the Joint Committee
- on the PDP Bill in a fair, democratic, and transparent manner. Under your leadership in the last four months,
I truly believe that we are well on our way in formulafing a legal framework for personal data governance
that can work as a template for emerging economies of the world.

I am in complete agreement with the recommendations of this committee, barring three sections, To that end,
I am writing this dissent note to register my dissatisfaction with Section 3(8), Section 35, and Section 42(2)
in the manner I detail herein.

Section 3 (8) gives a static definition of child which does not stand with the principle of the *hest interest of .
child’ in the digital age. Under the amendment I had proposed that the definition of child should be that "child" :
means a person who has not completed fourteen years of age. Although protecting children's privacy and
welfare is a vital concern of the bill, the definition of a child should be anyone under the age of 14, so as to
allow young users to benefit from innovative technologies without the onus of obtaining consent from their
parent/guardian. This amendment also takes info account the social barriers that young women face in
accessing the internet, particularly in rural India.

Section 35 gives broad-reaching and unfettered power to the central government to exempt any government
agency from the purview of the Bill. Even the Justice Srikrishna Committee Report recognised that unfettered
access to the Government to personal data, without adherence to established safeguards such as necessity and
proportionality is potentially unconstitutional. Section 42 of the Draft Personal Data Protection Bill, 2018
(“the Srikrishna Bill”) allowed access of personal data to the Government for security purposes based on
principles of necessity and proportionality and upon due authorisation under law. Section 35 of the current
bill effectively enhances existing surveillance powers of the governmetit without the limitations built in
Section 5 and guaranteeing best practices of security under Section 24. Therefore, granting access to personal
data to the Central Government, without appropriate safeguards and judicial oversight is against established
constitutional principles and should not form part of the Bill.

The independence of the members of the Data Protection Authority (“DPA™) under Section 42 (2) is skewed.
The J. Srikrishna Committee Report emphasized that the independence of the DPA is of paramount importance
to the welfare of data principals and the growth of India's technology industry. Therefore, it is vital to cnsure
that the members of the DPA are impartial and independent of outside influence from any party including the
central government. Under the amendment Fhad suggested that the members of the DPA should be appointed
by a Select Committee that has a flat hierarchical structure (i.e. each member has an equal vote and equal
power within-the committee) which includes the Cabinet Secretary, a Supreme Court judge appointed by the
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Chief Justice of India, and an industry expert and an academic expert both confivmed by Parliament amon@
the candidates put forward by the Ministry of Electronics and Information Technology.

~ With best regards,

btz

Ritesh Pandey
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2k - Three Suggerst'ioﬁs for Amending the PDP Bill, 2019
submitted by Shri Ritesh Pandcy, MP

1. Narrow definition of child under Section 3 (8).

A, Current text:

3. In this Act, unless the context otherwise requires,—
(8) “child” means a person who has not completed eighteen years of age

B. Proposed amendment:

3. In this Act, unless the context otherwise requires,— ‘
(8) “child” means a person who has not completed fourteen years of age
' I

C. Rationale for the amendment:

Section 3 (8) gives a static definition of child which does not stand with the principle of the *best interest of
child’ in the digital age. Under the amendment [ had proposed that the definition of child should be that "child"
means a person who has not completed fourteen years of age. Although protecting children's privacy and
welfare is a vital concern of the bill, the definition of a child should be anyone under the age of 14, so as to
“atlow young users to benefit from innovative technologies without the onus of obtaining consent from their
parent/guardian. This amendment also takes into account the social barriers that young women face in
accessing the internet, particularly in rural India.

[L. Exemption under Section 35: Power of Central Government to cxempt any agency of Govemment
from application of Act. '

A, Current text:

35. Where the Central Government is satisfied that it is necessary or cxpedient,—

(i) in the interest of sovereignty and mteguty of India, the security ofthe State, friendly relations with
foreign States or public order; or

(ii) for preventing incitement to the commission of any cognizable .offence relating to sovereignty and
integrity of India, the security of the State, friendly relations with foreign States or public order,

it may, by order, for reasons to be recorded in writing, direct that all or any of the provisions of this Act shall
not apply to any agency of the Government in respect of processing of such personal data, as may be specified
in the order subject to such procedure, safegualds and 0V€lSight meéchanism fo be followed by the agency, as
~ may beprescribed. \

B. Proposed amendment:

35. Where the Central Government is satisfied that it is necessary or expedient,—
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(i) in the interest of sovereignty and integrity of lndia, the security of the State, friendly relations wit
foreign States or public order subject to the principle of necessity. and pt‘opOr_tlionality; or

(if) for preventing incitement to the comimission of any cognizable offence relating to sovereignty and
integrity of India, the security of the State, friendly relations with foreign States or public order subject to the

principle of necessity and- proportionality,

it may, by order, for reasons to be recorded in writing, direct that all or any of the provisions of this Act (with
the exception of 5 and 24) shall not apply to any agency of the Government in respect of processing of such
personal data, as may be specified in the order subject to such procedure, safeguards and oversight mechanism
to be followed by the agency, as may.-be prescribed.

C. Rationale for the amendment:

Section 35 gives broad-reaching and unfettered power to the central government to exempt any government
agency from the purview of the Bill. Even the Justice Srikrishna Committee Repott recognised that unfettered
access to the Government to personal data, without adherence to established safeguards such as necessity and
proportionality is potentiaily unconstitutional, Section 42 of the Draft PersonaﬁData Protection Bill, 2018
(“the Srikrishna Bill*) allowed access of personal data to the. Government for security purposes based on
principles of necessity and proportionality and upon duc authorisation under law, Section 35 of the current
bill effectively enhances existing surveillance powers of the government without the [imitations built in
Section 5 and guaranteeing best practices of security under Section 24. Therefore, granting access to personal
. data to the Central Government, without appropriate safeguards and judicial oversight is against established
. constitutional principles and should not form part of the Bill.

HI. Selcetion Committee for appointment of Chairperson and Members of the Data Protectipn”
Authority under Scction 42 (2). '

A. Current text:
42. _
(2) The Chairperson and the Members of the Authority shall be appointed by the Central
Government on the n,commendat;on made by a Selectlon Commiittee con315t1ng of—
(a) the Cabinet Secwtary, who shall be Chalrpe:son of the Selection Committee;

(b) the Attorney General of India - Member;

(c) the Secretary to the Government of India in the Ministry or Department dealing w1th
the Legal Affairs - Member;

(d) the Secretary to the Government of India in the Ministry or Department dealing with
Electronics and lnform'fition Technology -~ Member;

and

(e) an independent expert to be nominated by the Central Government from the fields
of data protection, information technology, data management, data science, data security, cyber
and internet laws, public administration or related subjects - Metmber.
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B. Proposed amendment:

42, :
(2) The Chairperson and the Members of the Authority shall be appointed by the Central
Government on the recommendation made by a Selection Committee consisting of—

(a) the Cabinet Secretary, who shall be Chairperson of the Selection Committee;
(b) a Supreme Court judge appointed by the Chief Justice of India - Member;

(c) the Attorney General of India - Member;

(d) the Seccretary to the Government of India in the Ministry or Department dealing with
the Legal Affairs - Member;

| -(e) the Secretary to the Government of India in the Ministry or Department dealing with
tary 'y oriJcp
Electronics and Information Technology - Member; :

and

(f) an independent expert to be nominated by the Central- Government from the fields
of data protection, information technology, data management, data science, data security, cyber
and internet faws, public administration or related subjects -~ Member.

C. Rationale for the amendment:

The J. Srikrishna Committee Report emphasized that the independence of the DPA is of paramount
importance to the welfare of data principals and the growth of India's technology industry. Therefore,
it is vital to-ensure that the members of the DPA are impartial and independent of outside influence
from any party including the central government. The members of the DPA should be appointed by a
Select Committee that has a flat hierarehical structure (i.c. each member-has an equal vote and equal
power within the committee) which includes the Cabinet Secretary, a Supreme Court judge appointed

- by the Chief Justice of India, and an.industry expert and an academic expert both confirmed by
Parliament among the candidates put forward by the Mmlstry of Electronics and Information
Technology.

235




03¢




Office : 307, PHA Extension Building,
B-Block, New Delhi-110001

Tel:: 011-23035793, 23093397
Telefax : 011-21410309

E-mail : jairam54@gmail.com
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DI ISt MoTE —

Dear Chaudhuriji:

%4 iram Ramesh
Me..ber of Parliament (Rajya Sabha)
Chairman
Parllamentary Standing Committee on Science
& Technology, Environment, Forests,
and Climate Change

First of all, let me place on record my deep sense of appreciation for the
completely democratic, transparent and consultative manner in which
you have conducted the deliberations of the Joint Committee of
Parliament (JCP) on the Personal Data Protection Bill, 2019 over the past
four months. ' : ! :

I am in unqualified agreement with all but two of:the recommendations of
the JCP. However, since the disagreements are so very basic I am
compelled to submit this dissent note., I had suggested amendments to
Section 35 which is the most erucial provision of the Bill as well as to
Section 12. The JCP gave me a patient hearing but I was unable to convince

it of the merits of my arguments. The general consensus in the .JCP
appeared to be in favour of not accepting my amendments and T did not
want to force the issue beyond a point. But I had requested you to permit
me to record my dissent, : :

Before I get into the specific Sections, please allow me to say that the
design of the PDP, 2019 Bill assumes that the constitutional right to.
privacy arises only where operations and activities of private companies
are concerned. Governments and government agencies are treated as a
separate privileged class whose operations and activities are always in the
public interest and individual privacy considerations are secondary, The
idea that the August 20 17 Puttaswamy judgment of the Supreme Court is
relevant only for a very, Vvery, very tiny section of the Indian population is,

-in my view, deeply flawed and troubling and is one that I totally reject.

Section 35 gives almost unbridled powers to the Centra] Government to
€xempt any government agency from the entire Act itself. Under the
amendment I had suggested, the Central Government wi]] have to get
Parliamentary approval for exempting any of its agencies from the
‘purview of the law. Even \then, the Government must always comply with
the Bill’s réquirement of fair and reasonable processing and implementing
the necessary security safeguards. I was willing to compromise provided

the JCP had recommended that the reasons for exemption that would be
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recorded in writing as provided for in the Bill would be tabled in both
Houses of Parliament. This would bring about greater accountability and
transparency, but even that was not found acceptable.

Section 12(a)(i) ~creates certain exceptions for governments and
government agencies from the provisions of consent. While fully
understanding the logic for such exemptions in a number of
circumstances, I had suggested some changes to make this exemption less
sweeping and less automatic. The JCP’s report allows a period of two
years for private companies to migrate to the new data protection regime
but governments and government agencies have no such stlpula’aon

I attach my detalled comments and proposed amendments to Section 25
and Section 12. I would request you to kindly ensure that my letter and its

attachment is incorporated into the final report of the JCP.

With warm personal regards

Jalram Ramesh ‘

Shri P.P. Chaudhuri
Chairperson
Joint Committee of Parliament on PDP, 2019

New Delhi
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Two Suggestions for Amending the PDP Biﬂ; 20 19 submitted
' by Shri Jairam Ramesh, MP :

L. 'Exemption under Section 35: Power of Central
Government to exempt any agency of Government from
application of Act -

A. Current text:

.. 35. Where the Central Government is satisfied that it is necessary
or expedient,— .

(1) in the interest of sovereignty and integrity of India, the security
of the State, friendly relations with foreign States, public order; or -

(1i) for preventing incitement to the comrhission'_ of any cognizable
offerice relating to sovereignty and integrity of India, the security of
the State, friendly relations with foreign States, public order,

it majr, by order, for reasons to be recorded in writing, direct that all
or any of the provisions of this Act shall not apply to any agency of

the Government in respect of processing of such personal data, as . -

may be specified in the order subject to such procedure, safeguards
and oversight mechanism to be followed by the agency, as may be
- prescribed. - '

Explanation.—.......

" B. Proposed amendment:

35. Where the Central Government is satisfied that it is necessary
or expedient,-— . ' : "

(i) in the interest of sovereignty and integrity of India, the securify
of the State, friendly relations with foreign States, publicorders-or

(i) for preventing incitement to the commission of any cognizable

offence relating to sovereignty and integrity of India, the security of
the State, friendly\,relations with foreign States; publie-erder,

2,39
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it may, by order, for reasons to be recorded in writing, direct that all

or any of the provisions of this Act, except Sections 5 and 24 and’

Chapters VIII-XV, shall not apply to any agency of the
Government in respect of processing of such personal data, as may
be specified in the order subject to such procedure, safeguards and
oversight mechanism to be followed by the agency, as may be
prescribed. '

Explanation.—For  the  purposes . of  this section,—

(i) the term "cognizable offence" means the offence as defined in

clause (¢) of section 2 of the Code of Criminal Procedure, 1973;

(i) the expression "processing of such personal data" includes
sharing by or sharing with such agency of the Government by any
data fiduciary, data processor or data principal.”

(2) An order issued under sub-section (1) shall be passed
only if it is authorised pursuant to a law, and is in
accordance with the procedure established by such law,
made by 7Parliament, and is necessary for, and
proportionate to, the interests mentioned in sub-section
(1) being achieved.

C. Rationale for the amendmnent:

The 'amendme_nts proposed are in line with the recommendations of the
Justice ‘Srikrishna Committee Report (2018) and Clause 42 of the 2018
PDP Bill prepared by it. Based on a reading of the Supreme Court’s privacy

Judgment,! the Justice Srikrishna Committee had identified “security of

the State” as the sole interest that should be privileged under exceptional
conditions, as an exemption from certain obligations of the law. Given the
breadth of the proposed power under Section 35; the exemptions should
be narrowly tailored to protect the law from a constitutional challenge.
Thus: ' "

(a) The ground of “public order” should be deleted in Section 35(1) and
(i), given its susceptibility to misuse. Despite the Supreme Court
distinguishing between the standards of “law and order”, “public
order”, and “security of state” 2 these standards are-often conflated
in practice. Hence\, to ensure a narrow tailoring of the exemption

1 K.S‘. Puttaswarny v Union offndia, (2017) 10 SCC 1.

2 Dr. Ram Manohar Lohia v State of Bihar, AIR 1966 SC 740,

4
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and limiting its scope, the term';“pu-blic order” should be deleted
from Section 35(i) and (ii) of the Bill,

(b) Even-if the government is seeking an exemption from the
application of the Act for processing data for national security
reasons, it must still ensure that the personal and sensitive personal
data of individuals is processed “fairly” and “reasonably” (Section 5)
and is subject to security safeguards, so that the data is not misused
(Section 24). To ensure compliance with these two limited
provisions, the role of the DPA and other. penalties and offences
must continue to apply. : '

(€} Sub-section 2, in line with the PDP Bill, 2018 released by the

Justice  Srikrishna Committee, is necessary to make the law
“compliant with the August 2017 Puttaswamy ﬁudgment of the
Supreme Court, which requires that all restrictions on fundamental
right must be backed by law; with a légitimate aim; must be
necessary and proportionate; and have sufficient procedural
guarantees to safeguard against misuse. '

II, Excebtio’n under Section 12(a)(i): Non-consensual

processing by the State

A. Current text

12, Notwithstanding anything contained in section 11, the personal data

for

may be processed if such processing is necessary

(a) for the performance of any function of the State authorised 'by law

(i) the provision of ény service or benefit to the data principal from

the State; or

(ii) the issuance of any certification, licence or permit for any action
or activity of the data principal by the State; .

Sennnaa s

B. Proposed amendment _
12. Notwithstanding anything contained in section 11, the personal data

. may beprocessed if such processing is necéssary and proportionate:

. for—

\
(a) for the performance of any function of the State authorised by law

(i) the provision of arly service or benefit to the data principal from
the State through its Consolidated Fuand; or :

5
2 A




(ii) the issuance of any certification, licence orﬁermit for any action
or aclivity of the data principal by the State;

dervsnnn

C. Rationale for the amendnrent

The Bill creates an exception for the conditions under which the State can
collect personal data of individuals without their consent. Any exception
and exemption under the law should be narrowly tailored.3 Additionally,
according to the Supreme Court’s Puttaswamy judgment, any restriction
on the fundamental rights of individuals must pass the proportionality
test. Hence, a a requirement of “proportionality” should be introduced in
Section 12 to better safeguard the interests of the individual in case of any
non-consensual processing of data, The insertion of Consolidated Fund in
Section 12(a)(i) is in line with Section 7 of the Aadhaar Act, 2016 and the
observations of the Supreme Court in its 2019 Aadhdar judgements is
intended to prevent misuse of the exception. '

\

3 CCE v Hari Chand, (2011) 1 3CC 236,
K. S. Puttaswarmny (IT) v Union of India, (2019) 1SCC, paras 376-378, 379.1-379.3,
511.13 .

6

242




O~ Ooch KTtk

Member of Parlinment, Rajya Sabha {M.P,)

Public Grievances, Law and Justice
{ember, Hindi Advisory Committee, Ministry of Home Affairs
Member, Standing Finance Committee, AIIMS, Bhopal

' Senior Advocate
Member, Parliamentary Standing Commiftee On Personnel,
N

24" November, 2021
{(New Delhi)
LETTER #029-030/F82021
¢ ‘ !‘
Dear Chaudhary Jij,

Let me begin by extending my deepest gratitude and appreciation for the manner in which
you and the previous chairperson conducted the deliberations of the JCP on Personal Data
Protection Bill, 2019 spread over the past 70 sittings, in an inclusive manner. There were
extensive discussions on every facet of the bill at great length.

Though 1 am in .broad agreement with the recommendations of the JCP, deeper
contemplation puts me in doubt in respect of two recommendations. Undoubtedly in the .
course of JCP scssions these issues were-taken up and discussed at length, Mr. Jairam
Ramesh and others raised their concerns about the danger in maintaining draft provision as
positioned in section 12 and section 35 of the bill. The amendment suggested to the said
© provisions in my opinion are necessary to prevent abuse of the power of exception so
liberally granted to the state. I would request you to kindly take this letter as my note of
doubt/dissent and kindly record the same. '

It is pertinent to mention here that the PDP, 2019 Bill finds itself based on an incorrect
architecture/assumption that the right to privacy arise only for protection against breach of

- qua private and the state is virtually exempted from these constititional responsibilities.
The government agencies have a special status, treated as a distinct class, which makes the
recommendation inconsistent with the spirit of the judgement by the Hon’ble Apex Court. I
am reminded of the following observation made by the Supreme Court in the case of .S,
Puttaswamy vs Union of India (2017)10 SCCI. ' '

”Pzzvacy is a concomitant of the nght pf the individual to exercise control
over his or her personality. It finds its' origin in the notion that there are
certain rights which are natural to inherent in human being. The human
element in life is impossible to conceive without the existence of natural
rights. Natural rights are not bestowed by the state. They inhere in human
being because they are human. They exist equally in the ma’zwdual
irr especrzve of class or strata, gender or orientafion.’
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Email: \'ivek;tankha@gmai}g%mé\'ivektankha.mp@sansad.nic.in




The electronic dafa is shared by .government agencies and others on a regular basis. This
activity puts the privacy of the individual at great risk. Therefore a necessity to put a check
on sharing of personal data, to safeguard the privacy of the citizens unless it is inconsistent
with National security, sovereignty, foreign relations or for prevention/detection of any
crime/cognizable offehice. These exceptions may be allowed only in éxceptional cases and

- by a reasoned order for posterity and constitutional courts to judge 'the level of personal
intrusion. I have grave doubts on the addition of open ended phrase-of ‘public order’ as an
cxcepnon It will be susceptible to gross misuse.

Blanket protection to the government agency is neither constitutional nor in the interest or
people’s democracy. The unfettered rights given by way of exemption to the government
agency owes its presence to the presumption that the right to privacy of a citizen is not
cxtendable to protect citizens from the state and its machinery; in fact nothing can be
further from this truth. It is the duty of the state to protect the breach of privacy of its
citizens, be it in the form of private, government or foreign agencies. Any exemption 1o
permit breach of a fundamental right protected by the constitution of India must fulfil and
owe complete obedience to the exceptional circumstances permitted by law and so granted
by a reasoned order; that is to not trust or leave to state/officers fancy the precious freedom
afforded by the constitution to every citizen or person,

With v)arm regards,
\t-l« s = :
tveK K. Tankha)

SHRIP. P. CHAUDHARY
Chairperson - Joint Committee Of Parliament on PDP Bill, 2019

New Delhi
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Note of Dlssent

J’

- At the outset l WOuld ilke to place “om, record Yy persnnal apprecxancm et for f nali

complatipg the dlsmssmns on the. Pez sanal Data Pmtectmn B;]l 2019 Wthl’} was- Antioduyced in .

ER (Llst—l]) of the Seventh SChGﬂu[e of the Constitutlon, nothmg was dmne to: change the des;gu;
.. ;an‘t;l‘ai chitecture of the Bill- cven untII it$ ﬁnai adoption on 22.11, 2021 Bemdes puttmg straiiy

onf féderalism whith i i5 the bagic structuge of the Constttutzon it rmgﬁt -also! oreate probiems

in: 1mpiementataons s&u:e the State GDVL would undoubted!y, he. m the best position: to
1mp1ement thm law: A State. 1evel DPA ‘would be fdeally pos:tinned and suited to handle

eveints relating to consent and data breaches occurring in the gevgraphical aiea oi@e
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. the }ustifcatloh f_ if’.
,.vel DPAS m each oF the St'ues ‘makes emment sense 'md is.a

o ": =‘:(data plxnc:lpa}s) 1s paramount and therefore, theqe promsmns shnuid ﬂnd mention i the
N _ ) "prwacy b;li whlch lS the PDP Bli] 2019 Gomp]ete removal from thlS b]ll would actuaily_ '
- make the SOGlEﬂ mecha umccountable fm the Lontent Lhat they dlspiay as regcu ds pn\racyof' :

; ".:-‘ii_xdata prmclpals RS

. 'Ihe 'suggestmn for removal of penalt;es fx om codiﬁcatlon under Sectlon—57 to
o ' 'somethmg to be presm ihed by Gmrt. xs not: acceptable because these were proposed
B :f.. L at the tlme ohmtml mtroduchonofthe Blﬂ by the Govt. and are also i Y tune with the

' Eurnpean Un u}n s Gene1 al Data Protectmn Rebulatinn (EUGDPR) and“the Dit:
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o, .Proteg:tlon l:aws of Smgapore, Australla and Germany The ]Jurpose behmd these

penaltles 1s to keepxthe prwaty of the cit;zem as: tiie prfmary 0\(&]‘&1 chmg ob;ectwe of -

6. .. ' ThehSCUpE and apphcabxhty-'_ Sécnon 35 should be defined in the BAII as tiaiy owly as
passxh]e fo]Iowmg the ])i'mcnﬂ__

5 l:ud dovm by the Hnn bIe Supreme Court in the
Puttasx.vamy cases as, bemg lalﬂ down bv Iaw Iegltxmate, p1 opmmonate, necessary,
.reasonable and Fair, There 5houid be very little §cope.for- d1$crett0n left-to. the Central
Govt. bn-this. Besades {hel hds 16 b a pr gsmbed mechamsm by Jaw to' revaew eac*h such

dechmn eithér'by a Par Jiamentar Y body or'by a }udlmzﬂ msutunona] arian”ement
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., APPENDIX XIII

LIST OF GOVERNMENT AGENCIES AND

EXPERTS/STAKEHOLDERS/ORGANIZATIONS/ INDIVIDUALS FROM

WHOM MEMORANDA WERE RECEIVED.

ccccc

Name of governiment agencies and experts/ stalceliolders/

Srl, No.: . .y
organisations/individuals
1. | M/o Electronics and Information Technology -
2. | National Crime Records Bureau (NCRB)- M/o Home Affairs
3. | Unique Identification Authority of India (UTDAI)- M/o Electronics and
Information Technology |
4. | Narcotics Control Bureau (NCB)- M/o Home Affairs
5. | National Investigation Agency (NIA)- M/o Home Affgirs
6. | Office of Registrar General & Census Commissioner- M/o Home Affairs
7. | Reserve Bank of India (RBI)
8. | Securities and Exchange Board of India
9. | Delhi Police _
10. | National Institute of Public Finance and Policy (NIPFP)
11. | Supreme Court Of India
12, | Office of the United Nations High Comrmssmner for Human Rights
13. | Aapti Institute
14, | Access Now
15. | Aditya Birla Group:
16. | Advanced Computing And Comiunications Society (ACCS)
17. | AKS Partners
18. | Amazon India
19. | Amazon Web Services (AWS)
20. | American Bar Association Antitrust Law And Internatlonal Law Sections
21, | American Chamber Of Commerce In India
22. | ANI Technologies Pvt. Ltd(OLA)
23, | Argus Partners Law Firm
24, | Article 21 Trust _
25. | Asia Cloud Computing Association (ACCA)
26. | Asia Division, Human Rights Watch- |
27. | Asia Internet Coalition (AIC)
28.

Asia Securities Industry & Financial Markets Association (ASIFMA)

oS!




Asian Business Law Institute

29, _
30. | ASSOCHAM | )
31. [ Association Of Competitive Telecom Operators (ACTO)
32. | Astrum |
33. | AZB & Partners
34. | BESTFIT Business Solutions Pvt Limited
- 35. | Bharti Airtel Limited -
36. | Bridge Policy Think Tank
37. | Broadband India Forum(BIF) .
38. |BSRAndCo.LLP
39. | BTG Legal
40. | Carnegie India
41.- | Cellular Operators Association Of India (COAI) !!
42. | Centre For Information Policy Leadership (CIPL)’
43. | Centre For Knowledge Sovereignty
44, | Centre For Policy Research |
45, | Centre for the Study of Law and Governance, JNU.
46. | Certified Information Privacy Professionals for Asia(CIPPIA)
47. | Chandhiok& Mahajan Advocates And Solicitors
48. | Chase India
49. | Chinmaya Mission, Kerala
50. | Chinmaya University For Sanskrit And Indic T1ad1t1ons
51. i Citizens Forum For Civil Liberties (CFCL)
52. | Civic Innovation Foundation
53. | Cloud Computing Council of India
54, | Coalition Of Services Industries
55, | Common Cause
56. | Computer & Communications Industry Association (CCIA)
57. | Contego Humanitas Foundation :
58. | CUTS International, Jaipur 7
59. | Cyber Cafe Association Of India (CCAOQI)
60. | Cyble Inc.
61. | DAKSH
62, | Data Privacy Foundation
63. | DBS Bank India Limited (DBIL)
64.

Deutsche Bank AG




65. | Digital Europe y

66. | Digital Health India Association

67. | Dr. APJ Abdul Kalam Centre

68. | Dua Consulting

69. | Dvara Research

70. | Economic Laws Practice (ELP) Advocates And Solicitors
- 71, | Esya Centre, New Delhi

72. | European Economic Group Secretariat

73. | European Commission

74. | Facebook India Online Services Pvt, Ltd.

75. | FICCI

76. | Forum for Integrated National Security (FINS)

77. | Foundation of Data Protection Professionals In India (FDPPI)

78. | Free Software Movement of India '

79. | FTI Consulting

80. | Future of Finance Initiative Dvara Research (Formerly IFMR Finance

Foundation)

81. .| Game Changer Law Advisors

82. | Google

83. | Government of Japan

84. | Here Technologies

85. | Hindustan Unilever Limited

86. | Home Credit India Finance Private Limited

87. {IBM India Pvt. Ltd.

88. | ICICI Bank Limited

89. | ICICI Home Finance Company Limited

90. | ICMR-AIIMS Computational Genomics Centre

91. |IDFC Institute C

92. | IFIT Research Forum

93. | Ikigai Law

94. | India Cellular & Electronics Association (ICEA)

95. | India Strategic Partnership Forum

96. | Indiatech.Org
- 97. | Indus Law

98. | Internet Corpor a'&lon For Ass1gned Names And Numbers (ICANN)

99, | Internet Freedom Foundation

e




100. | Internet Sociefy India

101, | Ira Law

102. | iSPIRT Foundation

103. | IT For Change, Bengaluru

104. | ITU-APT Foundation Of India (ITU-APT)

105, | J. Sagar Associates, Advocates & Solicitors

106. | Jaagrithi Foundation

107. | Japan Electronics. and Information Technology Industries Association |
(JEITA).

108. | Jaquar Group

109. | Jio Platforms Ltd./ Reliance JioInfocomm Ltd.

110. |JISA

111. '} Journal of Innovation, Corhpetition and Information Law (JICIL)

112. | JPMorgan "

113. | Kapil Sapra & Associates

114, | Kaspersky

115. | Koan Advisory Group

116. | KPMG India

117. | L&L Partners

118. | L&S Attorneys

119. | India Digital Health Network, Lakshmi Mittal and Family South Asia
Institute at Harvard University,

120. | Lakshmlkumaran and Sridharan Attorneys

121. | Law First, Advocates & Solicitors

122. | Lex Partners

123. | Madhyam

124, | MakeMyTrip (India) Private Limited

125, | Mani Chengappa&Mathur

126. | Mason & Associates

127, | Mastercard

128, | Matrimony.com Litd.

129, | Medianama

130. | Microsoft India

131. | Mizoram University

132. |- Morrison &Foerster LLP

133. | Mozilla corporation
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134,

NASSCOM A -

135. | News Broadcasters Association (NBA)

136. | Nishith Desai Associates

137. | Observer Research Foundation

138. | PayPal Payments Pvt. Ltd

139, | Paytm

140, | Pier Counsel

141. | Privacy International

142. | PRS Legislative Research

143, | RELX & LEXISNEXIS Risk Solutions

144, | Saikrishna& Associates

145. ! Samsung South West Asia |

146. | Sarthak Advocates and Solicitors ]

147. | SECL o

148. | ShareChat/ Mohalla Tech Private Limited (Mohalla Tech)

149. | Society for Excellence in Constitutional Law and Public Policy of Dr
RMLNLU, Lucknow. '

150. | Software & Information Industry Association (SIIA)

151, | Software Freedom Law Centre

152, | Sony Pictures Network

153. | Standard Chartered Bank

154. | Studio Nilima = : Collaborative Network For Research And
Capacity Building

155. | Tandem Research, Goa

156. | Techlegis Advocates & Solicitors '

157. | The Cochin Chamber Of Commerce And Industry

158. | The Centre For Internet And Society, India ~

159. | The Dialogue :

160. | The Economics Soc1ety, Shri Ram College Of Commerce

161. | The Indian Hotels Company Limited (IHCL)

162, | The Internet And Mobile Association Of India

163. | The Internet Democracy Project

164. | The Kautilya Society, National Universjty Of Juridical Sciences (NUJS),
Kolkata A |

165. | The Software Al hance(BSA)

166.

The Sports Law and Policy Centre
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167. | Thinking Legal

168. | Times Internet Limited

169. | Times Network

170. | Toyota Kirloskar Motor Private Limited

171. | Triangle

172, | Trilegal

173. | Truecaller

174, | Twitter India

175. | U.S.-India Business Council

176. | Uber India

177. | UNSW Australia

178. | US - India Strategic Partnership Forum

179, | United States Trade Representative (USTR) and Commerce Depa1tment
Federal Government of the United States -

180. | Visa Consolidated Support Services India, Pyt Ltd.

181. | WadiaGhandy& Co.

182. | Wikimedia Foundation

183. | 9.9 Insights

184. | Justice B. N. Srikrishna (Retd.)

185. | Abhishek Choudhary

186. | Abhishek Jain

187. | AbilashSoundararajan

188. | Agnel Vishal

189. | Ajay Bhargava & Supratim Chakrabor ty, Partners, Khaitan & Co.
Advocates

190. | AmanKonark Modi

191. | Anu Acharya CEO, Mapmygenome Indla Limited

192, | Aniket Birari ,

193, | Apurv Sardeshmukh Partner, Legasis Partners

194. | Arjun Natarajan

195. | Ashit Kumar Srivastava,Assistant Professor of I.aw,National Law
University-Jabalpur

196. | B. Christopher

197. | Dileep Senapathy

198, | Divij Joshi \

199. | Divya Raj
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Dr. Arul George Scaria & Soham Goswami, National Law University,

200.
Delhi
201. | Harshit Goyal
202. |{ Humesh Thakur
203, { Indra Prasad Chourasia
204. | Jaideep Reddy
205, | Jatin Chuglani
206, | Joel A Peres
207. | Kumar Deep, ITT Council, representing Global Multi Association
208. | Nirvin
209. | P. Prakash Maria Liju
210. | P.S, Ravindranath
211. 1 Prakhar Mishra and Vikram Sinha /
212, | Professor Mr Drs R. (Romeo) F. Kadir
213. | Prof.S.N. Sarbadhikari
214. | Rajat M. Ranka
215. | Rakshith S.
216. | Ria Singh Sawhney
217. | Reetika Khera and Anmol Somanchi
218. | Sanju S.
219, | Sasanka Sekhar Bandyopadhyay
220, | Saurabh Chintoo
221, | Shreyan Sengupta
222. i Shubham Lanke
223, | Simrandeep Singh
224, | Subham Jain '
225. | Sunil Gupta, Managing Partner&CEO,Yotta Infrastructure Solutions LLP
226. | Unnikrishnan Nair ' '
227. | Urmi Bhattacharya
228. | UtkarshaDandavate
229. | Vakul Sharma
230. | Varun Deshpande
231. | Vickram Crishna
232. | Vicky Shah, Advqcate
233. | VikasApte
234, { Vishal 71§l}aku1'
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- Joint'Committee on the Personal Dnta Protection Bill, 2019

The Joint Committee on the Personal Data Protection Bill, 2019 had.its first’
sitting on the 16" January, 2020 from 1430 his. to 1530 hrs. at Committee Room ‘D,

Parliament House Annexe, New Delhi,
PRESENT

Smt, Meenalashi Lekhi - " Chalrperson
|  LOK SABITA

Shri P.P, Chaudhary

Shri S. S: Ahluwalia

Col. Rajyavardhan Singh Rathore
'Dr, Kiritbhai Solanki

Shri Uday Pratap Singh

Shri Rajiv Ranjan Singh

e

Shuj Gawrav Gogoi

Dr, Shrikant Eknath Shinde
Shri Bhavtruhari Mahtab

1. Shri Ritesh Pandey

— w v o
S P s

RAJYA SABHA
12. Shri Rajesv Chandrasekhar

13. Shri Ashwini Vaishnaw
t4, Shii Juiram‘ Rarmesh
15. Shri Derek ‘O’ Brien
16, Prof. Ram Gopal Yaday

. SECRETARIAT
1. Shri Ganapati Bhatt o . .Addl. Secretary
2. Dy, Ram Raj Ral - Birector
1
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1airperson drew the attention of the

and 58 of the Directions by the Speaker, Lok Sabha regarding

conlidentiality of proceedings, Afler introduction, the vepresentatives,of Ministry of Electronics

and

Information Technology made PowerPoint presentation before the Corﬁmittee. The |

General features of General Data Protection Regulation (GDPR) 2016 and its
history, comparison between The Personal Data Protection Bill, 2019
(PDP Bill 2019) and GDPR 2016;

Compa'ra!tive analysis between Draft Bill by Justice B.N, Srikrish/ha on data
protection & The PDP Bjll 2018, and also mention déviation of the Bill under

consideration from Draft Bjfl that of Justice Stikrishna; _
Particufars ‘on the imbact of the Bill, on i) ense of doing business i) innovations
ecbsyster_n and iii) investments;

Distinction between critical data & sensitive data; the authority to classify the

" categories of data and the basis of such dis'tinction ;

Methods to contro} and withstand the monopoly of giants like Google and the

-methods to protect the data handled by & stored with start-ups;

Details on means to cater o people with fanguage barriers so that they understand

vatious conditions specified before consciting;

Details on data shared by Uber and breaching privacy of individuals for
commercial purposes and th.e reaction of the Government thereto;

Definition of privacy & details on how ﬂmdamental'rig'ht to privagy is protected by
The PDPB 26! 9 & whether there are reasonable restrictions to pJ_'ivacy;

Patticulars on rights of g data principal and how reciprocal obligations to maintain
privacy are ensured;

Methods to deal with data processed & stored outside the couniry in case of
gateway payments made through’ bapks & other means, and whether the
Government of India can be t,hle guardian of data of citizens generated & used out
of India;

Particylars of protection provided to data stored in data repository within the

country and potentiality of cyber security of India to cater'to the protection, and

\ 3
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@,

o Solutions being offered in the Bill if someone breac_:he_s_f the ﬁrewa_l-l network

S

security.

2. MEITY was asked to provide written replies to all these points and come prepared duriﬁg

the next sitting of the Committee to give answers to all related issues. The Committee also desired
that a compendium may be prepared & provided to Hon'ble Members, comprising of Bafe IT Act
2000, all the references on judgment, Justice Srilkrishna Commission Report, Draft Bill proposed
by Justice St tkrishiia, Rules and Citations, GDPR, feedback received from pub[tc

' cxpelts/stakeho!ders before the drafting of The Personal Data Protestion Bill, 2019, Ruling of“ .

Hon’ble Supreme Coutt on Puftaswamy, V/s the Uol and Extract from SC Judgment on

Aadhaar-26.9.2018,

The vritnesses then withdrew,

——

A copy of verbatim record of the proceedings is kept on fecord.

The Conumitiee then adjourned.




. Joint Committee on the Personal Data Protection Bill, 2019

MINULRS OF ‘THE SECOND SITTING OF ‘CHI: JOINT COMMITTER, ON THE

» PRSONAL DATA PROTECTION BILL, 2019 HELD ON cH ot FEERUARY
2P COMMITTIR ROOM ‘I, PARLIAMENT HOUSE ANNEXE, NEW
DELHL, ; T

The Second sitting of the Joint Committee on the Personal Data Protection Bill,
2019 was held on. the 18" February, 2020 (Tyesday) from 1430 hus. to 1700 hys,
Committec Room ‘E’,'Parliarhent House Annexe, New Delh, |
2. The agenda for the Meeting was further briefing by thelMixﬂsny.f!
-and-Ir—lformation‘Technology (MEITY) and the Ministry of Law and Justice on the
Personal Data P;otection Bill, 2019,

of Eleotronics

PRESENT

© Sint, Meenakashi Lekhj e | Chairperson
LOXK SABHA

2, ShiiS. s, Ahluwalig
3. ShuiL.S. Tejasvi Surya
4. Shri Ajdy Bhatt '
5. Shri Sanjay Jaiswal
6. Dr. Kiritbhai Solanki
7. Dr, Heena Gavit
8. Shri Uday Pratap Singh.
9. Shri Gaurav Gogoi
10. Shri Manish Tewari »
11 Dr, Shrikant Eknath Shinde
12. Shri Bhartmhari Mahtab
. 13, Shri RiteshPandey

. RAJYA SABHA
14. Shri Bhupender Yaday ;o

15, Shif Suresh Prabhy ‘

16, Shui Rajeev Chandrasekhar

17. Shri Jaitam Ramesh
18, Shi Vivek K. Tankha

19, Shii Derek ¢0” Brien
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20, Shri A, Navaneethakrishnan -
21, Prof, Ram Gopal Yadav )
22,Dr. Amaf Patnaik

SECRETARIAT

1. Shi Ganapati Bhat - Additional Secretary
. Dr, Ram Raj Rai - Director
3. . ShtiB. N, Mohapatra - Joint Director
WITNESSES

MINISTRY OF ELECTRONICS AND IT

[, Shri Ajay PrakashISé.whney - Secretary '
2. Smt. Jyoti Arora - Addl, Secretary & Financial Advisor
-3, Sh, Gopalakrishnan S - Additional Secretary
. 4. Sh. Rakesh Maheshwari - Senior Director
5. Sh, Sanjay Bahl - - . DG, CERT-In
" 6. Sh. Vikash Chaurasia - Scientist ‘C’
MINISTRY OF LAW & JUSTICT,
(Departinent of Legal Affairs). ‘
1. Sh. Rajveer Singh Verma - Additional Secretary -
2, Dr, Padmini Singh - Additional Legal Adv1ser
(Legislatwe Depai'tment) '
[. Dr. Reeta Vasishta - = Additional Secretary
2. Sh, R. Sreenivas - Additional Legislative Counsel

3 " At the outset, the Chairperson welcomed the _Members. to the second éiﬂing of the Joint
Cothmittee on the Personal Data Proteétic_)n Bill, 2019 and (_)utlined the agenda item i.e..further
Lriefing by the representatives of the: Ministry of Flectronid's and Information Technology
(MEITY) and the Ministry of Law and Tustice (Legislanve Department and Department of Legal
Affaies) and also to seck clarifications from the replesentatlves foi the exammahon of The

Personal Data Protection Bill, 2019, Thereafter, the Chau"pmson welcomed the representatwcs
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i
Wi

from both the Ministrieé and drew their attention to Divection 55(1) and 58 of the Directions by
. Speaker, Lok Sabha concerning the conﬁdentia'lit'y of the Committes proceedings,

4. Afier the infroduction by the representatives of both the Ministries, Hon’ble Chahper‘s'on ‘
- expressed her concetn about the lack of sufficient matesials in the compendium and"the manner -
t and format in which they were prepa.r.ed by MEITY for the use of Melmbers of Committee. The
. representatives of MEITY acknowledged the c@ncel'n and asstﬁ'ed that the compendivm (both
hardcopy and soffcqpy), complete in all ;especf and with index, pagination and proper ﬂagging,
shall be pl_'ovided to, 'the.Lok Sabha Secretariat well m 'acivance befm;e the ‘next meetirig of the.
Committee for the use of the Chairperson and Metabers of the Committee, In this conext, the
Ministry was requested to prepare Member-wise '1'eplies to the questions / queries rajsed by

Members of the Committee,

5. Then Hon’ble Chairperson directed MEITY 1epresentafives to brief the Committee
1'ecommendations of Justice Srﬂq'ishﬁa Committee,l provisions of the 2018 draft of the Personal
Data Protection Bill and the draft of the said Bill introduced i Lok Sabha in 2019 also to
deliberate on the points of divergence, if any, between the pro.vision‘s of the 2018 draft prepared
by Justice Srikrishna and 2019 draft as introduced in the Loic Sabha, Pursuant to this, Additional
Secretaty, MEITY drew the attention of the Committee towards the c;ompérative' analysié'
between Draft Bjll provided by Justice B.N, Stikeishna and the PDPB, 2019 grepai"czd by the
Ministry. During the course .of deliberations on the comparative analysis, the Chairperson and _
Members raised several points and sought clarifications ﬁ*d_m the represer-ltatives and put forward -

their recommendations,

6.  During the deliberatiéns,'Members raised the issue regarding inclusion of a separate
clause in the Bill which ‘speciﬁcally deals with the creation, roles and responsibilities 6f cqﬁsent
manager and the - related necessary gui&elihés which deals  with accountability and its
indepehdence from data fiduciary. It was also discussed that tetins such as ‘privacy’, ‘security of
state’ and ‘public ordes mentioned in the Preamble /uqder different provisions in the Bill may‘

be defined and voluntary verification mechanism may be made obligatory for all data fiduciaries

\ " . . .o
3
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“hot just for significant data fiduciaries. If both data fiduclaries & significant data fiduciaries ate

dlfferent they may be brought under sepatate set of 1estr10t10ns which are to be explicitly
p10v1ded in the Bill for a reasonable classification. The Commtttee also felt that The PDPB,
2019 lacks in desxgmng a standald format for consent forms. A standard format in clear terms,
concise and eagy for a lay man to comprehend before giving consent may be deslgned Further,
for better understandmg of data transfer outside the country, rather than three categories such as

sensitive, critical and general data, two categories can be used i.e. (i) sensitive and critical data

and (ii) non-persorial data,

The witnesses then withdrew.

A copy of verbatim record of the proceedings fs kept on record.
. . |
The Commiitiee then adjourned. !
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- JOINT™ COMY[ITTBD ON
THE PERSONAL DATA PROTECTION BILL, 2019 .

The Committee sat on Tuesday, the 3 Mamh 2020 from 1600 hrs. to
1730 hrs, in Room No, 62 Palhament House, New Delhi,

" PRESENT | .
Smt Meenalkashi Lekhl :‘. - Chairperson‘
£ox SABHA
2. Shri P.P, Chaudhary ‘ i
3. Shri 8. S. Ahluwalia ) !
4. Shii L.S. Tejasvi Surya e e e T
5. Shri Ajay Bhatt A
6. Col.Rajyavardhan Sitigh Rafhore T
7. Shri Sanjay Jaiswa] . R T
8. Dr. Kiritbhai Solanki . - - @i e g e
9. Dr.Heena Gavit D A ,{'1
10. Shri Uday Pratap S1ngh A N I gt
11, Ms. Mahua Moitva ' ", o ‘ - L
'12. Shri Manish’ Teyvau ’5‘ TR 1 '
13. Smat, Kanimpzhi, e T

14. Dr. Shrikarit Bknath Shmde j“
15, Shuthcsh Pandey C
N RAJYA SABHA

N
el -,,.,;,.;_, .

16, Shri Bhupend[ef Y@dav : oo
17. Shri Sules‘ﬁ‘Pza,bh&,’; L i
18, Shri Rajef "‘Cﬁéndﬁéseldlax

19. Shri 4 \v mf.";ﬁ.}ﬁl‘g&aw
20. Shri Jaas &l -
21, Shrjﬁ "‘ X rien

22, Shrj Navéneeﬂ;ﬁkﬂshnan
23, Profy; Kaﬁi”éépaIYadav :

24, Dr, 1\‘P’ai,lhi fk.’l"" £

-
- n
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"
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Sh-hUJMv—l

—

explessed her contentment over the keen interest which had been shown by the

SRS I BN :.:i;f::;:.!i,-:& e
i fg"'_ [-l','_, ’ ! 'i
£ A ISR SECRD‘I‘ARIAT .
. et i e Yoot .
- Leoomabl. . '
Shri Ganapati Bhat %+ i+, = Addlhonél Sémetazy
Dr.Ram Raj Rai '7 "=5 ° - f)heqtm At
Shri B. N, Mohapatra R Teint-Director .
Shri S. Lal Engzau Ngaxhte u O Undel sec;reta;ry
ﬂp@ﬁﬂ;w.ﬁgwﬁp.g
iy O W o {.
o WITNES§:E§

MINISTRY OF IZLIZC’I‘R@NICS AND IT

Shi Ajay Pr akash Sawhney:. L Sec.retary : )

Smt, Jyoti Arora Addl; Seoreta y’ &Financlal Advisor
Shri, Gopalakrishnan. S. "Additional Set;retaw'-

Shri. Rakesh Mahesfiwari . <"  SeniowDireétdr:. .

Shu Vikash Chaurasxa Scjent'?;st “Q’ Rt

) A e
N . A". PR TN IS
‘«?. ' : oL "-‘ : ‘-'n'?'&[

1

1

[
ity

i 4k 2§
MINISTRY ®F LAW &; JUSTIOE’ i

(Department bf Lega] Affalrs)

Shri, Rajveer Singh Versia | s Addltional Secmtary
Dr. R.J.R. Kasibhatla .} .E .!: - Deputy Legal Adviser

(Leglslahve Departm ent)

t

Dr. Reeta Vasishta o . Additional Secr etary
Shri, I.C. Sharma . - Deputy Legislative Counsel

At the outset, the Chair ch‘son welcomed the Members of the Joint Committee
and the repr esentatives from Mmlstry of Eiecn onics and Informatmn Technology
(MEITY) and the Mlmstry of Law and Justlce (Leglslatwe Depaltlnent and Department
of Legal Affairs) to the third Slttmg -of the Joint Comrmttee and ouitlined the points to be

deliberated dmmg the'briefing by flie 1eplesentat1ves of the Ministries. The Chairperson

. 2 .-
A .
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Comnnttee on the examination oi‘ the Bill: Moxeovet, a reference was made regarding
the compendium pr owded fo membels .both'i in plly51ca1 and digital format by MEITY.
Nevertheless the annoyance eXplGSSGd by the membels on the non-availability of
replies to the hst of poinis of second stttmg was also conveyed to the representatives,
The Chairperson d1ew the attentzon of representattves from both ‘the Ministries to
Direction 55(1) and 58 of the - Dn ectzons by Speaker, Lol Sablm concerning the

conﬂdenuahty of the Committee proceedmgs

3. Aftet the mttoductton by- the repr esentattves of the thstrtes Sec1eta1y, MEITY
assured that the ansWer to the hst of points would be pr ov1ded Iatest by next Tuesday.
Further Addtttonal Semetaty, I\/JEITY resumed the comparatxve analysm between Draft’
Bill furnished by Justxce B. N Suknshna m 2018sand The Pelsonal Data Protection Bill,
2019(PDPB, . 2019), Duung the cou1se of dellbel atlons on the comparative analysis, the

chalrperson and the mernbels ra};se_d sevelal pomts and sought clarifications from the

pooen f’ﬁ"l

1ep1esentat1ves and p t f'ott'h then suggestlons The vartous points discussed in the

e i "l"

sitting meludetf the pnﬁpo;*t’a‘nee o:_t' i’esmctingsthe power ofrgOVernment to exempt certain
government aggnc1es a&?g’ }oqtl'l.leitﬂ deta ﬁdumauee ftom the trailous provisions of the Bill,
procedure f01 the seleetioﬁ o mem'ESe'is 't Data'Plotecttou Authouty (DPA), penalties
imposed o data ﬁduciau s by DPA 115 éase of- v1olatrons ‘¢féation of Data P10tect1on
Authority of Ind1a ﬁmds‘ I: the avallablhty ‘of Y rhmited p}t‘otectlon for government in case
of an offe é’ done i the eapaotfy of 4 data ﬁduelhry? power of central government to
direct any%&ate“ﬁdumaryfm pmeesser fo prowde ’aﬁy persona‘[ data anonymised /othe1

nonnpersonal “da("é" e jhlport’ance le‘ftcfeﬁﬂiﬁ'g"‘hon»pelsonaf aata and the scope of
"i:"tadata, the fgmﬁ’ea ee of a eornpauson of The PDPB -

extending - thts" concept t;

2019 with sn{‘mlal legisﬂ ’"""ns of‘ thér Iﬁtions 2 o :

”'q l',..,,:. - .- .‘,.

haw

4. At the e_nd; .jhe Commlttee‘ oueotied‘tle 1epresentatwes to prepare two

i T

pr esentanons one focusmg on uatzons where (Il) 10 data ptotectlon laws exist, (ii) data
protection laws ate pl esent and axe stﬁctly foJ,!o\.v{ed and (111) data protection laws exist




I o
and are partially comphed and the another plesentanon on The PDPB 2019 and tax
accountability. The Committee desned to know the details of diver gence of The PDPB
2019 also from Eunopeau Ieglslatmu partxcula.lly General Data P1otect10n Regulation
'(GDPR), Personal Data Protection Act 4012 (PDPA) of Smgapme, The Gramm-Leach-
Bliley Act (GLB. Act) and the Califotnia Consumer Privacy Act (CCPA) and the
reasons for America not encouraging for a holistic data protection law for U.S.A. It was
decided by the Committee that in the further sittings they would call. for expetts to
appear before them and to consider their views and suggestions while one officer each

from MEITY Leglslatlve Department and Department of Legal Affairs would also be

present durmg thosc sittings.

'The witnesses then withdrew.
A copy of verbatim record of the proceedings is kept on record.

The Comiittee then adjourned,
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- J OINT COI\'IMITTDE OoN .
THE PERSONAL DATA PROTECTION BILL 2019

The f0u1th s1tt1ng of Jmnt Conmuftee on the, Personal Data Protection
Bill, 2019 was “held*on Tuesday, the 17“‘ Maréh 2030 ﬁom 1500 hrs. in
Room No.62, Parlxrqment House NewDeIhr’

Pt PRIJSENT . -
Smt Meenakaslu Lek]n i - " o Chairperson
LOK SABHA
SthP Chaudhaly ) o ‘: f
Shri L.S. Tejasvi Surya . ' '
Shri Ajay Bhatt  __ R
Col.Rajyavardhan Singh Rathm & £ 0
Shri Sanjay Jaiswal « -+~ e

Dr, KiritbhaiSolank; - of: 3’ S R e e

Shri Uday Pratap. Smgp Gddri el 0

Shri Rajiv-Ranjan Sp;lg e 1; e

- Ms. Mahua Molfia’: Mg b

11. Shri Manjsh TeWau RN

12, Dr, Shlﬂ,{ﬁllf Eknath Shmde

13. Shri BhaxtuthauMahtab o, ;‘-_H

14, Shri thesh Paﬁdey el AT A
e -' ' RAJYA SABHA

SYeNawaw

15, Shri Bljlupender Yadav AR

16. Shri Rajeey Chandraselchar -~ . - . - e
17, Shri A.:Na{‘anée’thakmshnan B
18. Prof. Ii'airz G gaIYada\:

19. Dr. AP hes

éiﬂéRJ:ETARIA'-T'
- - Additional Sec1eta1y
"~ Director

J; B a;kunfhanqrh Mohapatra JomtDuthor
: SIui 'Lal ngzam Ngazhtc : "+ Under secretary
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WITNESSDS‘; R

MINISTRY or ELECTR@NI{:S AND‘ IT
R !,!— ~L~‘- A
Shri Gopalak1 1shnan Cor Adehﬁ(mal Secretaly

I.

2. Shri Vikash Chaulasra f_ ie" H .§c1entlst O

3. Shri Pankaj Kumar 1i/, 14 -':;}‘_'f;.":".:"‘.‘;CEf)ﬁ UIDA,I
4, Dr.Y.LP.Rao . i '?-"_'DDG UIDAI :
5. Shii Pronab Mohanty“";“""‘ DDG ’UIBAI

\

MINIST.RY OI‘ HOME AFI‘AIRS

i

Shri Ajay Kumal Bhalla ; = Sec:ctal“y ;"
Shi Nagendra Natb Sinha! ' ¢! Secxetary, Borsler Ma11agemeﬂt

B avi l =\¢_ ‘C’ ,.. . .
Shri Ramphal Pawdr & ADickioh; NC‘EE '

o ore .

ix"fpr' iy DiGST; NCRB g &
. .-<§11H ,met &eo;etary, CIS D1v1§1qn
Dnectcn CIS ans;on ’f

5,.. 1 . T
LS -y L“.

Shri Sanjay Mé\thﬁ TE e
Shri Anuj Shalma P,
Shei S.K, Bhalla!'!, 5 1

:L,w; 1,:“ f SUH

MINISTRY @I‘ LAVV"& J USTICE
(Dep artment of Legal Affairs)

R

(A

AL
.,-._.'.'.-v- 3
'.

1. Shri Anocop Kumar Mendiratfa -~ - Secretary '
2. Shri: Rajveer Singh Verma .. ~-.  .Additional Secretary
3. Shri T.K. Malik ; - Deputy Legal Adv1sel

2, At the outset, the Chalrpelson welcomcd the Members, of the Joint
Cmmﬁittqe and the 1’epresentat.1‘v§§., from Ministry of Electronics and Information
Technbiogy (MEITY) which also includeél witnesses from Unique- Identification
Authority of India (UIDAI) and the Ministry of Law and Justice, Department of
Legal Affairs to the fourth sitting of the quuf Committee. :The Chail‘pers011 briefed
the representatives 'fegar(iing:E tl{e 'iabjectiv;és' 'c:if the 'bill-. and purpose of the
Comntittee and invited the 1ep1é§entat1ves ﬂom UIDAI to express their concerns,
views and suggestions in conncctlon w1th the exaimnatlon of the B111 Further the
Chairperson drew the attention' of 1eprcsentat1ves ﬁom both the Ministries to
Direction 55( l) and 58 of thun_eqttons by Spgaker, Lok Sabha concerning the

confidentiality of the .Qonu_nittcé Epr‘(_):ceedings, .
. \ R
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3. After the 1nt10duet10n by ]the 1eplesentat1ves of the mestues Chief
Executive Officer,’ UIDAI stated the! hleOl'_Y, baekgxound and development of
UIDAI as a, govemment agency and put forwazd then concerns and suggest:ons on
the draft Blll The vauous pomts. dlSCUSSGd in the’ ﬁISf.‘ sessron of the sitting included
the scope "of conferuug the rstatus of mgmﬁeant data- ﬁduelaly to UIDAIJ,
consultative” mechamsm fo 1esolve xssues ausu‘lg Out of the differential treatment of -

b10met11cs plowded in’ the BxII and Gore b10met11cs mentxoned only in Aadhaar
Act, the contradiction’ between section 29 of Aadhaar Act which prohibits UIDALI
'ﬁom sharmg the core blometucs under any cncumsfances and sectlon 36 of the
.proposed Blll which exempts Entifiés - 't shaxe data on - certa!m grounds, the
possibility to put the exemptlon plowsxons undel sections 12 and 36 together in the
Bill, incorporation of ‘a speezfie cIause ‘to avo1d the shaung of core biometric data
which is in the possesmon [Si UIBAI deﬂmtmn of state » role of UIDAI as a data
fiduciary and. consel'" inanagm, 1e1eVance of"seetxon 56 (co~ord1nat10n between
Authouty and othei i hgdlatér& 01 authouﬁes} Wlfh 1(la‘spect to UIDAI, possxble
contiadlcflon aﬁd.need of an drbltel i case of &~ eohflte‘c betWeen the authorities,

i T

ambxguxtjz be"t“ﬁf’eeﬁ Supl exhe‘@"q_"'f Jlfégmerft ‘oft Aaaﬁaal‘ and ﬂle Bill’s provision to
exempt goifemfnehﬁ‘a”gepnéjeé" ai{cger Sec’cfo"fr”ﬁ'S pr%msmif 'te' d‘eal with data breach
by govéinpnent 'an&ﬂt e"fcdﬁeem oﬂfeﬂ 11‘1f01;.hed eonsent espec;aliy in case of
illiteratds.” 2& the ehd %hé Comrﬁszee desu & fhat’iﬂDA"I may- furnish a clause by ‘
clause eompauaon and hst outwcenfraﬁleﬁons bétween Thé Personal Data Protection.

Bill ad " Thé: AadhaafAct fon a betlel unﬂérstz{ndmg ad: meanmgfui discussion,

ney e -. A
. '

BRI -_h"::-: o ',I:he ;Y];?“%SEF hw; :\VIFP?‘I e\‘a"} T :
4 Durmg th,e s.eeond~$esmenef ;he saro: sutmg,rrthe Chanpemon welcomed the
witnesses ﬁ@m Mmistly HomeLAfféua (MHA) ;‘anc! inmted their concerns, views
and sugges(uons _,,11-~reonneot10ng wath Hhei ez\amm 'fldnr of the Bill. Further the

Chaupelson dLew the attenuc)naqﬂf Ihe— 'Wmlgg‘s_,egs,cj;o.;lgg_l _eqt_-lon, 55(1) and 58 of the

IR CL TP




- 2, ra.
b= e -

- Directions by Speake; Lo/c Sabf a conoemmg thc conﬂdentmhty of the Coinmittee

proceedmgs ; i -1 _- SRR

t

5. Once the \wtnesses 111tlopuqqd themselves? thc MHA had exp}essed their
apprehensions and pr oposed thcm $ug{gestions 'L‘he val.lous ;(nattms dlSCUSSCd in the
4

mttmg comprised of contmuanon of the PO\’.JCLS of govemment undel Seohons 35

_and 36 which are 3nalogous toJ those confened by Teleglqph Act.and IT Act, the

need for limiting the uumbel of offcnces unde1 scctlon 33, 1estx 1ct1ng the number of
govemmcnt agenoxes that can seelc exempuon unde1 qec,tlon 35. and procedure to be’

followed for sucl 1m1numty, ,necesswy to 1evamp the ;[JI'OV]ISIOHS of the long-

standing Telegraph Act tlnough the ploposed bﬂl need ‘for addless "unauthouzed

'1 '-.--r

collection of data th10ug11 eieCtlontc gadgefs o1eat10n of' agencnes %0 certxfy the

cyber security of various- mstluments, eqmpments ancl soﬂ:waw apphcatlons and

- the need for special fo1ce of cybel critie expmts 1egu1at1on of Multi Natjonal

t
.Companies, issues that may arise due to the appllcatlon of the provxsions of the Bill

on National Crime Records B.ux'cau (NCRB) and the need for consequential

~ amendment of The Ideritification of Prisoner’s Apt 1920, il effects of section 91(2) - :

3 . ) -":g;_l: . . .i'l‘ ) > * »
over economic interests of various’ compantes and the provisions to deal with data
. ?

breach committed by, government agencies.

6. The Commﬁtee also suggcsted that the thstxy may explore the poss1b111ty
of creation of two agenc;es - one for certifying electronic instruments and
equipments and the other for soﬂwale apphoatlons Far thel, the committee desired
to know the details: of offenses ;Lelafed to 1ncltements of vanous kmds which are
taking place on soc1a1 mecha platfmmc: f01 a betten unde; standmg of these aspects,
S SR
: Thie wn:ne’SS es thén wiﬂldre}iu

A copy of verbatim record:of the proceedings is ltept on record.

The\C omimitiee then df{]’bm'ned.
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= - JOINT COMMUITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The fifth sitting of Joint Committee on the Personal Data Protection Bill,
2019 was held on the 27% July 2020 from 1430 hys, to 1700 hus, at
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2.0 At the outset, Hon'bie .Chairpers'on welcomed the Members of the Joint Committee
to the fifth sitting and appreciated that the members made it possible to attend the sitting
despite the pandemic crisis, Then, Members raised varioug concerns such as the need to o
call experts outsldc government agencies for ogal evidence, inclusion of names of

Members duting the breparation of List of Points, inconveniences arising due to |

'unavailability of Parliamentary Reporters during the sitting and circu{atiop of transcripts

of the sitting to the Members, _

3. The Chairperson addressed the issues raised by the Members and thereafter she
welcomed' thq,ﬁ?‘i representatives from the Ministry of EIectrol}i_cs and _Informatiqn :
Technology (MEITY), Ministry of Home Affairs (MHA),. Minist{'y of Law and Justice
(Legislative Dépai‘tment and Department of Legal Affairs) and the representatives fiom
the govemme‘ng agencies ﬁz. Unique Identification Authority of India (UIDAX) and
National Crime Records Burean (NCRB). Then the Chairperson drew the attention of
1'ep1‘esentzitivcs 'ﬁ‘om the Ministries to Direction 55(1) and 58 of the‘Dz'rectionS by the

 Speaker, Lok Sabha concerning the confidentiality of the Committee proceedings,

4, After the introduction by the witnesses, the Director, National Crime Recorc{s}
Bureau and Registrar General and Ce'nsus‘. Commissioner of India (RGI) put forward their
concerns with regard to various pi‘ovisions of the Biﬂ. During the course of deliberations,
the Chairperson and the Members raised several points and sought clarifications from the

representatives and put forth their suggestions, The issues discussed in the sitting inter-

" alia include (i) shifting of the ﬁaﬁctiqns of NCRB 1.3 prevention, detection, investigation

and prosecution of any offence to Clause 35 of t_ile_,BiH instead of keeping it under Clause
36(a); (i) harsh penalty provisions under Clause :5? and 85 'Which may deter government
officers from rendering their duties in public ) interest; (i) misuse of Clause 64
(compensation) by organized criminals to dismpt' the criminal justice system and
overriding effect of Clause 96 on various governmeht agencies; (iv) conflict that may arise
between the exercise of power of Data Pi'ote'ction Authority (DPA) and of judicial

" 3
\
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oversight due to the provision .under Clause, ‘60 (Penalty” for failure
W e p et gt e ey S

(v) amendments to be proposed.in the-Identification of .Pnsdnqxsiz&bt ~1920 50
P v, b e . - - ~{#“:;jz"°=;"4=i{: f'”ﬂ

_ﬁgll,‘_@OI. R 6L

it in line with the provisions of 1The Pél‘sbﬁgz'l':.]‘_):g:tﬁ Protecf
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invited their concerns, views and suggestions in connection wi;th the examination of the
Bill. Once the witnesses introduced themselves, Ditectors General of both organizations
cxpressed their apprehénsions and proposed their sugpestions. The issues discussed in the
sittiﬁg infer-alia are: (i) the need for broad parameters to define Critical Personal Data; (ii)

faming of suijtable provisions for blocking those Over-The-Top (OTT) services which

. don’t comply with the framework of the present Bill; (iif) importance of data localization

and how it can cater law-enforcement agencies; (iv) exenption for the categories of data

dealt with by NCB; (v) sharing and verification of data -collected under The Narcotic
Drugs and Psycho‘trbpiq Substances Act, 1985 (NDPS Act); (vi) the proportionality
principle vis—é?vis data collected and the essentiality of a ovérsight mechanism to ensure
acc.:ountabililty:;:_‘bf :government agencies; and (vii) the issue of overlapping of Clauses_; 35

and 36. * '

£ : . .
5. At the'end, the Committee directed that the government agencies may give in

writing the replies to various points raised by the Hon'ble Members for further

. examination of the Committee. Moreover, in order to examine the requirement of

exemption, the Committee desired that NCB may furnish state-wise data of persons

detained under NDPS Actand the details of habitual narcotics dealers.

]

" The witnesses then withdrew.
A copy of verbatim record of the proceedings is Icepf on record.

The Commiittee then adjourned.
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JOINT COMMITTEE ON

THE PERSONAL DATA PROTECTION BILL, 2019

The sixth sitting of the Joint Committee was held on Monday, the 10®
August, 2020 from 1130 hrs, to 1420 hrs. in-Room No.:62, Parliament

House, New Delhi.
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13.
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15,

6.
i7.
18.
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5. At the outset, Hon'ble Chairperson welcomed all the Mémbers of the Joint
. Committee and represeﬁtatives from Ministry of Electronics and Information
Technology (MEITY) Ministry of Law and Justice (Legislative Department and
Department of Legal Affairs) and L&L Law Partners Law Offices to the sixth
sitting of the Committee. Thereafter the Chairperson drew the attention of
representatives of rministries and L&L Partners La\'V Offices to Direction 58 of the
Directions by the Speaker, Lok Sabha concerning the conﬁdentmhty of the

Committee ploceedmgs.

3. After introduction by the witnesscs, the repi‘esentativcs ﬁom L&IL Partners
Law Offices put forward their views and suggestions before the'Commi{tee on the
various issues pertaini_ﬁg to The Personal Data Protection Bill, 2019, During the
course of the deliberations, the Chairperson and the Members raised several points
and sought clarifications from the representatives and put forth their suggestions,
The issues discussed during the sitting infer alia include (i) definition of ‘child’
undel Clause 3(8) and the various issues that may arise from the present deﬁnmon’
(ii) scope of defining age of child based on the services being accessed or on the -
maturity of content being made available; (iii) conflicts that may arise if variable
deﬁmtlons for ‘child’ based on . different criteria are provided in the Bill; (iv)
applopnate consent manager framework to facilitate p1ocessmg of children’s data,

(v) difficulties in verifying the age of a child and the need for a parental consent
framework; (vi) possibility of processing children’s dala without causing any
significant haun within the amb1t of Clause 16(5), (vii) clarity in the delineation of
“roles of consent manager and data ﬁduomry, (viii) definition: of Sensitive Personal
Data; (ix) the necessity to restrict search engines from shari mg sensitive personal

data, undue ﬁroﬁling and commercialization of the data; (x) consideration of




4

explicit eXemption for the personal data of data principles not within the territory of
India; (xi) scope of providing dual brotection for the personal data of foreign
nationals based on the laws of thejr nations as well as the laws of ;T_ndia; (xii)
complexities that may come up when multiple standards and compliances have to
be followed under dual protection; (xiii) the requirement of ‘bringing harmony
between nwiltiple data protection stanciards 50 as to facilitate data Sharing and
protection internationally; (xiv) classification of data ﬁducial‘i‘es as -sigfniﬁcant data
fiduciaries under Clayse 26(1)(e) on tﬁe basis of new technologies being used and
the challenges this Mmay pose for the implementation of Fourth industrial Revyolution
(or Industry 4.0); (xv) the power of central government to exempt certain da_ta
- brocessors who process personal data of foreigners under Clause 37, thus resolving
the apprehensions of foreign nationals regarding the protection of their personal
data and (xvi) Scope of this Bill to attract business to India by providing adequacy
provisions so as to guarantee pecessary safeguayds and protection during data
transfer, Finally, the Committee desited that L&L Partners Law Offices may furnish
their replies to Secretan;ét on the \;arfous points raised during the deliberation,

The witnesses from L&, Partners Lay Offices then withdrew,

4. During the second session of the same sitting, Hon’ble Chairperson'

welcomed the Iepresentatives from Foundation of Data Protection Professionals in
India (FDPPI) and drew their attention to Direction 58 of the Directions by the

Speaker, Lok Sabhag concerning the confidentiality of the Comumittee proceedings,

5. After introduction, the representatives from FDPPI made a powerpoint
presentation and proposed their views and recommendations before the Committee.
During the cowrse of discussion, the Members of the Committee raised several

points and sought clarifications, The issues discussed during the sitting /nter qlia

X8




include (i) adding the rcasonable restrictions under Article l9k'2) of Indian
Constitutio'.n such z'ls defamation, contempt of co{n't, decency of morality detailed to
Clause 35 of the preseﬁt Bill as exemptions; (ii) scope of Clause 35 to preverﬂ:
undue delay in resolving cyber crimes; (iii) the necessity to prescribe Data
Protection Impact Assessinent as a prerequisite to transfer sensitive personal data
_ under Clause 33(1.); (iv) importance of treating official identifiers, health data and
~ financial data as.Sens_itive Personal Data under Clause 3(36); (v) modalities fot
constitation of Data Protection Authority (DPA) and the delay that may happen if
Chief Justice of India has tobe involved in the process of appointment of members -
of the authority; (v1) issues that may arise consequent to engaging hard core
industiy consultatlons iri the working of the Authority; (vii) promotion of efficiency
of DPA by giving it flexibility; (vm) scope of contractual appointment of
Adjudicating Officer (C[ause 62); (ix) clarification regaldmg the application of the
prov1310ns of this Bill in case of deceased people; (x) difference between de-
Ldentiﬂcatlon pseudonymisation and anonymisation; (i) keeping those data
ﬁduclaues/data processors out of the purview of Clause 82 ‘if the same.data
fiduciavies/data processors, and not a third agency, de-ldenufy, process and also re-
identifty data for pseudonymisation; (xii) protection of data during anonymisation
and de-anonymisation and offences due fo failure in following irreversibility
standards; (xiii) development of data centres‘in India for data localization; (xiv)
protection of data which is stoxed in the root setvers and transferred through internet
gateways and to prevent data thefts like smfﬁng attack (xv) safe and secure
anonymisation process and its bencficial use for promoting Industry 4.,0; (xvi)
necessity to prescribe strmgent stan(l'nds for anonymtsatlon (xvii) European
Union’s judgment in-July 2020 on the adequacy of the protectlon provided by the
: E.U_.—U.S. Privacy Shield; (xviii) scope of _developmgr a data union by India by

oL8.9
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I

incorporating friendly countries in South Bagt Asia and (xix) correction of
typographical etrors appeared in Clause 50(6)(g) and Clause 07(2). At the end, the
Committee desired that FDPPI may furnish their further suggestions and

fecommendations in writing to the Secretariat for the comprehensive examination

of the Bill..
The witnesses then withdrew.

The Comuniitiee then adfonryed,

A copy of verbatim record of the proceedings is kept on recoyd. .
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- WITNESSES |
MINISTRY. OF ELECTRONICS AND 17T

H
i

L. Dr, Rajehf;ﬁja K;uﬁlar e o Addl Secretary-
2. Shri Rakesh'Maheshwari ;~ . Scientist ‘G -
+ 3. Shri, Vikash Chourasia ~ . . . Scientist *C?
MINISTRY OF LAW & JUSTICE
T .
(Department of Legal Affairs) i,,
1. Shri Rajveer-Singh Verma - Addl.-Secretary '
' (Législativaﬁi)épsilz'tment) _
I. Shri R, Sreenivas : - Addl Legisiative Counsel
ASSOCHAN -
. . .[ ) )
" L. Sluy Aj"ay Shai'ma ’ h - ~Addl, Seci‘etary (Genera}
2. Ms. Shahana Chattegji  « | ., . Partner, Shardy| Mangaldas & Co,

3. Shyi Varun'Aggarwal - - Director

* Dr, APJ Abdul I('Filam.Cen‘trc

1 i

1. Shri Srijan Pal Singh. - . wocHoL:
2. Shri 8ahil Gupta. .- - Retearch Fellow

2. At the outset the Chairperson ﬁveléozlle'd'f}fé‘ Members of the Committes and the
epresentatives fiom Mo Electronics and IT, M/s Lawand _ASSQ'CHAM -

3. The Chairperson then made a brief. “statement abouyt ASSOCHAM. The
Chairperson then drew't_he attentionhof‘ rep:‘;:fs‘gépiﬁiti\?es from the Ministries and the
fepresentative of ASSOCHAM co:léeming' the confidentiality of the Committee
proceedings, The representatives - of thef"-‘ll\.,}f-gni:st.ry :and the representatives of

or86




ASSOCHAM were asked to InthdLlC$ themsei',res to the Committee before pmceedmg
to submit their VJewpomts 1egaldmg the exammatlon ofthe Bl“ ' :

4, Aftel the mtloducmon by. the W1tnesses Sh A_jay Sha: ma as the representative of
ASSOCHAM put forward ‘theit concerns w1th Legeud to vauous provisions of the Bill.
The’ 1ep1esentat1ves froin ASSOCHAM made a ptesentatlon before the Committee
regarding the same. Dulmg the comse of: deitbelatlons, _the Chairperson and the
Members laIS¢d sevela] 'poinfs "and soucht clarifications: ﬁom the representatives and
put forth their suggestions, The issues discussed in the sitting inter-alia include:

(i) Inclusion of financial ‘data in the category of sensit{ve personal data.;(ii) The hature
of financial data as per the provisions of the Bill and the need for its inciusion in the
category of sensitive personal data,; (iii) The provxsmn for localization of data _
including the p0351b1e impact on GDP and Tndia’s d;g;tal service expoits; Alternative
mechanism such as bilateral and multitateral agreements for the Eocallsqtlon of data;

International best practices regarding data localisation.; (iv) Consent mechanism for

datd processing and the need to avoid consent. fatigue while simultaneously making the

data fiduciary accountable f01 the manner in which'the data is processed. ; (v)

Increasing the scope of'Reasonab]e purpose’ as'per- the provisions of the Bill.; (vi)
Exclusion of non pe1sona! data ﬂom the ambit of"the Blll (vn) Penalty clauses as per
the p10v1s1ons of the Bxil (vm) Coltecnon Qflnfened data with respect to data
portability and the TR nghts -of the cotnpanies. oollectmg such data (ix) The rights of
the data‘principglto take action agamSt data"ﬁdumat 1es ¥ (xX) Creation of category of
significant data’ fiducialy.; k) THe: age of conéent for data pllnClpaIS aged below 18
years.; (xii) Piocessmg of-the: data b)t the sta’te and-‘the need- fof implementing safety
protocols (xm) Confermem of powel to c1eate gmdeifnes onthe DPA.; (xiv)
Tlansmon tm‘ielme f01 4Ré: mlplemen{atton ofthe Eixll (xv) Précessing of biometric
data by agehmes othen thhn{l}e govemment (x'w) Sepaiate framework for governance
of big data (xwz) Seleenon of (i‘hanpelson'and membets of DPA

3 NIRRT "- . L A 1
- The witnesses flom ASSOCHAM ‘theri withdrew.

4, Duung the second se331on of! the samc Sitlmg. the Chanpcnson welcomed the
witnesses ﬁom Dt APJ‘ Albdut Kalam Cenne 'md 1nvited theu concerns, views and
suggestions “in COnnecuon \vlth the e‘{ammati """ of the B111 Once the withesses

aryd ULy
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introduced themsel ves',"tl'ie'i'c?pt:é;é-ﬁ-f;t'ives efp:egged their apprehensions and proposed
thelr suggestions. ‘I‘he'.iss,ues-'disél'tsé;_éd' in:the sifting Inter-alia are:

(i) Processing “of bibl_’netric-'dgi.fé' léy agencies other than: the government, such as

colleges etc, al;dltﬁe_s;;egz'egati.i)n c':'f; S}mh .gihta Folt'édm‘inis‘trétive putposes.; (ii) The
right of data prircipal. to haye peisonal; data:erdsed’ie, the right to be forgotten and the
need for a time-bouind imechaitism for the same;;. (i) Faii¥ and transparent use of
algorithms and al'bi-‘ﬁc::ial'ifnteiifgeh‘biéﬁ for processing 6f data.i:(iv) Malpractices related
to processing of data} and antin'ust:rregulations to curtail. the same.; (v} Economic
impact of Data Localisdtion and time limit for implementation® of norms related to
Data localisation; (vi) The ieed for implementation of Data localisation norms in a

* phased manner.; (vii) Unfair trade praclices ‘as a resull of data.prq’cessing by large

companies. '

Thé Yvitnesses'ther withdrew.

T '
A copy of'verbatim :l:qboil'd of the p'z:o"cé'edh'lgs is kept on record.

. The Conriittée ihen acdfonriied,
L o ! ST Lot ._i e -::
; . 1
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~ JOINT COMMITTEE ON
THE PERSONAY, DATA PROTECTION BILL, 2019

The eighth sitting of the Joint Coramittee was held on Thursday, the 20™.
August, 2020 from 1100 hrs, to 1330 his: in Room No.:62, Parliament

House, New Delhi,

. PRESENT |
Smt, Meenakashi Lelkhi - Chaii'person

LOJ SABHA

2. Shri-P.P. Chaudhary .
3. ShriI.S. Te¢jasvi Surya ' j
4. Shii Ajay Bhatt o /
. 5, Col.Rajyavardhan Singh Rathme _
6. Shri Sanjay Jaiswal
7. Dr. Kiritbhai Solanki
8. Shri Arvind Dharmapuri
9. Shri Uday Pratap Singh
10. Shri Rajiv Ranjan Singh
11, Shri Manish Tewari
12. Shri Bhartruhari Mahtab
13. Shri Ritesh Pandey ' '

‘ RAJYA SABIA

14, Shri Bhupender Yadav
15, Shri Suresh Prabhu
" 16, Shri Rajeev Chandrasekhar
"17. Shri Ashwini Vaishnaw
18. Shri Jairam Ramesh
19, Shri A, Navaneethakrishnan
20, Prof. Ram Gopal Yadav
21, Dr, Amar Patnaik
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SECRETARIAT

1, Dr, Ram Raj Rai -
2. Shri B, N. Mohapatra -
3. Shri S.Lalengzau Ngaihte -

Director
Joint Director
Under Secretary-

WITNESSES » /

MINISTRY OF RLECTRONICS AND IT

1. Dr. Rajendra Kumar - Addl Secretary
2. Shri Rakesh Maheshwari -~ Scientist ‘G?
3. Shri Vikash Chaurasia - Scientist ‘C*

MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs)

1.. Shri Rajveer Singh Verma - Addl Secretary

(Legislative Department)

1. ShriR. Sreenivas - . Addl Legislative Counsel

DR. APJ ABDUL KALAM CENTRE

1. Shui Srijan Pal Singh - - CEO
2. Shri Sahil Gupta . - Research Fellow
3. Shri Eshwar Agarwal - Research Fellow
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2. At the outset,’ Hon'ble Chairpersori welcomed the Members of the Joint
Committee and 1'ep1‘eséntatives-fr0m Ministry of ].Electrqnics and Information -
Technology (MEITY), Ministry of Law and Justice (Legislative Department and
Department of Legal Affairs) and Dr. A.P.J, Abdul Kalam Centre to the ei.ghth
sitting of the Committee and appreciated all the Members fof their inferest and
1'eac]ine_=ss to take part In deliberations. Further the Chairperson apprised the
Members regarding thp white paper submitted by Dr, A.P.J .Abdul Kalam Centre on
' specific points raised during the previous sitting. Then the Chairperson drew the
attention of 1'epres,entatives to Direction 58 of the Directions by the Speaker, Lok
Sabha concernin'gnthe confidentiality of the Committee proceedings.
. | ,f'
3.. After the introduction by witnesses, Shri Srijan Pal Singh, CEO, Dr, A.P.J.
Abdul Kalam Centre made a presentation before the Committee and put forward
their views/opinions/ recommendations on various issues pertaining to The Personal
Data Protection Bill, 2019, During the course of delibérations, the Chairperson and
the Members raised several points and sought clarifications from the 1'.epresentatives
and put forth their suggestions. The issues discussed during the sitFing interalia
inchude (i) virtval selling and manipulation of data by commercial entities; (ii)
marléeting focussed algorithums and ecthical algorithmic process; (iii) scope of
Artificial Intelligence and cyber security measures in preventing financial frands
and data theft; (iv) implications of treating personal photograph and videos as
sensitive personal data; (v) purposeful and non-purposeful access to personal data
by business entities; (vi) the nced to bring balance between useful and exploitive
nature of technology-in conn:olling personal data; (vii) recommenclation to add 49 '

(2) (p) i.e.; giving power to Data Protection Authority to assess the data fiduciaries




~d-

(viii) the issue of data soveréignty; (ix) regulation of root servers and protection of
rights of Indian citizens; (x) scope of adopting crypto currency based approach as

an alternative to SWIFT; (xi) privacy and security implications of data localiéation; |
(xii) the need for a well devised fiamework for informed cdnsent; (xiii) deployment
of Artificial Intelligence dand the necessit}; 1o ensure that data fiduciaries take

adequate safeguérds to avoid data breaches; (xiv) means to protect an"d conirol data

stored beyond the territory of India; (xv) the necessity to einpowm‘ State in order to

protect fundamental rights through the effective enforcement of this Bill under

cons.l'deration; (xvi) conferring Data Protection Authority with the power to audit in

order to curb unfajr business practices; and (xvii) the importance of maintaining a

. secure algorithm registry.

4, At the end, the Cornmittee desired that Dr. AP.J Abdul Kalam Centre may

 furnish their suggestions clause by clause for the comprehensive examination of the

Bill,

The witnesses then withdrew.
The Committee then adjonrned,

A eopy of verbatim record of the Proceedings is kept in record.
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JOINT COMMITTEE ON |
THE PERSONAL DATA PROTECTION BILL, 2019

The niath sitting of the Joint Commitice was held on’ Wednesday, the
26" August, 2020 from 1130 frs. to 1430 hws, in Room No,:62,
Parliament House, New Delhi. : '

PRESENT
Smt. Meenakashi Lekhi - Chairperson

L.OX SABHA ’ {!‘

Shri P.P. Chaudhary ' '
Shri'l..S. Tejasvi Surya
Shri Ajay Bhatt
Col.Rajyavardhan Singh Rathore
Shri Uday Pratap Singh
Shri Manish Tevvari
Shri Bhartryhari Mahtab
Shri Rifesh Pandey . :

-, S RAJYA SABHA

. Shri Bhﬁpendbr Yadav
. Shri Suresh Prabhu
. Shri Rajeev Chandrasekhar

. Shri Vivek X, Tankha
. Prof. Ram Gopal Yadav
. Dr. Amar Patnaik
: SECRETARIAT
el v o ' .
Shri Ganapati:Bhat - Addl Secretary
Dr. Ram Raj Rai- ' - Director -
Shri B. N. Mohapatra -, Joint Director
Shri S.Lalengzau Ngaihte - . UnderSecretary
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WITNESSIES"

MINISTRY OF ELECTRONICS AND 1

Dr. Rajendra Kumay ‘ - Addl, Sécfetaw

L
2. Shri Rakesh Maheshwarj - Scientist ‘G
3. Shui. Vikash Chaurasia - Sclentist ‘¢ ’
, ) ,
- |
- MINISTRY OF LAW & JUSTICE
_ _ (Department of Leggl Affaits)
I. Shri Mahendya Khandelwa] - Addl Govt. Advocate
(Legislative Department)
I. Shri R. Sreenivag - Addl. Legislative Counsel
NASSCOM .
1. Shj Ashish Aggarwal . St. Dir'e:ctor & Head, Public 'Policy
2. Ms, Rama Vedashree: - CEOQ, DSCI
3. Shri Indrajeet Sircar ' - Consultant
4. Shri Anand Krishnan C- Manager-Public Policy, DSCI
2 At the outset, Hon'ble Chanpelsqn extended a cordial welcome to all the

and Information Technology (MBI’I":;)'.’), Mim's.txy of Law and Justice (Legis_lative
Department and Department of Legal Affairs) and NASSCOM to the ninth sitting

of the Committee apg appreciated all the Members for their presence and
.'.\ '_ :

ST




contributions in deliberations. Further the Chairperson drew the attention ‘of '

representativaé to Direction 58 of the‘_Directions‘ by the Speaker, Lok Sabha

concerning the cbnﬁdenﬁiality of the Committee proceedings.

-3, After iﬁt_roduction by witnesses, the representatives of NASSCOM took the

oath of verity of their oral evidence, This was followed by a presentation by

NASSCOM  before the Commitiee and they have put forward their views and

recommendations before the Comumittee on various issues pertaining to The

Pérsona} Data Protection Bifl, 2019, Moreover, during the course of deliberations,
the Chairperson and the Membets raised several-‘points and sought cl_ar‘if'lcatilons
from the 1'épresentativeé and-put forth their suggestioﬁs. The issues disgussed during
the sitting inferalia include (i) implicatiohs of treating official identifier, financial
data, health data aﬁd biometric data as ‘sensitive bersonal data’ under Clause 3(36);
(i) ambiguity regarding the respongibility and risk a'ss_oeiated with non. pérsdﬁal
data when it is de-anonymized or re-identified back to the personal data; (iiri)
necessity to freat no.r':f:;.):ersdnal data unﬂcr a separé'l"é: law with proper safeguards so
as to cater to mno{faﬁon in the field of cconotiiic’ Welfare; (iv) revision of Lhe

provision which empowm central goveriihent to duect even data processor also to

" share anonymlzecl 01” nonupersonal ‘data [Clauqé '91?(2) (v) lack of clarity in

defining pelsonal data" ‘wnder Clatse-3(29) which'”é\‘v iHoludes inferences drawn
from personal daa - for profiling, - (Vl) ploblems assocxated with processing of
personal data wheén explicit consent of data punclpal is“#" necessary critetion as

stated under Clause I1; (vii) issusd -that 'may arfse “when“explicit consent of an

" employee has to be sought always to pocess his/hai data; (viii) the need fo define

‘critical personal data” broadly in 5tli'é"]§i11 and t6ink if in-the context of national
security; (ix) un_certain'ty associated with-Central Goveriment’s power to exempt by

notification certain data processors” Foin the “application of this Act who- are




4

processing data of foreigners (Clause 37) and the lack of interestl tI.}at may arise
thereby among foreign entitigs to.'_dio_ 'l_msiness \;{iﬂ_l_ iﬂdia; (x) reco1m;-1?endatioh to
specify the provisions of the Bill whzch ate not applicable in case of the processing
of foreign data; (xi) independgx,_:lcé,- -accduntab;'lit;j, uﬂnépal'er;cy and ﬁdequaté
funding ‘of Data Protectior;‘. Autho;‘ilty; (x.ii)_ ‘lack of clarity ,.‘M{iﬂ.ll:. lespect to
'significant data fiduc fary’ and th&gnqqhanism available to entities_‘_\to;cli'gfc;ncl against
them being classified under this category; (ﬁiij) definjtion of ‘ﬁnééi:ciélv.instimtion'
in the‘Bill; (xiv) ambiguity in casg of :jtirisdictiqgl of Da_ta proteq.tli’(_‘)“n '_bfﬁcer; (xv)

uncertainties sutrounding tran;iti?_n provisions and_territorial appl';'cability; (xvi)

forms of biometric data(Clause 92); (xix) clarification for treating ‘loss of

employment’ gs one of the instances of harm.under Clause 3(20) and the

of child; (xxiii) effective implementation of data pottability rights (Clause 19) of
data principals; (xxiv) the need to cnsure protection of personal data when it is
Processed by means of business algorithins; (xxv) the Scope of treating The

Personal Datg Protection Bill; 2019, when enacted, as the base law for various other




by Article 21 of Indian Constitution and the fundamental right to Ri'ght to Privacy
emanating fiom ity (‘{*wu) non purposeful extraction of persondl data from various
devic;es by alg011thm1c PLroCess and the undue denial of services by various
technological entities; (xxviii) the requirement of defining various expressions

velated to Sensitive Personal Data such as ‘genetic c_iata, ‘caste. or tribe’,

“transgender status’ etc, under Clause 3(36) and, (xxix) the scope of classifying '

different types of personal data on the basis of their nature and process involved.

4 At the end, the Committee desired that NASSCOM may furnish their
“suggestions to the Sccretariat in the prescribed format and their written replies to

the points raised during the discussion Tor the cotprehensive éxami:}ation of the

Biil.

- The witnesses ther withdrew.
The Conmitiee then ad_;am'uerl

A copy of verbatim recor ‘d’of the proceedmgs is lcept in recor d
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" JOINT COMMITTER ON
THE PERSONAL DATA PROTECTION BILL, 2019

The Committee’ sat on Tuesday, the 01% September, 2020 from
11390 hys. to 1150 hrs. in Room No.-62, Parliament House, New

Delhi.
: - PRESENT _ T
Smt. Meenalashi Lekhi - - Chr!firperson
. . )‘-k' .
o - | LOK SABHA

Shti PP, Chaudhary .
Col.Rajyavardhan Singh Rathore
Shri Bhartruhari Mahtab

Shri Ritesh Pandey

IENS SN

RAJYA_SABHA

. Shri Suresh Prabhy
. Shri Ashwini Vaishnav
. Prof, Ram Gopal Yaday

SECRETARIAT

Shri Ganapati Bhatt - Addl; Secretary
Dr, Ram Raj Raj _ - Director
- Shri B, N, Mohapatra - Joint Director
WITNESSES:

MINISTRY OF ELE CTRONICS AND IT

1, Dr._ Rajendra Kumay - Addl Secretary
2, Shii Rakesh Maheshwari - Senior Director
3. Shui. Vikash Chaurasia - Scientist ‘¢ -

X987




- MINISTRY OF LAW & JUSTICE

o (Department of Legal Affairs)
1. Shri R.S, Verma _— Addl. Secretary

(Legislative Department)

1. Siwi R. Sreenivas - 7 Addl Legislative Counsel

Reserve Bank of India (RBI) ]

1. Ms. Rekha Chandanaveli .- Chief General-Maﬁager, RBI

2. At the dutset, Hon'ble Chairperson informed the Members of the Joint
- Committee about the sad demise of Bharat Ratna Hon'ble Shri Pranab

Mukherjee, former President of Indla. Thereafter, the Joint Committee passed a

Condolence Resolution expressing their grief on his demise. The Committee also
remembered his” contribution In natfon building and -applauded his powerful
oratory and intellectual prowess. The Hon'ble Chalrperson also made a statement

regarding the contributions of Shrl Pranab Mukherjes In Indian politics and in

public life,

3.  All the Members of the Committee, then, stood and observed stlence for a

minute. i

4, Al the end, the Chairperson informed the Members that on account of the
seven days period of State mourning, the next sitting of the Committee would be
held on 8th and 9th September 2020. '

399




(The Commitiés then adjourned)

A copy of verbatim record of the Proceedings Is kept on record,
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< - JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The Committee sat on Tuesday, the 8" September, 2020 from 1430
hrs. to 1630 hrs. in Room No.-62, Parliament House, New Delhi.

PRESENT

Smt. Meenakashi Lekhi -~ Chairpérson
. LOK SABHA
Shri P.P. Chaudhary - | | .
Shri Ajay Bhatt . ' ' ‘ B
Dr. Heena Gavit
Shri Manish Tewari -
Shri Bhartiuhari Mahtab
Shri Ritesh Pandey ,
| RAJYA SABHA
Shri Bhupender Yadav o
Shri Rajeev Chandrasekhar
Shri Vivek K. Tankha
Prof. Ram Gopal Yadav
.Dr. Amar Patnaik
SECRETARIAT‘ '
.. Shri Ganapati Bhatt - . Addl. Secretary
. Dr. Ram Raj Rai - - Director
. Shri B. N, Mohapatra - Joint Director
WITNESSES
MINISTRY OF ELECTRONICS AND IT -
: Dr. Rajendra Kumar, - - Addl. Secretary
. Shri Rakesh Maheshwari - - Senior Director

. Shri Vikash Chaurasia . - Scientist ‘C”




MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs)

1. Shri Rajveer Singh Verma - Addl. Secretary

_ | (Legislative Department) |
1. Sh. R. Sreenivas - Addl. Legislative Counsel |

Reserve Bank of India (RBI)
| : jf
Shri Ajay Kumar T Regional Director

L. :
2. Ms. Rekha Chandanaveli - Chief General Manager
3. Shri Tarun Kumar Singh - General Manager .

4. Ms. Mini Kuttkrishnan - Dy. Legal Adviser

2. At the outset the Chairperson welcomed the Members of the Committee and the
representatives from M/o Electronics and IT, M/o Law and Justice and RBI (Reselve
Bank of India)

3. The Chairperson then gave a brief account of the role of RBI as the central bank
of India and was of the opinion that the views of the RBI ‘would be helpful in the
examination of the Bill. The Chairpelson then drew the attention of representatives
from the Ministries and the representative of RBI to Direction 55(1) and 58 of the
Directions by the Speaker, Lok Sabha concerning the conﬁdent1a11ty of the Committee
proceedings. The representatives of the Ministry and the representatives of the RBI
were asked to infroduce themselves to the Committee before proceeding to submit their
viewpoints regarding the examination of the Bill. |

4, After the infroduction by the witnesses, the Regional Director, RBI, New Delhi,
as representative of the Governor, Reserve Bank of India put forward their concerns
with regard to various provisions of the Bill. During the course of deliberations, the
Chairperson and the Members raised several points and sought clarifications from the
representatives and put fox;th their suggestions.The issues discussed in the sitting inter-
'~ alia include: (i) Exemption for RBI under Clause 36 for the purposes of discharging
"~ the monetary, regulatory, supervisory and payment system related functions of the |

-
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‘RBI (ii) Processing of sensitive personal data and critical pelsonal data outside Indlia.
(iii) Exclusion of the provisions of regulatory statutes like RBI Act, BR Act, PSS Act
and FEMA from the overriding reach of the Act (iv) power, of sectoral regulators to
decide on matters related to processing, storage, classification of personal data for
entities regulated by them. (v) Problems that may arise for entities regulated by RBI
because of class1ﬁcat10n of financial data as personal sensitive data. {vi) Processing of
personal Data by Credit information companies. {vii) Processing of data of foreign data
principal (viii) Notice and consent mechanism for processing of personal data by the
RBI (ix) Processing of sensitiye pelsonai data for employment purpose () Cognisance -
of offence under terms of Clause 83 (1) of the Bill (xi) Obligations of regulators when
summoning data from regulated entities. (xii) Consent mechanism in case of entities
that procure dz{ta and entities that are aggregators of such data. (xiii) Classification of
financial datar as sensitive personal data. The Regional Director, RBI, New Declhi
submitted that RBI would give a written submission with 1egard to the quenes of the
Members concermng the submission made by RBI

S

5. . At the end, the Committee asked the RBI to provide their inputs covering
suggestions, doubts and, remedy sought on the specific clauses ?f the Bill. The
Committee also desired that the Government agencies may give in writing the replies
to various points raised by the Hon'ble Meinbers to the Secretariat for further

examination of the Bill.

The witnesses then‘{vithdrew.

B ﬁ . B S

A copy og‘ﬂei batim r ecor d of the Procei _ﬁfﬁgs 15 kept on record.
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S The C’ommzttce L'hen a(g aiet 'ned

o
....'.l.‘

T

305




- JOINT COMMITTEE ON
. THE PERSONAL DATA PROTECTION BILL. 2019

The Committee sat on Wednesday, the 9 September, 2020 from [130 hys. to
1300 hrs. in Room No.-62, Parljament House, New Delhi, :

o PRESENT
Smt, Meenalashi Lekhi ‘ - . Chairperson
LOK SABHA
Shri PP, Chaudhary ‘ ,
ShriL.S. Tejasvi Surya : . j

Shri Ajay Bhatt
Col. Rajyavardhan Singh Rathore
Dr, Heena Gavit

Shri Manish Tewari
Shri Bhartruhari Mahtab

NV AW

LRATJYA SABHA
9. Sbri Bhupender Yaday : ' e
10. Shri Rajeev Chandrasekhar

11, 8bri Vivek K. Tankha
"12. Prof. Ram Gopal Yaday
13. Dr. Amar Patnaik
. L
"SECRETARIAT
1. Shri Ganapati Bhatt - " Addl, S”e_c'retary

i

2. SlmiB.N.Mohapatra .. Joint Dicector

WITNESSES

Lot

HL.:!J}};* . _ :
411} i‘;‘ MINISTRY OPLLIECTRONICS AND IT

1. Dr. Rajend}ﬁf’i{u_xﬂéél - Addl. Secretary
2. SlriRekesh Mahegtiwari . - Senior Director
3. Shri Vikash Chaurasia - Scientist *C”
\ .
e - .'-.3




A . (Depnitricntof Legal Affairs)
1. -Shri Rajveer Singh Verma': —-' ‘Addl, Secretary

- (LEE islative D epn rtment)

1, Sh, R. Srcenivas Pk 'Add[. Législati;.\'c Counsel
+ ""‘_. -

PIER COUNSEL,
EooLe e Ciomallo ' ‘.z;
1. Shri Anand Kumar - Mahagir{é Bavtner e,
2 At the outset the Chairpersonsivelcomed the Mémbers of the Comx;"littce and the

represetitatives from M/o Electronics and IT, M/o Law and Justice and PIER Counsel.

After introduction of PIER Cé\l\’xslél, the Cﬁéi'rp_éfﬁén said that the views of PIER Counsel
would be helpful in the examination of'the Bill. The Chairperson then drew the attention of .
representatives from the Ministries’ and PIER Counsél to Direction 55(1) and 58 of the
Diirections by the Speaker,. Lok Sabhié' concerning ‘thé’ confidentiality of the Parliamentary
Committee proceedings. The representatives of the Ministry and the representatives of the Pier
Counsel were asked to introduce themselves to'the Cotomittee before proceeding to submit their
viewpoints regarding the examination of the Bill, :

3. Afer the introduction by the witnesses, Sh. Anand Kumar as representative of PIER
Counse! put forward their concerns with regard to varipus provisions of the Bill. During the
course of deliberations, the Chairperson and the Members raised several points and sought
clarifications from the representatives and put forth their suggestions. The issues discussed in the
sitting imfer-alia include: :

(i) The definition and concept of irreversibility with regard to anonymisation of personal data as
per section 32 and 82 of the Bill. (ii) Combination of multiple anonymous data sets with data sets
that are not anonymous leading to identification of personal data. (iii} Consent mechanism for
personal data with ease of opting out for the data principal. (iv) Distinction between personal
data and sensitive petsonal data and the-nced to broaden the definition of personal sensitive data
to inchude dernographic data, password, data relating to personal preferences and opinions etc.
(v) The rule/principle for categarisation of data as personal data or sensitive personal data and
the consent mechanism applicable for processing ther. (vi) obligations or rights of a data-
principal and the data fiduciary regarding personal data and sensitive personal data. (vii}
Processing/Transfer of data including personal data, sengitive. personal data and critical data as
per provisions of sections 33 and 34.(viii} Differentiation between personal data and sensitive




personal data based. on the consent mechanism for their processing as per Section 11(1) and
Section 11(2). (ix) The need to define the pluase 'Fair and reasonable’ in Section 5 with regard to
the processing of personal data. (x) Declaration of the oxplicit and legitimate purpose, by the
data fiduciary, for which personal data is being collected and processed. (xi) The oblifation of
the data fiduciary and the data processor with respect to natification for the any data breach. {xii)
‘Obligation to report data breach during system testing by the data tiduciary or the data processor,
(xiii) Removal of the term "tikely to cause harm' from the provision of Clause 25 (D). (xiv) The
creation of Sandbox and accompanying regulations for its tegulation as per Clause 40 and its

4.~ Attheend, the Chairperson made a statement to thank al] the Members, witnesses and the

secretariat, -
' /

The witnesses then withdrew,
. & copy of verbatim record of the proceedings is kept on record.

The Canmittee ifien adfourned,
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JOINT COMMITTEE ON
. THE PERSONAL DATA PROTECTION BILL, 2019

The 13 sitting of the Joint Committes was lteld on Thursday, the 15. ™ October, 2020
fiom 1500 hrs, to 1715 hrs, in Room No.- 62, Parliament House, New Delhi,

PRESENT o
Smt, Meenakashi Lelchi 5 ‘Chairperson

LOK SABHA

Shti P.P., Chaudhaty
Shiri L. S, Tejasvi Sutya .
Shri Ajay Bhatt . ) |
Col. Rajyavardhan Singh Rathote : S
Dr, Heena Gavit

Shii Bhartruhati Mahtab

Shri Ritesh Pandey

P NG s BN

RAJVA SABHA

9, Shri Suresh Prabhu
10,  Shri Jairam Ramesh
11,  Shri Vivek K, Tankha
12. Dr. Amar Pataik

SECRETARYAT

1. Dr.Ram Raj‘ Rai - Director
2 Shri B.N. Mohsapatra - Joint Director
_ WITNESSES

MINISTRY OF ELECTRONICS AND IT
1.  Dr. Rajendra Kumar - Additional Secreta Ly
2. Shyi. Vikash Chourasia - Scientist *C” '

1.
\

209




MINISTRY OF LAW & JUSTICY,
(Department of Legal Affairs)

L. Shri Mahendra Khandelwal - Additional Government Advocate
o . (Legislative Department)
1. Shri R, Sreénivas _ - Additional Legislativcff Counsel
' Trilegal
L. Shri Rahul Matthan - Partner

2. Atthe outset, the .Chairperson welcormed the Members of the Joint Commiittee
and the representatives fiom Ministry of Electronics and Information Technology
(MEITY) and the Ministry of Law and Justice (Legislative Department and
Departiment of Legal Affairs) and Shei Rahul Matthan, Partner, Trilegal,

3. The Chaitperson made a brief statement about Trilegal, The Chairperson then
deew the aitention of representatives from the Ministries and the representative of

Trilegal to directions 35 and 58 of Directions by the Speaker, Lok Sabha concerning

the confidentiality of the Committee pProceedings,

4, After the introduction by the witnesses, Shri Rahul Matthan, Partner, Trilegal
took the oath and put forward their concerns/suggestions o_il the Bill, covering the

following points:- '

the 'adequacy provision’ ,with.respect to cross border data transfers » between GDPR
and Clause 34 of the Personal Data Protection Bill. (%) Notice obligations

2

Hok




5. - The Chairperson and the Members raised several points and sought
clarifications in writing from Shri Rahul Matthan infes ~alia on the followmg _

(i) Consent mechanism (ii) Data encryption and decryption with respect to soveleignty
of Data (iii) Right to be forgotten. (iv) Accountability framework to prevent harm (v)
Data localization and its implications in other jurisdictions, (vi} Debiasing of
algorithms (vii) Cost escalation on account of implementation of Data protection laws
in other jurisdictions. (viii) Benefits of personalised services through algorithmic
processing (ix) Statutory verification of individuals who are patrt of social media
platforms. (x) Exemption of State from certain provisions of the Bill. (xi) Concept of

internet 'Bxceptionalism'

The witnesses then withdrew,
A copy of verbatim record of the proceedings is Ikept on record.
‘ f

1

The Committee then adjourned. '_
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. JOINT COMNMITTEE ON
THE PERSONAL DATA PROTECTION BITL, 2019 .

The 14th sitting of the Jojnt Committee was held on Friday, the 16
October, 2020 from 1100 his. fo 1430 hrs.'in Room No.-62,
Parliament House, New Delhi. S

: PRESENT -
Smt. Meenakashi Lekhi - ' Chairperson

LOX SABHA

Shei P.P, Chaudhary . -
Shei 1.8, Tejasvi Surya /
Shri Ajay Bhatt '
Dr. Xiritbhai Solanki

+ Dr, Heena Gavit

Shii Manish Tewari

Shei Bhartrphari Mahtab .
Shri Ritesh Pandey

ol S

N

RAJYA SABHA

10. Shai Suresh Prabhu .
11, Shri Jairam Ratnesh
12. Shri Amar Patnaik

SECRETARIAT
L. Dr. Ram Raj Rai - Director
2. Shri B. N. Mohapatra - Joint Director
1
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p C - WITNESSES

MINISTRY OF ELECTRONiCS AND IT

1. Dr, Rajendra Kumar . - Addl. Secretary.
2. Shri. Vikash Chourasia . - Scientist ‘C’

WIONISTRY OF LAW & JUSTICT,
(Department of Legal Affairs)

1. Shri Mahendra Xhandelwal - Additional Government Advocate

_ (Legislative Department) _
1. Shri R, Sreenivas L. Addl. Legislative Counsel

: i
West Bongal National University of Juridieal Sciences (NUJS)

1. Shri Agnidipto Tarafder - Asst, Professor

2, At the outset the Chairperson welcomed the Members of the Committee and the
-1‘¢p1'esenta_t1ves from M/o Electronics and IT, M/o Law & Justice (Department of Legal
Affairs and Legislative Department) and West Bengal National University of Juridical

Sciences (NUJS).

3. The Chairperson then made & brief statement about West Bengal National -
University of Juridical Sciences (NUIJS), Kolkata. The Chairperson then drew the
attention of representatives from the Ministries and the representative of INUJS

concerning the confidentiality of the Committee proceedings.

4, After the introduction by the witnesses, Sh. Agnidipto Tarafder, Asst. Professor
took the oath and as the representative of NUJS, Kolkata put forward their concerns
-with regard to various provisions of the Bill Shri, Agnidipto Tarafder made a
presentation before the Committee regarding the various provisions concerning inter-
alig the following:- ' : o

2
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5. During the course of deliberations, the Chairperson and the Membeys raised
several points and sought clarifications from the representative of NUJS and put forth

their suggestions. The issues discussed in the sitting inter-alia include:

(i) The rights of the data principal especially the right to explanation regarding
decisions mads in processing personal data (i) Amendment in the procedure with
respect to the right to be forgotten. (iii) Strengthening Accouyntability through
Fiduciary Duties (iv) Definition of surveillance, (v) Independence of “‘consent
managers’ (vi) Bolstering Sandbox Regulation (vii) Digital literacy roadmap for the
future, '

The witnesses then withdrew,
A copy of verbatim record of the proceedings is kept on record.

The Committee then adjonrned,
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JOINT COMMITTEY, ON
THE PERSONAL DATA PROTECTION BIL.1., 2019

The 15th sitting of the Joint Committee was held on Thursday, the
22™ Qctober, 2020 from 1500 hrs, to 1645 his. in Room No.-53,

Parliament House, New Delhi.

PRESENT ‘

Smt. Meenakashi Lekhi - ' Chairperson
L.OIK SABHA
Shri Ajay Bhatt
Col. Rajyavardhan Singh Rathote o . i
Shri Uday Pratap Singh oo /
Shii Bhartruhari Mahtab . o '
RATYA SABHA
Shri Suresh Prabhu
Shri Rajeev Chandrasekhar
Shri Vivek K. Tankha
. Prof. Ram Gopal Yadav
0 Dr, Amar Patnaik

SECRETARIAT
Dr, Ram Raj Rat - Director
Shri B, IN. Mohapatra - - Joint Director
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WITNESSES
" MINISTRY OF ELECTRONICS AND I

L. Dr, Rajendra Rumar - Addl, Secretary
2. Shri, Vikash Chourasia - Scientist ‘¢’

MINISTRY OF LAW & JUSTICE
(Department ofLegaI Affairs) ’;‘ _
1. Shi Mahendra Khandelwal - Additional Govt. Advocate

(Legislative Department)
1. ShriR. Sreenivas " Addl Legislative Counsel

Forum for Inteprated Na tional Security(FIN )

1. Shii V.8, Hegde - Advocate, National Secretary
2. Shei Shyam Prasad TS - Advocate, Research Scholar
3. Shri Shankay Shivram Bhat . - Advocate

’
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4, After the introduction by the witnesses, representatives of FINS took the oath
and made a presentation, before the Committee regarding their concerns/suggestions,

inter-alfa on the following provisions:-

(i) Definition of Child (ii) Categories of financial data to be designated as sensitive
personal data (iii) Expansion of the scope of Sensitive personal data (iv) Prescribing a
time limit for retention of personal data (v) Consent mechanism (vi) Inclusion of
operation of search engines as reasonable purpose under Clause 14(2),

5. During the course of deliberations, the Chaitperson and the Members raised
several points and sought clavifications In writing from the representatives of FINS

inter alia on the following:-

(1) Data localisation (ii) Appellate mechanism for the protection of rlght of data
principal (itf) Enforcement of the rights of the Data principal. (iv) The role and
‘responsibility of Televomn Regulatory Authority of India (TRAY) with regard to data (v)
The inclusion of TRAI as a regulatory body in the data protection regime (vi) Various
definitions under the Bill {vii) Processing of data by search engines unde; Clause 14(2)
of the Bill (viii) Consent mechanism and the misuse of data by conipanies under
foreign jurisdiction. (ix) Power and role of the State in protécting the ughts of the data
principal; (x) Judicial scrutiny of the executive with respect to the privacy rights of
data punmpal (xi) Public interest vis-a-vis individuals' interest. .

The witnesses then withdrew,

A r;opy of verbatim record of the proceedings is kept on record.

The Conumitiee then adjourned,
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, JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The Committee sat on Friday, the 23% October, 2020 from 1100 hs,
to 1300 hus. ih Room No.-53, Patliament House, New Deihi,

PRESENT
Smt. Meenakashi Lekhi - - Chairpexson

LOX SABHA ‘ /

Shri P, P, Chaudhary
Shri Ajay Bhatt

Shri Uday Pratap Singh
Shri Bhartruhari Mahtab

e

RAJYA SABHA

Shri Suresh Prabhu .

Shri Rajeev Chandrasekhar
Shui Jairam Ramesh -

Shei Vivek K, Tankha

10. Prof. Ram Gopal Yadav

11. Dr. Amar Patnaik

0 N o

SECRETARIAT

1. Dr. Ram Raj Raj - Director
2. Shuei B. N, Mohapatra - Joint Director
1
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MINISTRY OF ELECTRONICS AND IT

1. D¢ Rajendra Kumar - - Addl. Secretary
2. Shri Rakesh Maheshwari - Scientist ‘G’

3. Shri. Vikash Chaurasia - Scientist *C*”

MINISTRY OF LAW & JUSTICE,
: (Department of Legal Affairs)
1 Shri Mahendra Khandelwal - Additional Govt. Advocate -

(Legislative Department) ‘
I. Shri R, Sreenivas - Addl Legislative Counsel '

I‘acebook India Online Sexvices Private Limited(Faceboold)

1. Ms Ankhi Das - Public Policy Director - .
2, Shri Bhairav Acharya - Public Policy Manager,India &South Asia
2, - At the outset the Chanpelson welcomed the Members of the Committee and the

representatives from.M/o Electronics and IT, M/o Law & Justice and Facebook India
Online Services Private Limited. (Facebook)

‘3. The Chairperson then made a brief statement about Facebook and its position as

a major player in the social media field with a large user base in India. The
Chairperson then drew the attention of representatives fiom the Ministries and the
representatives of Facebook to the Direction 55 and 58 of the Directions by the
Speaker, Lok Sabha concerning the conﬁdentlahty of the Committee proceedings.

4. After the introduction by ‘the witnesses, 1eplesentatwes of Facebook fook the
oath and put forward their concerns with regard to various provisions of the Bill. While
welcoming the Bill, the representatives of Faccbook put forth théir concerns regarding

2
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consent architectuye in the Bill, cross border data flows
i { ial media Intermediaries as a separate class of companies within
the definition of data fiduciaries. The broad Issues which were discussed with the

Committqe inter-alia indtudef:-

d consent fatigue (iv) Age of consent for.children (v) social
ate class of intermediaries (vi) Self regulation by social
s (vii) Sharing of data with

(iif) Consent architecture an,
media intermediaries ag a separ
media intermedjaries and authentication of user identitie
security agencies
deliberations, the Chairperson and the Members raised

5. During the course of
tifications fromn the representatives of Facebook inter alia
' !

Several points and sought cla
on the folloviing:- .
(i) Targeted advertising (iif) Profiling of data for the creation of
algorithms (iv) Inferences drawn by the data fiduciary about Personal data (v} Datg

sharing between social media companies of the same parent company (vi) Diffeyent
regulators and legislation for personal and non-personal datg, (vif) Categorisation of
data as personal and non-personal data, (viii) Use of artificia] intelligence for the

Processing of data,

(1) Data localisation

The representatives of Facebook Indjan Pvt, Ltd, were asked to submit an affidavit,
signed by the highest authority of thejr company, stating their replies to the
querles/concerns rajsed by the Members of the Committee,

The witnesses then withdrew,

A copy of verbatim record of the procéedings is kept on record,

The Conumnittee iren mf_’;‘omvzeb’.
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. ' JOINT COMMITTLR ON
THE PERSONAL, DATA PROTECTION BILL, 2019

The [7th sitting of the Committee was held on Wednesday, the 28™
-October, 2020 from 1100 s, to 1320 hrs. in Room No.-53,
Parliament House, New Delhi. -

PRESENT
Smt. Meenakashi Lekhj - Chairperson

LOK SABIA

2. Shri P. P. Chaudhary c
. Shri Ajay Bhatt ' Co

Col. Rajyavardhan Singh Rathore

. Ms. Mahua Moitra

Shri Bhartruhari Mahtab

7. Shri Ritesh Pandey

(%)

S nos

RAJYA SABHA
8. Shri Suresh Prabhu '
9. Shri Rajeev Chandrasekhar
10. Shri Jaitam Ramesh

11, Shai Vivek K. Tankha

12, Dr, Amar Patnaik

1. Dr. Ram Raj Rai - Director
2. Shri B, N. Mohapatra L. Joint Director
1

319




WITNESSES

MINISTRY OF ELECTRONICS AND IT
RT\_N_—»M_____‘&__

L. Dr. Rajendsa Kumar " - Addl, Secretary
2, Shii Deepak Gogf 7 - Scientist ‘G?
3. Shti. Vikash Chaurasia - Secientist *¢*

MINISTRY OF LAy &, JUSTICE

: (])ep.artmpylt_ﬁo{‘ Legal Affa irs)
1. Sh. Mahendra Khandelwaf S A.;ciditional Govt, Advocate

(Legislative ID(_apa rfmnent)

I. Shit R, Sreenivas - A-'dditional Legisiative Counsel
Twitter Tndia Online Services Privs
\*ﬁ. RN i e
1. Ms. Shagufia Kargan - « “en Senior Manager, Publjc Policy
Ms, Ayushi Kapoor - - Legal Counse)
3. Ms. Pallayi Walia ... Policy Communications

4. Sh, Manvinder Bay; - . . Corporate Security

2. Atthe outset the Chairpersor welcomed the Members of theé Committee ang the

.

Tepresentatives from M/o Electronics and [T, M/o Law & Justice and Twitter,

: S ey v\:-'.:'.\"- I : .- , .
3, The Chajp erson then made " briot ‘Binement about Twitter and jis feadin

. P g
Position in the social media space a5 ¢ 111_E<:r'o-hloggmg platformy. The' Chairperson then

per o
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4.  After the introduction by the witnesses, jepresentatives of Twiiter took oath and
the Committee began deliberations based on Twittet's submission regarding the various
provisions of the Bill. The issues discussed in the sitting infer-alia include:

(i) Decreasing the age of 'Child' as per the provision of the Bill (ii) Additions to the
consent mechanism of the Bill (jii) Data algorithms and use of personal data.for
creation of those algorithms (iv) Right of data principal to be forgotten (v) Right of
data principal to transfer data, including data that has been profiled, to another data
fiduciary (vi) Profiling of data for the creation of algorithms (vii) Inferences drawn by
the data fiduciary about personal data (viii) Data. shaving between social media
companies of the same parent company (viii) Role of consent managers (ix) Addition
of data categories to the list of sensitive personal data under Section 15 of the Bill (x)

Auditing of data fiduciaries.

5. During the course of deliberations, the Chairperson and the Members also
expressed their displeasure with regard to the misrepresentation of th;é Indian map on
Twiiter. The representatives of Twitter assured the Committee that théy were working
alongside Ministry Of Blectronics And IT for resolving the issue. The Chairperson and
the Members also raised concerns and sought replies from the representatives of
Twitter regarding:-

(i) Provisions relating to significant data fiduciaries (ii) providing usexs of social media

platforms the option to verify their identity (iii) Applicability of Indian Law on Twitter
Inc. (iv) Data breaches of Twitter and action taken by Twitter regarding the same.

The representatives of Twitter gave clarifications to the queries raised by the Members
and were also asked to give a written reply, in the form of an affidavit signed by the
highest authority of the company, to the queries put forth by the Members.

The witnesses then w:thdrew.
A copy of ver bntlm record of the proceedmgs is kept on record,

Tlee C‘ommiﬂee then a({fom ned.




. JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 18th sitting of the Joint Committee was held on Wednesday, the
28th October, 2020 from 1500 his. to 1850 hrs. in Room No.-53,.
Parliament House, New Delhi. '

. PRESENT ,
Smi, Meenakashi Lekhi - Chairperson

LOIS SABHA

a2

Shri P. P, Chaudhary
Shri Ajay Bhatt
- Col, Rajyavardhan Singh Rathore
. Ms. Mahua Moitra '
Shri Bhartruhari Mahtab
Shrj Ritesh Pandey

b - SR VR S X

RAJYA SABHA

. Shii Suresh Prabhy

9. Shri Rajeev Chandrdsekhar
10. Siwi Jairam Ramesh

i1, Shri Vivek K. Tankha

12. Dr. Amar Painaik

o

SECRETARIAT
L. Dr. Ram Raj Rai - Director
2. Shri B. N, Mohapatra - loint Director
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WITNESSES

MINISTRY OF ELECTRONICS AND IT

1. Dr. Rajendra Kumar - Addl. Secretary

2. Shri Deepak Goel - Scientist ‘G°

3. Shii. Vikash Chourasia - Scientist ‘C’

MINISTRY OF LAW & JUSTICE
| (Departmenf of Legal Affairs)
1. Shri Mahendra Khandelwal = - Additional Govt, Advocate
(Leaislatwe Depﬂ rinent)

1. ShriR. Sreenivas - Addl, Legislative COuns?’el

Amazon India

1. Chetan Krishnaswamy - Vice President, Amazon India
2. Rakesh Bakshi - Vice President, Amazon India

3. Bhawna Sangwan . Senior Counsel, Amazon India. -

Amarzon Web Services

[. Ms. Yolynd Lobo, - Head, Public Policy --India and’ SARRC,
Amazon Web Services
2. Ms. Uthara Ganesh - ILead, Public Policy
2. At the outset the Chairperson welcomed the Membels of the Committee and the

representatives from M/o Electronics and IT, M/o Law & Justice (Departiment of Legal
Affairs and Legislative Depai tment) and Amazon India,

3. The Chairperson then made a brief statement about Amazon India and its
position as one of the biggest e-commerce platform. The Chairperson then drew the
attention of representatives: from the Ministries and the representatives of Amazorn
India to the Direction- 55 and 58 of the Directions by the Speaker, Iok Sabha
‘concerning the confidentiality of the Commlttee pxoceedmgs

2
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4, After the introduction by the witnesses, representatives of Amazon India took
the oath and made a presentation before the Committee giving a brjef profile of
Amazon India and the manner in which they ‘work with the personal data of their
customers. The representatives of Amazon further put forth thejr suggestions on the
PDP Bill, 2019 covering aspects of consistency of legislation, inte;%operability‘of the
Bill, proportionality of obligation vis-a-vis the objective of the legislation and need for -
a principal - legislation, |

5, During the course of deliberations, the Chairperson and the Members raised

several points and sought clarifications from the representatives o;f Amazon India on
the following:- ‘ ' . o

(i) Harmonization of Personal Datar Protection Bill, 2019 with other laws. (ii) Impact .
on ease of doing business with regard to the provisions of the Bijll and operational’
hurdles or difficulties in protecting personal data (iii) Profiling of user data (iv) Sharing

of personal data between data fiduciaries and obligations cast from primary data

fiduciary (o other entitics to which data is transferred.. (v) Scope of legislation with .
fespect to non personal data (vi) Data portability requirements (vii) Data localjsation
(viii) Categorisation of bersonal data as sensitive personal data, -

6. The representatives of Aunazon India gave clarifications to the queries raised by

. the Members. The representatives of Amazon India were asked to submit an affidavit,

-queries/concerns raised by the Members of the Committee.

signed by the highest authority of their company, stating their replies (o the

one of the leading providers of on demand ‘cloud cromputing. platforms and APIs to
individuals, companies and Governments. The Chairperson then drew the attention of
fepresentatives from the Ministiies and the fepresentatives of Amazon Web Services 1
the Direction 55 and 58 of the Directions by the Speaker, Lok Sabha concerning (e
tonfidentiality of the Committee proceedings,

Wf
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8. After the introduction by the withesses, representatives of Amazon Web Services
look the oath and made a presentation before the committee giving a brief profile of
Amazon Web Services as well as the manner in which Amazon Web Services handles.
data while providing services. In their presentation, while welcoiming the bill, they also
highlighted their concerns regarding the following provisions of the Bill :-

(i) Provisions dealing with mandatory sharing of non-personal data (Clause 91) (ii}
Scope of reasonable purposes under Clause 14 (iii) Private right of action to claim
compensation and need for exemption of data processors from the anmibit of Clause 64
(iv) Rule making powers of the DPA and Central Government (v) Restmctlons on cross
b01de1 data transfers and data Jocalisatioh norms,

9. During the course of deliberations, the Chairperson and the Members raised
. . . - !
several points and sought clarifications from the representatives/of Amazon Web

Services on the following:-

(i}-Clause 91 dealing with sharing of anonymised personal data and other non-personal
data with the Govermment (ii) Possibility of re-identification of anonymised data (iii)
Protection of IP rights of data fiduciaries in case of sharing of non-personal data (iv)
Expansion of grounds of processing personal data, under clause 14, to include
legitimate interest and performance of contract (v) Provisions dealing with penalties
and compensation (vi) Definition of personal data’and the power of central government
to expand the scope of the definition (vii) Accountability of data processors dlongslde
data fiduciaries in case of data breach. :

10.  The representatives of Amazon Web Services gave clarifications to the queries |
raised by the Members. The representatives of Amazon Web Services were asked to
submit an affidavit, signed by the highest authority of their company, stating their
replies to the queries/concerns raised by the Members of the Commiittee.

‘The witnesses from Ainazon Web Services then withdrew:
A copy of verbatim record of the proceedings is Ikept on reeord, -

The Committee then adjetined.
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JOINT COMMITTEE ON .
THE PERSONAL DATA PROTECTION BILL, 2019

The Commiittee sat on Thursdéy, the 29" October, 2020 from 1100 hys, 0 1320 hrs, in
. Room No.- 53, Parliament House, New Delhi, :

PRESENT
"Smt. Meenakashi Lekhi - ' Chairperson
LOK SABHA
2. ShiP.P, Chaudhary '
3. Shri Ajay Bhatt
4. Ms. Mahua Moitra
5. Shri Bhartruhari Mahtab
6. Shri Ritesh Pandey ‘ . ,
- - RAJYA SABHA [
7. Shri Suresh Prabhy
8. Shri Rajeev Chandrasekhar
9. Shri Jairam Ramesh
10, Shej Vivek X. Tankha
11, Dr, Amar Patnajk
SECRETARIAT
I, Dr Ram Raj Rai - Director
2.  SmiBWN, Mohapatra - - Joint Dirgctor
- WITNESSES

MINISTRY QOF ELECTRONICS ANDIT
1. D Rajendra Kumai‘ - Additional Secretary
2. Shii Deepak Goel - Scientist ‘G*
3., Shi, Vikash Chaurasia " - Scientist ‘C’




LR ——

MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs)

1. Shri Mahendra Khandelwal - Additional Government Advocate

. (Legislative Department)
L, Shri R. Sreenivas ‘ - Additional Legislative Counsel

One 97 Communications Ltd, {Paytm)

1, Narendra Singh Yadav -~ Vice President
2. . Dharmender Jhamb - Vice President

2. - At the outset, the Chairperson welcomed the Members of the Joint Committee
and the. representatives from Ministry of Electronics and Information T echnology
(MEITY) and the Ministry of  Law and Justice (Legislati’ve Department and -
Department of Legal Affairs) and the representatives of Ond 97 Communications Ltd,

(Paytm), |

- 3. The Chairperson made a brief statement about Paytm and the changes taking

place in the digital payments ecosystem in the country. The Chairperson then drew the
attention of representatives from the Ministries and the representative of Paytm to
directions 55 and 58 of Directions by the Speaker, Lok Sabha concerning the

' confidentiality of the Committee proceedings. The representatives of the Ministry and

the representatives of Paytm were asked to introduce themselves to the Committee :
before proceeding to submit their viewpoints regarding the examination of the Bill. A

4. After the introduction by the witnesses, Sh. Narendra Singh Yadav, Vice

- President, Paytm took oath and put forward their concerns with regard to various

provisions of the Bill. The representatives from Paytm made a presentation before the
Committee covering the following points:- ' .

(i) Definition of Sensitive Personal Data (ii) Conditions for transfer of Sensitive data
outside India (ili) Storage of sensitive personal data, (iv) Critical Personal Data (v)

~ Definition of financial data.

5. Duting the course of deliberations, the Chairperson and the Members raised
several points and sought clarifications from the representatives of Paytm inter-alia on
the following:-

837




1) Simplification of consent mechanism (ii) Data encryption and decryption with
" respect 1o sovereignty of Data (iif) Right to be forgotten., (iv) Data sharing (v) Data
. brivacy (vi) Data localization in other Jurisdictions. The Committee also directed the

representatives of Paytm to furnish a written reply to the various questions that were

“raised by the Members during the sitting, -

The witnesses then withdrew.
A copy of verbatim record of the procecdings is kept on record.

The Commiitee then.adjourned, o
' C
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_ . JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 20th sitting of the Committee was held on Thursday, the 2ot

8.
9.
10,
[

October, 2020 from 1500 lws. to 1715 hrs. in Room No.-53,°
Parliament House, New Delhi. '

. PRESENT ‘ _
Smt, Meenakashi Lekhi - - Chalrperson

1L.OK SABHA

Shri P, P. Chaudhary
Shri Ajay Bhatt

Ms, Mahua Moitra

Shri Bhartrubari Mahtab
Shri Ritesh Pandey

RAJYA SABHA

Shri Suresh Prabhu

Shri Rajeev Chaandraseichar
Shri Jairam Ramesh

Shri Vivek K., Tankha

Dr. Amar Palnaik

SECRETARIAT
I. Dr, Ram Raj Rai - Director

Shri B, N. Mohapatra ~ - Joint Director
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MINISTRY OF LELECTRONICS AND IT

1. Dr. Rajendra Kumar - Add_l. Secretary
2. Shri Deepak Goel - Scientist ‘G’

3. Shri. Vikash Chourasia - Scientist ‘C?

MINISTRY OF LAW & JUSTICE /
(Department of Legal A_t'"fairs)
1. Sh. Mahendra Khandelwal - Additional vat. Advocate

(Legislative Department)

L. ShriR. Sreenivas - Additional Legislative Counsel

Google Indin {Google)

1. Sh. Amaﬁ Jain - Head, Govt. Affajrs
2. Ms. Gitanjali Duggal - Director, Legal
3gRahul Jain o - Manager, Govt, Affairs™

2, At the outsef the Chairperson welcomed the Members of the Committee and the

representatives from M/o Electronics and I'T, M/o Law & Justice (Departiment of Legal
Affairs and Legisiative Department) and Google India {Google).

3. The Chairperson then made a brief statement about Google as one of the biggest
companies in the information technology industry. The Chairperson then drew the
attention of representatives from the Ministries and the representatives of Google to
Directions 55 and 58 of the Directions by the .Speaker, Lok Sabha concerning the

confidentiality of the Commifiee proceedings.

4, After the introduction by the witnesses, representatives of Googie took oath and
nade a presentation before the Commitiee. In their presentation, while welcoming, the

.‘\ ,

840




Bill,  the replesentatives‘gave a briel profile of Google and the privacy principles
- Google follows. They also highlighted the key inputs, regarding the Bill, concemlng
inter alia:-

(i) Google's privacy and scu.uny principles (ii) Grounds of processing under Clause 14
(iii) Provisions regarding personal data of children under Clause 16. (iv) Comphance
Obligations and DPA’s Functions (v) Identity Verification by Social Media
Intermediaries (vi) Data localisation and Cross Border Data Flows (vii} Non personal .

data (viii) Implementation timelines.

5. . During the course of deliberations, the Chairperson and the Members raised
several points and sought clarifications from the representatives of Google India on
inter alia the following:-

(i) Investigations going on in the US against Google and also other parts of the world
. (1) Types of data collected by Google for providing its services (iii) Sharing of data
. between Google, as the owner of Android platform, and OEMs -using android. (v)’
Security provisions of Google and instances of data breach. (vi) Google's privacy
policy (vii) Google's organisational structure and market share in India including the
number of users (viii) Functioning of Al systems used by Google, (ix) Removal of
operation of search engines for reasonable purposed under Clause 14.. (x) verification
of identity on social media platforms. (xi) Keeping nonpersonal data out of the ambit
of the current Bill. (xii) Concept of consent (xiii) Removal of-apps from Playstore.

The representatives of Google gave clarifications to the queries raised by the Members
and were also asked to give a written reply, in the form of an affidavit signéd by the
highest authority ‘of the company, to the queries put forth by the Membeys.

The wiinesses then withdreyw,

A copy of verbatim record of the proceedings is kept on recoid,

The Commiittee then adjourned,
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. JOINT COMMITTEE ON o
THI PERSONAL DATA PROTECTION BILL, 2019

- The 21 and 22™ sitting of the-Joint Committee was held on Wednesday, the 4th

November, 2020 fiom 1100 hrs, to 1310 hrs. in Room No.-53, Parliament House,

New Delhi.
: PRESENT -
Smt, Meenakashi Lelchi - ' Chairperson
LOK SABHA
2. ShiiP. P, Chaudhary
3. Shii Uday Pratap Singh
4. Shri Manish Tewari
5. Shri Bhartruhari Mahtab
' RAJYA SABHA
6. . Shri Suresh Prabhu - ‘
7. Shif Rajeev Chandrasekhar
Shri Ashwini Vaishnaw
: Shri Jairam Ramesh
0. Shri Vivek K, Tankha
I, Prof. Ram Gopal Yadav
SECRETARIAT
1. Dr.Ram Raj Rai | - Director
2. Shzi B. N. Mohapatra . Joint Director
. WITNESSES
MINISTRY OF ELECTRONICS AND IT
Dr. Rajendra Kumar \ . Addl, Secretary
Shti Deepak Goel - Scientist ‘G’
3. Shri Vikash Chourasia _ - Seientist *C’
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MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs) |

1. Sh. Mahencha Khandelwal - Additional Govt., Advocate

Reliance Jio Infucomm Litd, and Jio Piatfonns Ltd

1. Shri Pramod Mittal - I_’iesmlent
2, Shri Ravi Gandhi - - President
2.. . At the outset the Chairperson welcomed the Members of the Committee and

the representatives firom M/o Electronics and IT, M/o Law & Justice (Department

of Legal Affairs and Legislative Department), Jio Platforms Litd. anc} Reliance Jio

Infocomm Ltd, (JIO)

3. The Chairperson then made a brief statement about Jio Platforms as one of
the largest companies in the information technology industry in India, The

. Chairperson then drew the attention of representatives from the Ministries and the

representatives of Jio to Directioiss 55 and 58 of the Directions by the Speqkm Lok

~ Sabha concemmg the conﬂdemlahty of the Committee proceedings,

4, After the introduction by the witnesses, the representatwes of Jio took oath
and briefed the Committee. that Reliance Jio Infocomm Ltd. is 100 percent
subsidiary of Tio Platforms ILtd. (HO). Taking the cognizance of the fact, the
Committee decided to take the oral evidence of both the companies in one sitting

only.

5. Thewaﬁex representatives of Jio Platforms Ltd. made a plesentatwn befme the

‘Committee. In their presentation, while welcoming the Bill, the representatives

gave d brief profile of Jio including theit approach to data security, views on
customer data protection, data privacy principles and data protection framework.
They also highlighted the key inputs, regarding the Bill, concerning inter-alia:-

() Benefits of data localisation for Indians (i) Inferred data to be excluded from
ambit of data portability provisions (iif) Privacy by design policy (iv) data
protection impact assessment (v) Foreign data fi iduciaries that are not significant
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data fiduciaries (vi) - Regulations regatrding 'Sandbox’ (vil) Penalties (viii)
Relaxation of provisions dealing with offences, ‘

5, During the course of deliberations, the Chairperson and the Menbers raised
several points and sought clarifications from the representatives of Jio on inter-alia

the following;:-

rights (iv) Collaboration between Jio and other businesses with regard to data (v)

Privacy by design policy and protection of IP rights of busfi'nesses (v Data

minimisation (vil) Security policy and data protection fiamework of Jio (viii)
Management of data breaches (ix) Development of inflastructure for rollout of 5G.
(x) Jio's Privacy policy and putpose for which various types of data are collected
by Jio. (xi) Concept of ownership of Datg '

6. The Committee also asked the representatives from M/o Information and IT
to comment with regard to the ‘Sandbox' provision under Clause 40

7. The representatives of Jio gave clarifications to the queries raised by the
Members. The representatives of Jio were also asked to give a written reply, in the
form of an affidavit signed by the highest authority of the company, to the queries

put forth by the Members,

The witnesses then withdrew,
A copy of verbatim record of the proceedings is kept on record.

The Commitiee then adjonrned,




JOINT COMMITTEE ON

THD PERSONAL DATA PROTECTION BILY,, 2019

" The Committee sat on Thursday, the 5" November, 2020 from 1100 hrs. to 1300 hrs. in Room No.-
53, Parliament House, New Delhi,

Smt, Meenakashi Y.ekhi - " Chairperson

LOK SABHA

2. Shrl Uday Pratap Singh

3. - Shri Manish Tewarl

4, Dr., Shrikant Eknath Shinde
5

Shri-Bhartruhar]l Mahtab
RAJTYA SAIHA

0. Shri Suresh Prabhu

7. Shri Rajeey Chandrasekhar
8 Shri Ashwini Vaishnaw

9, Shri Jairam Ramesh

10.  Shri Vivek K. Tankha

11, Shri A, Navaneethakrishnan

12, Prof. Ram Gopal Yaday

SECRETARIAT
I. Dr. Ram Raj Rai » Director
2. Shri B.N; Mohapatra - Joint Director
TNESSES

MINISTRY OF ELECTRONICS AND I'F

Dr, Rajendra Kumar ’ - Additional Secretary -

1.
2. Shri Deepak Goel . ~.  Scientist ‘G
3. Shti, Vikash Chaurasia - Scientist *C’
MINISTRY OFT LAW & JUSTICE
(Department of Legal Affairs)
1. Shri Mahendra Khandelwal - Additional Government Adv?’gate

1 ¢
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~r,

ANI Technologies Pvt, Lid, (OL.A)

L Mr. Puneet Bhirani ‘ - Group Chief Operating Cfﬂper

2, Mr. Gaurav Porwal R Group General Counsel

3 Mr. Nitin Banerjee _ - Vice President & Head-Global Operations

2. At the outset, the Chairpersoli welcomed the Members of the Joint Coramittee: and the

representatives from Ministry of Electronics and Information Technology (MEIT ), the Ministry of
Law and Justice (Leglslative Department and Department of Legal Affairs) and the rcplesentatlves of
ANL Tec]moiogles Pvt. Lid.(OLA)

3. Tho Chairperson made a brief statement about OLA and its leading position as a ride
aggregator/sharing service provider. The Chairperson then drew the atteijtion of representatives from
the Ministries and the representatives of OLA fo Directions 55 and 58 Qf Directions by the Speaker,
Lok Sabha conceming the confidentiality of the Committee proceedings.

4, After.the introduction by the witnesses, the representatives of QLA took the oath and made a

Jresentation before the Committes, Their presentation included their views on (i) Processing of

personal data without consent under Seetion 14 (ii) Principles behind privacy by design policy (iii)
Data Protection Impact Assessment (iv) Transition period for the implementation of the Bifl, (v)
Sandbox mechanzsm etc,

5. During the course of deliberations, the Chalrperson and the Members sought clarifications on
the concerns and suggestions put forth by the representatives of OLA, inter-alia on the impact of data --
Jocalization on growth of OLA and management of data localization in other jurisdictions such as .
Australia, New Zealand etc,; instances of data breach , sharing of personal data among data
fiduciaries and regulations regarding the same, use of Al systems for processing of personal data,
Clause 32 dealing with grievance redressal by the data fiduciary and also the right to forget

The representatives furnished clarifications to the queries raised by the Members, The Committee
also’ directed the rcpresentatives to furnish a written reply, in the form of. an affidavit, to the
questions that werc raised by the various Members during the sitting

The witnesses then withdrew .
A copy of verbatim record of the prpcéedings Is kept on recerd,

The Commitfee then adjourned.




JOINT COMMITTELR ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 24" sitting of the Joint-Committee was held on Thursday, the 5™ November, 2020 from 1500 hrs,
to 1715 hrs. in Room No.- 53, Parliament House, New Delhi,

| PRESENT
Smi, Meenakashi Lekhi . T ' Chairperson
| LOK SABHA
2 Shri Uday Pratap Singh
3. Shri Manish Tewar} .
4. Dr. Shrikant Eknath Shinde
5. Shrl Bhartruhari Mahtab
RAJYA SABHA
6.  Shri Suresh Prabhu : ’ ' i
7.+  Shri Rgjeev Chandrasekhar ' . ¥
8. Shri Ashwini Vaishnaw )
-9, Shei Jairam Ramesh

10.  Shei Vivek K, Tankha
11.  Shri A. Navaneethakrishnan
12,  Prof. Ram Gopal Yadav

SECRETARIAT

I. Dr. Ram Raj Rai - Director
2, Shei B.N. Mohapatra - Joint Director |

WITNESSES

MINISTRY OF ELECTRONICS AND IT

Dt. Rajendra Kumar - Additional Secretary

L.
2, Shri Deepak Goel : - Scientist ‘G’
3. Shri Vikash Chourasia - Scientist *C’

MINISTRY O¥ LAW & JUSTICE

(Department of Legal Affairs)

1. Shri Mahendra Khandelwal - . Additional Government Advocate
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Uber Indin System Pvi. Lid, (UBER)V

1. Prabhjeet Singh : -~ President, Uber India & SA
2. Rajiv Aggarwal - Head of Public Policy, India & SA

3 Joyjyoti Misra - - Director, Legal, India & SA

2. At the outset, the Chairperson- welcomed the Members of the Joint Commitiee and thc_‘

- fepresentatives from Ministry of Electronics and Information Technology (MEITY) and the Ministry
. of Law and Justice (Department of Legal Affairs) and the representatives of Uber India System Pt

Ltd, (UBER),

3 The Chairperson made a brjef statement ‘about Uber and the significant amount of data

collected by it in the course of providing its services. The Chaixjperson'- then drew the attention of

represéntatives from the Ministries and the representative of Uber to directions 35 and 58 of
Direetions by the Speaker, Lok Sabha concerning the confidentiality of the Committee proceedings.
The representatives of the Ministry and the representatives of Uber were asked to introduce
themselves to the Committes before proceeding to submmit their viewpoints' regarding the examination

of'the Bill, '

4. After the infroduction by the Witnesses, the representatives froni Uber took oath and made a
presentation before the Committee and put forward their concerns/suggestions with regard to various
provisions of the Bill. The issues discussed in the sitting inter-aliq include: :

(D) Definition of Personal Data and Sensitive Persons} Data (i} Quality of Personal Data Processed:

(iil) Processing go personal data for other reasonable purposes (iv) Reporting of personal data breach’

“(v) Data protection impact assessment (vi) Categorization of personal data as sensitive personal data

(vii) Classification of significant data fiduciarjes (viii) Explanation to Critical Personal Data (ix) Data
localization norms and operational hurdles to data Jocalization, (%) Power of the government under

Clause 91, '

3. During the course of deliberations, the Chairperson and the Members raised several points and
sought clarifications from- the representatives of Uber with regard to the concems/suggestions
presented by the reptesentatives of Uber, The Committee also ditected the representatives of Uber to
fumish a written reply, on an affidavit, to the questions raised by the various Members during the

sitting
Thewitnesses then withdrery,
A copy of verbatim record of the procecdings is kept on record.

The Commnittee then adforrned,
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JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILY, 2019

The 25th sitting of the Joint Committee was held on Friday, the- 6“‘ November, 2020
from 1100 hrs. to 1245 his. in Room No. -53 Palhament House, New Dethi,

: . _ PRESENT
" Smt, Meenakashi Lekhi - Chairperson -
| LOK SABHA
‘2. Shri P, P, Chaudhary '
3. Shri Sanjay Jaiswal
4, Shri Uday Pratap Singh
5. Shri Manish Tewati
6. Dr. Shrikant Bknath Shinde .
o RAJYA SABHA

-7, Shri Suresh Prabhu S
8. Shri Rajeev Chandrasekhar ' ' ' r'
9, Shri Ashwini Vaishnaw : L !
10, Shri Vivek K. Tankha ‘ :

11, Prof. Ram Gopal Yadav
12. Dr. Amar Patnaik

SECRETARIAT

I. Dr. Ram Raj Rai - Director

2. Shri B. N. Mohapatra - Joint Director
WITNESSES

MINISTRY OF ELECTRONICS AND IT

1, Shri Deepa;k Goel - Sclentist ‘G’
2. Shri. Vikash Chourasia - Scientist ‘C?
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MINISTRY OF LAW & JUSTICE
(Department of Legal Affnirs)
1. Shri Mahendra Khandelwal ~  Additional Govt, Advocate

Bhartt Airtel I.td.( Adrtel)

. Ms. Harmeen Mehta - Global Chief Tnformation Officer

1.
" 2. Sh, Rahul Vatts - Chief Regulatory Officer
3. Sh. Manish Tiwari - Chief Information Security Officer

!
/

2, At the outset the Chairperson welcomed the Members of the Comumittee and the
representatives from M/o Electronics and IT, M/o Law & Justice (Department of Legal -
Affairs) and Bharti Ajrtel, S

3. The Chairperson then made a brief statement about Bharti Airtel as one of the -
leading telecommunications company in the world. The Chairperson then drew the
attention of representatives from the Ministries and the representatives of Bharti Airtel
to the direction 55 and 58 of the Directions by the Speaker, Lok Sabha concerhing the
confidentiality of the Committeo proceedings. The representatives of the Ministry and
the representatives of Bharti Airtél were asked to introduce themiselves to the °
+ Committee before proceeding to subrnit their viewpoints on the Bill.

4. After the introdudtion by the witnesses, the representatives of Bharti ‘Alrtel took’
oath and made a presentation before the Committee giving a brief profile of Bharti
Airtel along with their views regarding privacy and the measures taken by them to
protect the privacy of their users. In their presentation the representatives of Bharti
Airtel also put forth their: submission regarding the Bill concerning inter-alia the
following:-

"(DDefinition of personal data and inference drawn from personal data (ii) Shariﬁg of
data among data fiduciaries (iii) Right to be forgotten (iv) Offences and penalties under
the Bill (v) Period of implementation, ‘

5. During the course of deliberations, the Chairperson and the Members rajsed
several points and sought clarifications from the representatives of Bharti Airtel., The
- issues discussed in the sitting inter-alia iriclude the following:-

2
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(i) Inclusion of inferred data under personal data and its regulation (ii) Right to be
forgotten and retention of data as prescribed under other laws (iii) Provisions regarding
penalties (iv) Transition petiod for the implementation of the various provisions (v)
Data localisation and its monetary/economic impact on businesses (vi) 5G Technology
(vii) Data encryption technologies and standards regulating them (viii) Data

anonymization/de-identification techniqﬁes_..

-6,  The representatives of Bharti Airtel were asked to submit their replies to the

queries/concerns raised by the Members of the Committee in the form of an affidavit.

The witnesses then withdrew,

"A'_copy of verbatim record of the proceédings is kept on record,
. ’ |
The Committee then adjourned, .. !




’ J OINT COMMITTEE ON
THE PDRSONAL DATA PROTECTION BILL., 2019

The 26™ sitting of the Commiitee was held on Friday, the 06%
November, 2020 from 1500 hrs. to 1720 hrs. in Room 'No.-53, "
Pa1hamentHouse New Delhi, ‘

= . PRESENT
Smt, Meenakashi Lekhi - Cliairperson .

LOKSABHA |

2. Shii P. P. Chaudhaty
Shri Sanjay Jaiswal
Shri Uday Pratap Singh
Shri Manish Tewari
Dr. Shrikant Eknath Shinde
RAJYA _SABHA

S pew

Shri Suresh Prabhy

8. Shri Rajeev Chandraseckhar
9. Shri Ashwini Vaislinaw

10. Shri Vivek K. Tankha .
LL. Prof. Ram Gopal Yadav

12. Dr, Amar Patnaik

~

SECRETARIAT
1. Dr, Ram Raj Rai -~ Director
2. Shri B. N. Mohapatra . . - Joint Director
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WITNESSES

MINISTRY OF ELECTRONICS AND IT -

1. Shri Deepak Goel - . . Scientist ‘G

2, Shii. Vikash Chourasia - Scientist ‘C’

MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs)
1.” Sh, Mahendra Khandelwal - Additional Govt. Advoc‘i%\te :

(Legislative Department)’

| 1. Shri R. Sreenivas .- Additional Legisiative Counse}
_ Tru.ecaller
1. Shri Alan Mamedi - CEO and Co-founder
2. Shui Aditya Shukla - Senior Legal Counsel '
3. Shri Hitesh Raj Bhagai - - Director Corporate Communication

2, At the outset the Chan person welcomed the Members of the Commlttee and the

-representatives from M/o Blectronics and IT, M/6 Law & Justice (Department of Legal

Affairs and Legislative Department) and Truecaller, -

3. The Chairperson then made a brief statement about Tyuecaller and its unique
caller identification. mobile. application. The Chairperson then drew the attention of
representatives from the Ministries and the representatives of Truecaller to the
direction 55 and 58 of the Directions by the Speaker, Lok Sabha conccmmg the
confidentiality of the Committee proceedings.

4, After the introduction by the witnesses, representatives of Truecaller took oath
and made a presentation before the Committee. In their presentation the representatives
5 .
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of Truecaller gave and brief profile of the company and gave details about their base in
India, their methods of operations and handling of usei's data. The representatives also
put forth their submission regarding inclusion of operation of telephone directory and
caller identification services under reasonable purposes under Clause 14 and exclusion
of telephone directory and caller identification services from the definition of social
media intermediaries under the explanation to Clause 26,

5. During the course of deliberations, the Chairperson and the Members also raised
questions and sought clarifications from the representatives of Truecaller regarding

inter-alia the following :- -

(i) How Truecaller operates as a directory service (ii) “Types o{ data collected by

" Truecaller (iii) Data Minimization (iv) Special benefits.or services: for premium users

of Truccaller (v) Data sharing between Trucaller and. other third parties (vi) Targeted
advertisements (vii) Complaint mechanism’ at Truécaller (viii) Privacy policy and
consent ‘mechanism (ix) Truecaller's operation in other jurisdictions (x) Data
localisation and associated costs, '

6. Thereafter, the representatives of Truecaller gave clarifications to the queries raised

by the Members and were also asked to give a written reply, in the form of an affidavit
signed by the highest authority of the company, to the queries put forth by the

- Membeyrs,

The witnesses then withd.rew.
A copy of verbatim record of the proceedings is Iept on record,

The Committee then adjourned,
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JOINT COMMITTELR ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 27th sitting of the T oint Committee was held on Wednesday, the 11" November,

. 2020 from 1100 hrs, to 1320 hrs. in Room No.- 53, Parliament House, New Delhi,

_ PRESENT
Smt, Meenakashi Lekhi - : Chairperson
. . LOK SABHA

Shri P.P. Chaudhary

Col. Rajyavardhan Singh Rathore . .

Shri Manish Tewari ' i

. Shri Bhartruhari Mahtab S !
Shri Ritesh Pandey o : '
| RAJYA SABHA
7. Shri Suresh Prabhu
8. Shri Rajeev Chandrasekhar
9, Shri Jairam Ramesh
10.  Prof. Ram Gopal Yadav
11, Dr. Amar Patnaik
SECRETARIAT
1. = Dr.Ram Raj Rai . - Director
2. Shri B. N. Mohapatra - Joint Director
REPRESENTATIVES OF MUISTRIES/DEPARTMENTS
MIN ISTRY OF ELLCTRONICS AND IT

1. Shri Rajendra Kurnar L. Additional Sccrétary

2. ShriDeepak Goel -~ Scientist ‘G’
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MINISTRY OF LAW & JUSTICE -
(Department of Legal Affairs)

L. Shri Mahendra Khandelwal - ~ Additional Goveroment Advocate

(Legisiative Department)

" Ms. Reéta Vasistha _— Additional Secretary
2. Shri R, Sreenivas - - Additional Legislative Counsel

|

2. At the outset, the Chaitperson welcomed all the Members of the Committee and
the representatives from Mo Electronics and IT and M/o Law (Department of Legal
Affairs and Legislative Department) to the sitting of the Committee, '

i

3. The Committee decided that since the memorandum recejved from the
- stakeholders had already been citculated to the Members, the Committee shall only
consider the suggestions/amendments moved by the Members.

4, The Committee decided to ‘begin deliberation on the Preamble of the Bill and
deliberated in detail on the Preamble. .

5, The discussion on Preamble remained inconclusive.

The Committee then adjourned,

A copy of verbatim record of the proceed ings is kept on record,




: JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

* The 28th sitting of the Joint Committee was held on Wednesday, the. 11" November,

2020 from 1500 hrs. to 1740 hrs, in Room No.- 53, Patliament House, New Delhi,

PRESENT

Smt, Meenakashi Lekhi Lo " Chairperson
LOK SABHA
2, Shri P.P, Chaudhary
3. .Col. Rajyavardhan Singh Rathore o
4., Shri Manish Tewari _ o
5. Shtt Bhartirohari Mahtab : o
6. Shri Ritesh Pandey
RAJYA SABHA
7. Shri Suresh Prabhy |
8. Shri Rajeev Chandrasekhar
9. Shri Jairam Ramesh

10,  Shri Vivek K, Tankha
11.  Prof. Ram Gopal Yadav
12, Dr. Amar Patnaik

SECRETARNAT
I.  Dr. Ram Raj Rai - Director

2. Shri B. N. Mohapatra | - Joint Director

REPRESENTATIVES OF MINISTRIES/DEPARTMENTS

| MINISTRY OF ELECTRONICS AND IT

I..  Shri Rajendra Kumar ’ - Additional Secretary .

2. Shii Deepak Goel . - Scientist ‘G’




MINISTRY OF LAW & JUSTICE
' (Department of Legal Affairs)

]

. Shii Mahendra Khandelwal - Additional Government Advocate

s (Legislative Department)

1. Shii R. Sreenivas - Additional Legislative Counsel

/

2. Atthe outset, the Chairperson gave a brief account of the discussion held in the
previous sitting of the Committee,

3, The Committee.continued thejr delibe;'ation on the Preamble of the Bill and the
- overall scope and ambit of the Bill.

4, The discussion on the Preamble femataed inconclusive.

The Committee then adlourned, -

A copy of verbatim record of the proceedings is kkept on record,
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JOINT COMMITTEE ON
THE PERSONAY, DATA PROTECTION BILL; 2019

The 29th sitting of the Joint Committee was held "on Thufsday., the 12%
November, 2020 from 1100 hrs, to 1300 hrs, in Room No.~ 53, Parliament House, New

Delhi, .

: _ PRESENT .
Smt. Meenakashi Lekhi - Chairperson

LOK SABHA

2. Shri P.P. Chaudhary :

3, ShiS.S. Ahluwalia - ' | i
4, Shri Ajay Bhatt , ‘ '
5. Col. Rajyavardhan Singh Rathore

G, Dr. Kiritbhai Solanki

7. Shri Gaurav Gogoi

8. Shri Manish Tewari

9, Shri Ritesh-Pandey

RAJYA SABHA

10.  Shri Bhupender Yadav

11, Shri Suresh Prabhu

12.  Shri Rajeev Chandrasekhar
13.  Shri Jairam Ramesh

14, Shri Vivek K, Tankha

15, Dr, Amar Patnaik

 SECRETARIAT
1. Dr. Ram Raj-Rai ~  Director
2. Shri B. N, Mohapatra - Joint Director
1
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REPRESEN TATIVES OF MIN ISTRIES/DEPARTMENTS

MINISTRY OF ELECTRONICS AND IT

1. Shri Deepak Goel E Scientist ‘G*
MINISTRY OF LAW & JUSTICE
. (Department of Legal Affairs)
1 Shri Rajveer Singh Verma - Additional Secretary -

. (Legislative Department) o l _
1. Shii R. Sreenivas - Additional Legislative Counsel

2. Atthe outset, the Chairperson welcomed all the Members of the Committee and

the representatives from M/o Electronics and IT and M/o Law (Department of Legal .

Affairs and Iegislative Department) to the sitting of the Comimittee,

3 In continuati_on of their earlier sifting on 11th November, 2020, the Comnmittee
decided to continue jts deliberation'on the Preamble and the objects and reasons of the

4, The Committee deliberated on the objects and reasons of the Bill, The
discussion remained inconclusive.

amendment is proposed.
The Commitice then adiourned,

A’copy of verbatim recerd of the proceedings is kept on record,
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- JOINT COMMITTEE ON .
'I‘HE PERSONAL DATA PROTECTION BILL. 2019

The 30th sitting of the Joint Committee: Wwas- held on" ‘Thursday, the 12"
Nove1nbe1 2020 from 1500 hts, to 1700 hrs in Room No 53, ParhamentHouse New
Delhi,

'—A-\Ooo

o ‘ PRESENT
- Smt. Meenakashi Lekhi - o Chairperson -

- LOK SABHA

2, Shri P.P. Chaudhary |

3.  Shri8.S. Ahluwalia

4,  Shri Ajay Bhatt

5. Col, Rajyavardhan Singh Rathore

6,  Dr, Kiritbhai Solanki

7. Shti Gaurav Gogol

Shri Manish Tewari o '
Shri Bhattruhari Mahtab ' ‘ i
0.  Shri Ritesh Pandey ' o

RAJYA SABHA

11.  Shri Bhupender Yaday

12, Shri Suresh Prabhu

13, Shri Rajeev Chandraselhar

14, Shri Jairam Ratnesh |

15, Shri Vivek K. Tankha

16. Dr. Amar Patnaik
SECRETARIAT

1. Dr, Ram Raj Rai | . - Director

2. Shri B, N. Mohapatra - . Joint Director




REPRESENTATIVES OF MINISTRIES/DEPARTMENTS

MINISTRY OF ELECTRONICS AND AT

1. . Shri Deepak Goel . Scientist ‘G*
MINISTRY OF LAW & JUSTICE '
(Department of Legal Affairs)

L, Shri Rajvecr Singh Verma - Addjtional Secretary
. _ !

(Legisiative Departmen t)l‘
1. Shei R, Sreenivas - Additional Legislative Counsel

3. Thereafter, the Committee resumed its deliberation on the Preamble of the Bill.
The Committee held detailed deliberation on the Preamble and the overall scope and

ambit of the Bij],

5 Dwing the meetih‘g, some Members suggested calling up additiona] witnesses to

depose before the Committee, Accordingly, it was decided to call for evidencc
iSPIRIT, PayPaj, Mastercard, Visa and CYBLE. '

The Contmittee r!teI; Err{/'om‘ned.

A copy of verbatim record of the proceedings is Kept on record,
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JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 3 1st sitting of the Joint Committee was held on Thursday, the
19th Novembet, 2020 from 1100 his. to 1400 hrs. and 1500hrs-
1540Hrs. in Room No.-53, Parliament House, New Delhi.

Smt, Meenakashi Lelhi - Chairperson
} LOX SABHA
Shii P. P. Chaudhary ' .
Shri L. S. Tejasvi Surya ' : /
Shri Ajay Bhatt . .
Col. Rajyavardhan. Singh Rathore
Shri Uday Pratap Singh
" Shri Bhartruhari Mahtab
Shri Ritesh Pandey ' .
o RAJYA SABHA
Shri Ashwini Vaishnaw
. Shri Vivek X, Tankha
SECRETARIAT
Dr. Rarﬂ Raj Rai - - Director
Shii B. N, Mohapatra . - Joint Director
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WITNESSES -

MINISTRY OF ELECTRONICS AND T

Shri Deepak Goel - Scientist ‘G’
Shri. Vikash Chourasia - Scientist *C?

MINISTRY OF LAW & JUSTICE |
(Department of Legal Affail's:) _
L. Sh Mahendra Khandelwal - Additional Govt, Advocate

Tywitter India Online Services Private Limite_d (Twitter)

1. Ms. Mahima Kaul - Director, Public Policy

2. Ms. Ayushi Kapoor - Legal Counsel

3. Ms, Pallavi Walia = . Senior Manager, Policy Comm,
- 4. Mr, Manvinder Bali - Corporate Security

2,

Faceboolk India Online Services Private Limited(Faceboo_lQ

1. Mr, Shivaath Thukral - - Director, Public Policy

2. Mr, Saanjh Purohit _ - Associate General CounspI
CYBLE

1. 'I\IIr. Sahil Sharma ‘ - Associate Director, R&D -

At the outset the Chairperson welcomed. the Members and the
representatives of Twitter to the sifting of the Joint Committee. The Chairperson
informed the Members that certain organisations, inchiding Twitter, who had

earlier deposed before the Committee were asked to

LAY

send a written reply, in the




form of an affidavit, to the queties raised by the Members of the Joint Committee.
Some of those organisations had sent their replies accordingly while few others
either failed do so within the stipulated time or sent inadequate replies (Twitter and -
Facebook)and later were thus sent notice(s). Accordingly, they were cailed to give
an explanation before the Comm:ttee :

. 3..  The Committee then heard the Lepresentatlves of Twitter after they took
oath, The Committee questioned the representatives of Twitter with regard to the
inadequate replies to the queries/concerns put forth by the Members durmg the
sitting in which they deposed before the Joint Committee, The Committee asked

“the_representatives of Twitter to give a written ‘reply again, in the form of an
affidavit, to the questions put forth by the Members,

The witnesses from Twitter then withdrew
~ . .
4, The Committee then heard the representatives of Facebook. The Committee
questioned the representatives of Facebook with regard to the inadequate replies
submitted by them.to the queties/concerns put forth by the Members during the
sittings in which they deposed before the Joint Committee. The Committee asked
the representatives of Facebook to furnish the written reply again, in the form of an
affidavit, to the questions put forth by the Members.

. 'The witnesses from Facebook then withdrew,

- 5. The Committee decided to call the rep1esentat1Ves from M/o Electronics
and IT, M/o Law & Justice (Department of Legal Affairs and Legislative
Department) and the witnesses from Cyble to give oral evidence before the
Comrmttee. '

6. The Chairperso’n then welcomed the Membets of the Committee and the |
representatives from M/o Electronics and 1T, M/o Law & Justice (Department of
Legal Affairs and Legislative Department) and Cyble,

7. The Chairperson then made a brlef statement about Cyble and the role of
cyber security firms in the digital economy, The Chairperson then drew the
attention of representatives from the Ministries and the representatives of Cyble to

Wt
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8. After the introduction by the witnesses, epresentatives of Cyble took oath
and made a presentation before the Committee, In their presentation the

concerning inter alia the following;-~

(1) Reporting of data breach to the Data Protection Authority as well as the data _

principal, whose data might have been affected, within a specific timeframe (if)
Penalties to be imposed in case of non- disclosure of data breach (iii) Advantage_s

* and disadvantages of data localisation, |

9, -During the course of deliberations, the Chairperson and the Members rajsed

several points and sought clarifications fiom the representatives of Cyble based on
their submission as well as on issues concerning inter alia the following:-

(1) Conflict between GDPR and PDP Bill (if) From which countries do cyber
attacks targeting ‘India originate from (iii) Cyber security attacks in India (iv)
Quantum and types of data of Indians stolen in such cyber attacks (v) How Dark
web operates as a market for stolen user data '

The Committee then adjourned for lunch,

10. The Committee resumed its discussion after the break. The Committee
questioned the representative of Cyble on inter alia the following:-

(vi) Financial loss arising from the loss of data through data breaches (vii) Methods

of preven'ting_ data breaches including the use of Al technologies for the same (ix)
Vulnerability of Hardware systems with respect to data leakage.

11, The lepresentatives of Cyble gave clarifications to the queties raised by the'

Members and were also asked to give a written reply, in the form of an affidavit, to
the queries put forth by the Members. ' '

The witnesses then withdrew,
A copy of verbatim record of the Proceedings is kept on record.

The Conmnittee then adjourned,
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JOINT COMMITTDE ON :
THIE PI‘RSONAL DATA PROTECTION BILL, 2019

The 32" sitting of the Joint Comunittee was held on Thursday, the 19th

. November, 2020 from 1540 hrs. to 1745 hrs, in Room No.-53, Pa1l1ament

© NN AW

House, New Delhi,

PRESENT | |
Smt. Meenakashi Lelkhi - ~ Chairperson

1L.OK SABHA

Shri P. P. Chaudhary

Shri L, S. Tejasvi Surya

Shri Ajay Bhatt

Col. Rajyavardhan Singh Rathore
Shri Uday Pratap Singh : ’ i
Shri Bhartruhari Mahtab S '
Shri Ritesh Pandey o '
RAJYA SABHA

Shri Ashwini Vaishnaw

"Shri Vivek K. Tankha
SECRETARIAT
Dr, Ram Raj Rai ) " ..  Director
Shri B, N. Mohapatra - Joint Director
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WITNESSES

- MINXSTRY OF ELECTRONICS AND IT

1. Shui Deeﬁak Goel - Scientist ‘G’
2. 8hti, Vikash Chourasia - Scientist ‘C?

MINISTRY OF LAW & JUSTICE /
(Department of Legal Affairs)

[. Sh. Mahendra Khandel‘wal - Additioﬁal Govt, Advocate

(Legislative Department)

1. Shri R, Sreenivas - Additional Legislative Counsel

Paypal Payments Pyvt. Ltd.

1. Shri Nath Parmeswaran = . President, Corporate Affairs
2. Ms. Parnal Vats - Manager Corporate Affairs
2. At the outset the Chairperson welcomed the Members of the Committee and

the representatives from M/o Electronics and IT, M/o Law & Justice (Department
of Legal Affairs and Legislative Department) and Paypal Payments Pvt. Ltd,
(PAYPAL) _ :

3. The Chairperson then made a brief statement about Paypal and its role in the
digital payments system in Iiidia. The Chairperson then drew the attention of
representatives from the Ministries and the representatives of Paypal to Directions
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55 and 58 of the Directions by the Speaker, Lok Sabha concerning the
confidentiality of the Committce proceedings,

4. After the introduction by the witnesses, representatives of Paypal took oath -
and made a presentation before the Committee. In their presentation, while
welcoming the Bill, the representatives gave a brief profile of Paypal including

their global and Indian footprint and elaborated on their initiatives in the digital
financial payments ecosystem specially those concerning MSMEs. and startups,
They also put forth their key concerns regarding the Bill, concerning mte1 alia the

following:-

(i) Timeline for the implementation of the Bill (ii) Excluding 'financial data' and
official” identifier from the scope of Sensitive Personal Data (m) Inclusion of
'legitimate business interest' and 'contractual necessity' in the 1easonable purpose
and ‘grounds for processing' under Clause 14 (iv) Cross border tr ansfer of data and.
transfer of personal data for the performance of a contract under the provisions of

Clause 34,

5. During the course of deliberations, the Chairperson and the Members raised
several points and sought clarifications from the representatives of Paypal based on
their submission as well as on issues concerning inter-alia the followmg -

(1) Effect of including financial data and official ide;ntiﬁ_el‘ under sensitive personal
data on the digital payments ecosystem (ii) Sectoral regulations on financial data
(iii) Compliance burden on financial payments systém (iv) Contractual obligation
and prevention of ftaud as a category under reasonable purpose for processing of
data with respect to Clause 14 (v) How does Paypal process the data it collects (vi)

Global movement of data collected by Paypal (vu) Security policy and data
protection framework of Paypal

6. The representatives of Paypal gave clarifications to the queries raised by the
Members and wete also asked to give a wriften reply, in the form of an affidavit
signed by the highest authority of the company, to the queries put forth by the
Members,
The witnesses then withdréw,
A copy of verbatim record of the proceedings is kept on record.
The Committee then adfounrned.
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JOINT COMMITTEL ON

THE PERSONAL DATA PROTECTION BILL, 2019

The 33™ sitting of the Joint Committee was held on Friday, the 20th
November, 2020 fiom 1100 hrs. to 1400 hrs. in Room No.-53, Parliament

HOUSe New Delhi.

. PRESENT
Sint, Meenakashi Lekhi -

LOX SABHA

ShriL. 8, Tejasvi Surya
Shri Ajay Bhatt
Col. Rajyavardhan Singh Rathore
Dy, Kiritbhai Solanki
Shri Uday Pratap Singh
Shri Ritesh Pandey ’

' : RAJVA SABHA

Shri Suresh Prabhu
Shri Ashwini Vaishnaw

. Shrt Vivek K. Tankha

SIECRETARIAT
. Dr. Ram Raj Rai - Director

. Shri B, N. Mohapatra - Joint Director

C}u}irperson _
[




- WITNESSES -
MINISTRY OF ELE_(;TRONICS AND IT
1. ‘Shui Deepak Goel - | - Scientist ‘G’
2, Shri. Vikash Chourasia . Scientist ‘C*

' ' MINISTRY OF LAW & JUSTICIE
. (Department of Legal Affairs) ,." _
1. Sh. Mahendra Khandelwal " Additional Govt. Advocate

(Legislative Department)

1. ShriR. Sreenivas ‘. Additional Legislative Counsel

Mastercard India Services Pve, Lid,

1. Shri Ashutosh Chadha - Vice President, Policy
2. Ms Sonia Soni ' - Senior Managing Counsel

2. At the outset the Chairperson welcomed the Members of the Committee and
the representatives from M/o Electronics and IT; M/o Law & Justice (Departn:ient
of Legal Affairs and Legislative Depattinent) and Mastel card India Servmes Pvt.

Ltd, (Mastercard)
3. - The Chairperson then made a brief statement about Mastercard and its

leading position in the digital payments system In India. The Chairperson then
drew the attention of representatives from the Ministries and the representatives of




Mastercard to Directions 55 and 58 of the Directions by the Speaker, Lok Sabha
concerning the confidentiality of the Cormmittee proceedings. '

4. After the introduction by the witnesses, representatives of Mastercard took
oath and made a presentation before the Committee, In their presentation the -
representatives gave a brief profile. of Mastercard including their mode of
operation, management of data and views on privacy, They also put forth their key
concerns regarding the Bill, concerning inter-alia the following:-

(i) Cross border data flows and the impact on India’s digital economy (ii) Removal
of the requirement of approval of contract or intra-group scheme by the Data
Protection -Authority under Clause 34(1) (iii) Need for a speciﬁcj and adequate
timefiame for implementation, : . '

5. During the coutse of deliberations, the Chairperson and the Members raised
several points and sought clarifications from the representatives of Mastercard
based on'their submission as well as on jssues concermning inter-alia the following:-

(i) Cost associated with compliance of GDPR norms for Mastercard (ii) Sectoral
regulations on financial data (iii) Compliance burden on financial payments system
(iv) Contractual obligation and prevention of fraud as a category under reasonabje
putpose for processing of data with respect to Clause 14 (v) collection, procéssing,
storage and cross border data flow by Mastercard (vi) Sharing of data between
Mastercard and third' parties as well as NGOs (vii) Prevention of fraudulent
activities and use of Al technoldgies for the same. (viii) Sectoral regulation of
financial data (ix) Processing of data by Mastercard and value added-services
" provided through the same., (x) Classification of financial data as critical data

6. The representatives of Mastercard gave clarifications to the queries raised by
the Members and were also asked to give a written reply, in the form of an
affidavit signed by the highest authority of the company, to the queries put forth by
the Members, ! - : ’

The witnesses then withdrew.
A coby of verbatim record of the proceedings is kept on record. _

The Commilttee then adjotrned,
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_ . JOINT COMMITTEE ON
THE PERSONAY, DATA PROTECTION BILI,, 2019

The 34™ sitting of the Joint. Committee was held on Friday, the 20th
Novembey, 2020 fiom 1500 hrs, to 181"5 hts. in Room No.-53, Parliament

House, New Delhi,

_ PRESENT ,

Smt. Meenaltashi Lelchi - ' Chairperson -
‘ LOX SABHA

Slui L. S, Tejas*;.fi Surya 7. i

Shri Ajay Bhatt : . o

Col. Rajyavardhan Singh Rathore

Shri Kiritbhai Solanki ‘

Shri Uday Pratap Singh

PR i o o

hal e

Shri Ritesh Pandey |

_ RAJYA SABHA
Shri Suresh Prabhu '

Shri Ashwini Vaishnaw
. Shri Vivek K, Tankha _
SECRETARIAT
Dr. Ram Raj Rai - Director

Joint Director

Shri B. N. Mohapatra
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MINISTRY OF ELECTRONICS AND 1T

1. Shii Deepak Goel - Scientist ‘G

2. Shri. Vikash Chourasia . . Scientist ‘C’

1‘

i
* MINISTRY OF LAW & JUSTICE
(Department of Legal Affaivs)

Sh. Mahendra Khandelwal - . ‘Additiona) Govt. Advocate

(Legislative Departin ent) |

I, ShiiR. Si‘eenivas - Additional Legislative Counsel
ISPIRT Foundation
L. Shui Sharad Sharma - f.;‘p--‘fbunder
2. Shii Siddharth Shetty - Catn Bmpowerment And Protection
" Architecture Lead & F ellow
Yisa Consolidated Support Services India Pyt Ltd, (VISA)

1..Shri Arvind Ronta - Vi:cc President. & Head of Products —

. India & South Asia -

. 2, Shri Ramasubramanijan . Senior Director & Head of
Rakkappan ‘ Covernment Relations

—India & South Asia,
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2. At the outset the Chairperson welcomed the Members of the Committee and
the representatives from M/o Electronics and IT, M/o Law & Justice (Department
of Legal Affairs and Legislative Department) and iSPIRT Foundation,

3. The Chairpersoﬁ then madeé a brief statement about iSPIRT Foundation and
their role as think tanks in guiding the technalogy industry, "The Chairperson then
drew the attention of representatives from the Ministries and the representatives of
iSPIRT Foundation to Directions 55 and 58 of the Directions by the Spealker, Lok‘
Sabha concerning the confidentiality of the Committee p1oceed1ngs :

4, After the .introduction by the wilnesses, representatives of iSPIRT
Foundation took oath and gave a brief background about iSPIRT Foundation. The
representatives also gave a presentation before the Committee. In their presentation
they put forth their suggestions/views Legaldmg the Bill, concerning Iuntel -alia the
following:- ~

" (i) Data Bmpowerment and Protection Architecture (ii) Benefits of Electronic Data

Consent (EDC) standard and masking the consent manager digital (iii)
Bmpowerment of Data Protection Authority and need to balance empowerment
with protection of privacy (iv) Data classification (v) Mechanism for revoking
consent (vi) Measures for better security of data.

5, During the course of deliberations, thé Chairperson and the Members raised
several points and sought clarifications from the representatives of iSPIRT
Foundation based on their submission as well as on issues concerning inter alia the
following:-

(D Hdw India can lead in the digital economy (ii) Creation of standards for
regulation of data (iii) Model of a digital consent manager (iv) iSPIRT proposed
model of a digital consent manager in the field of financial and health services (v)
Possible revenue models for consent managers (vi) How India can capitalise on the.
data of its citizens (vii} Protection of data leakage through I—IaldWaw systems (viii)
Electronic Data Consent standard of MeitY

6.  The representatives of iSPIRT I‘oundatmn gqve clarifications to the queries
raised by the Members,




Yz

- The witnesses from iSPIRT foundation then withdrew,

A The Committee then decided to call the witnesses from Visa Consolidated

‘Support Services India Pyt Ltd. (VISA)

. & Chairperson welcomed the representatives from VISA and made a brief

statement about Visa as one of the largest multinational financial services compahy
in the world and also the significant amount of data processed by it. The

Chairperson then drew the attention of representatives of VISA to Directions 55

and 58 of the Directions by the Speaker, Lok Sabha concerning the confidentiality
of the Commiittee proceedings. .

9. . After the introduction by the witnesses, representatives of VISA took oath
and gave a brief account of the following;- '

() Business model of VISA. (ii) data management by VISA (iii) 'I‘ypes of data-

collected by VISA. (iv) Operations of VISA in India (v) Initiatives by VISA in the
field of financial services such as Bharat QR. .

10, The representatives also put forth their concerns/submissions regarding the .

Bill on infer-alia the following:-

(i) Keeping non personal data out of the ambit of the present Bill for the purposes
of financial services (ii) Independence of the Data Protection Authority (iii)
Privacy by design policy and protection of IP rights of businesses. (iv) Regulations
regarding Sandbox under Clause 40 (v) Penalties and Compensation clauses

11. During the course of deliberations, the Chairperson and the Members raised

several points and sought clarifications from the representatives of VISA on issues
concerning inter ~alia the following:-

(1) Classification and processing of data collected by VISA (ji) Use of Al systems
for prevention of fraud (iii) Transition period (iv) How can companies me made
more accountable. (v) Alternative model of consent (vi) Data minimisation (vii)
Profiling of user data (viii) Instances of data breaches (ix) RBI's regulation with
regard to storage of financial data - A

12. 'The representatives of VISA gave clarifications to the queries raised by the
Members and were also asked to give a written reply, in the form of an affidavit

\




signed by the highest authority of the company, to the queries put forth by the
Members, . : '

The witnesses from VISA then withdrew.
A copy of verbatim record of the procéedings is Ikept on reeord,

The Conunittee then adjourned,
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JOINT COVMIMITTEE ON
THE PERSONAL DATA PROTECTION BIIJL, 2819

The 35th sitting of the Joint Commnittee was held on Monday, the 23" November, 2020
from 1100 hrs. to 1300 hrs. in Room No.- 53, Parliament House, New Delhi.

A . PRESENT
Smit. Meenalkashi Lelkhi - Chairperson
LOX SABHA
2. Shyl 8. 8. Ahluwalia j
3. Shri Ajay Bhatt /
4. Col. Rajyavardhan Singh Rathore o
5. Shri Uday Pratap Singh
6. Shrl Bhartruhari Mahtab
7. Shri Ritesh Pandey
RAJYA SABHA
8. Shri Suresh Prabhu
9, Shri Ashwini Vaishnaw
10, Shri Vivek K, Tankha
SECRETARIAT
1. Dy, Ram Raj Raij - Director
2, Shri B. N.-Mohapatia - Joint Director
2. At the oﬁtset, the Committee discussed the method to be adopted for the

consideration of the amendments moved by the Members and the clause by clause
consideration of the Bill,

3. The Members put forth their suggestions in this regard, The Members also
shared their views with regard to the overall scope and ambit of the Bill while
highlighting the key arcas of concern which they wanted: to bring to the notice of the
Committee, The preparation and consideration of the draft report was also discussed.




4, The Chairperson requested the active participation of ‘the Members in the
deliberations of the Committee.

’ ;‘}

5. The Committee decided to call the representatives from the Ministries to the
next sitting of the Committes and begin the Clause wise discussion,

The Committee ther rtr/jbumed’..

A copy of verbatim record of the proceedings is kept on record.




JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILI,, 2019

The 36th sitting of the Joint Committee was held on Monday, the 23" November, 2020
from 1500 hrs..to 1700 hrs. in Room No.- 53, Parliament House, New Delhi..

7 PRESENT

Smt,.Meenalkashi Trekhi - o Chairperson

' _ LOK SABHA i
2. ShiS.S. Ahluwalia !
3. Shri Ajay Bhatt
4, Col. Rajyavardhan Singh Rathore
5. Shri Uday Pratap Singh
6. Shri Bhartruhari Mahtab
7. Shri Ritesh Pandey

RAJYA SABHA
8, . Shri Suresh Prabhu
9. Shri Ashwini Vaishnaw
10, Shri Vivek K. Tankha |
SECRETARIAT -
- 1. Dr.Ram Raj Ral - Director
" 2. Shri B. N. Mohapatra - Joint Director
BEPRESENTATIVES OF MINISTRY/DEPARTMENT
MINISTRY OF ELECTRONICS AND I'T

1. Shri Deepak Goel _ - Scientist ‘G’
2. Shri. Vikash Chourasia - Scientist ‘C?
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MINISTRY OF LAW & JUSTICE
Department of Y.egal Affairs)

1. Sh. Mahendra Khandelwal - Additional Govt. Advocate -

(Legislative: Department)

1, ShiiR. Sreenivas " . Additional Legislative Counsel

2. The Committee began with the consideration of Clause 1, The Committec made

. a modification to Clause 1 conceining the timeline for the imple;nentation of the Bill

but decided to make the final amendment after further deliberation at a later stage.

. 3, The Committee then took up consideration of Clause 2., The Committee
. approved a minor modification in Clause 2 based on. the amendment moved by

Shri P. P, Chaudhary.

4, Clause 2 was further deliberated upon in relation to Clause 91, specifically the
provisions concerning anonymised data. Based upon the discussion held, the
Committec was of the view that Clause 2(B) should be removed and thus directed the
M/o Electronics and IT to redraft Clause 2 based on the discussion of the Committee.

5. The Committee also directed the M/o Electronics and IT to redraft fhe Preamble

to incorporate the changes that had been suggestéd by certain Members during the

previous sittings of the Committee.

The Conunittee then adjourned,

A cof)y of verbatim record of the proceedings is kept on record:
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- JOINT COMMITTEE ON . 3
THE PERSONAL DATA PROTECTION BILL, 2019

;l”he 37n sitting-of the Committee was held on 'I‘uésday, the 24th November, 2020 from
1100 hs. to 1300 hts. in Room No.- 53, Parl,iament House, New Delhi. ‘

| PRESENT
Suit, Meenakashi Lelchi - Chalirperson

LOK SABHA

Shri S.8. Ahluwalia -
Col. Rajyavardhan Singh Rathore

. D, Kiritbhai Solanki
Shii Uday Pratap Singh
Ms, Mahua Moitra - ,
Shri Bhartruhari Mahtab /
Shri Ritesh Pandey . - -

PN s WP

RAJYA SABHA

-

9, Shri Suresh Prabhu

10.  Shri Ashwini Vaishnaw

11.  Shri Vivek K. Tankha ,
12, Shri A, Navaneethakrishnan

SECRETARIAT
I, Dr.RamRajRai - Director
2. Shri B, N. Mohapatra - Joint Director
| WITNESSES
MINISTRY OF ELECTRONICS AND IT
1. Shri Deepak Goel - Scientist ‘G’

2. Shri. Vikash Chourasia - Scientist ‘C*
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MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs)

1. Shri T.K. Malik - . Deputy Legal Advisor

(Legislative Department)

1. Shri',R. Sreenivas ' - Additional Legislativé Counsel

2. . At the outset the Chairperson welcomed the Members of the Committee and the -
representatives from M/o Electronics and IT, M/o Law & Justice (Department of Legal
Affairs and Legislative Department, .

3. Thereafter, the Hon'ble Chajrperson- put forth the revised giraft of the Preamble
received from Legislative Department, M/o Law & Justice for discussion and
consideration of the Members of the Committee. After due dehbelatlon, the Commiitee
approved the revised preamble with mmo1 modification.

4, Thereafter, the Committee considered Clause-1 of the Bill containing the Short

title and commencement clause and unanimously decided to amend the name of the
Bill mentioned in Clause 1(1) to Data Protection Act, 2019, The Committee also

finalized Clause 1(2) without any modification.

5. The Comrnittée theﬁafter, considered Clause 2 of the Bill (Application of Aet -

to processing of personal data) and deliberated on the amendments proposed the
Members of the Committee. A fter detailed dlscussxon, the Committee deeided to make
minor modification in Clause 2(A)(a), deletion of Clause 2(B) and addition of sub-
section (d) after Clause 2(A)(c). The rest of the provisions of the Clause were adopted
without any modifications. The Committee also made consequential modifications in
Clause 91 of the Bill (Act to promote framing of policies for digital economy etc.) and
added Clause (2) after 91(1). The. numerology of subsequent sub-section was

- accordingly changed.

6. With respect to Clause (3) relating to definitions, the Committee decided that the

- same shall be taken up for consideration after al] clauses of the Bill have been duly

discussed and exammed
r.
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7 Theredfter, the Committee took up for consideration Clauses 4 and 5 and after
due discussion, approved them without any modification.

The witnesses then withdrew.

A’copy of verbatim record of the proceedings is kept on record,

The Committee then adjourned,
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s JOINT COMMITTEE ON
IHE PERSONAY, DATA PROTECTION BILY, 2012

The 38" sitting of the Committee was held on Tuesday, the 24th Nov?mber, 2020 from
1500 has, to 1730 hrs. #iRoom No.- 53 , Parliament House, New Delhl.

PRESEINT
Smt, Meenakashi Lekh - - ‘ Chairperson

LOX SABHA

Shri 8.8, Ahluwaliy ‘ .
Col, Rajyavardhan Singh Rathore . ' o
Dy, Kiritbhai Solankj

Shri Uday Pratap Singh A ]
Ms. Mahua Moitr L o
Shri Bhartruhati Maptab '

Shri Ritesh Pandgy -

BN LA L

RAJYA SABHA

9, Shri Suresh Prabhy

10, Shri Ashwini Vaishnaw

11.  Shri Vivek K. Tankhq

12,  Shri A. Navaneethakyishnan

. SECRETARIAT
i. Dr, Ram RajRai - . Diréctor
2. Shri B. N. Mchapatyg : - Joint Director
REPRESENTATIVIES OF MINISTRY/DEPARTMINT
" MINISTRY OF ELECTRONICS AND IT
1. Shri Deepak Goel | - Scientist ‘G’

2. Shri Vikash Chourasig - Scientist ‘C’
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MINISTRY OF LAW & JUSTICHE,
_ (D epai'tn_lent of Legal Affairs)-
L. Shri T.K, Malik ' - Deputy Legal Advisor

) (Legislative Department) ‘
1. Shri R. Sreenivas ' - - Additional Legislative Counsel

2, The Committee started with discussion on Clause 6 and after deliberation, made
modification therein, :

3. The Committee then took up Clause’ 7 for considera}ion. After detailed
discussion, Clause 7 was cleared without-any modification, ' :

4. Thereafter, the Committee began deliberations on Clause & of the Bill and made
minor modifications in Clause 8(3). Further, the Committee considered Clauses 9 and
10 of the Bill and finalized them without any modification, :

5. The Committee took up Clause 11 for consideration. The Committee sought to
simplify the language of Clause 1 1(3)(b) but did not make any amendment and decided
to take up the matter in the next sifting, .

The Commilttee then adjourned.

A copy of verbatim record of the preceedings is Ikept on record,.
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JOINT COMMITTEE ON
THE PERSONAL, DATA PROTECTION BILY., 2019

The 39th sitting of the Committee was held on Wednesday, the 25“’ le/ember, 2020
fiom. 1100 hrs. to 1300 hrs. in Room No.~- 53, Parliament House, New Delhi.

| o PRESENT
Smt, Meenakashi Lelhi - Chairperson

LOKSABHA

; Shyi P.P. Chaudhary

Col. Rajyavardhan Singh Rathore
Shri Uday Pratap Singh
Ms. Mahua Moitra
Shri Bhartruhari Mahtab
Shri Ritesh Pandey
‘ . : RAJYA SABUA
8.  Shi Sutesh Prabhu - ¥
9,  Shri Vivek K. Tankha . B
10,  Prof. Ram Gopal Yadav : ‘ |
 SECRETARIAT
1. . Dr.Ram Raj Rai . Director
.2, Dr. Mohit Rajan - Under Secretary

REPRESENTATIVES OF MINISTRY/DEPARTMINT

MINISTRY OF ELECTRONICS AND IT.

1. Shri Deepak Goel - Scientist ‘G’
2. Shri Vinod Kumar - - Joint Director
Shri. Vikash Chourasia - Scientist ‘C’
1
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MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs)

oL Shri Mahendra Khande’lv_val . Additional Government Advocate

2. The Committee drew attention of all the Members‘towards the sad demise of
Shii Tarun Gogoi, ex-MP and father of Shri Gaurav Gogoi, Member of the Committee
and Shii Abmed Patel, MP Rajya Sabha, Then, the Committee observed two minutes
silence for the peace of the departed souls. .

3. Thereafter, representatives fiomn M/o Electronics and IT and M/o Law were

called 1’11._ The Chairperson then drew the attention of thc? representatives of the

Yadav and his re-election to Rajya Sabha, The Committee aiso thanked Shri Ram
Gopal Yadav on hjs active contribution to the working of the Committee,

discussion remained inconclusive,

Thre Committee then adjonrned,

A copy of verbatim record of tiie proceedings is kept on rocord,
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- JOINT COMMITIEL ON
'HE PERSONAT, DATA PROTECTION BILY., 2019

The 40th sittitig of the Committee was held on We.dnesday,‘ the 25" November, 2020
firom 1500 hlS to 170‘0 hts. i Room No.- 53, Parliament House, New Delhi.

PRESENT

Smt. Meenalkashi Lelchi . g Chairperson .

RO AN
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. §hei P.P, Chaudhary

— D

LOXK SABHA

Col. Rajyavardhan Singh Rathore :

Shri, Uday Pratap Singh . : L i

Ms, Mahua Moitra ) o o

Shri Bhartruhari Mahtab ' - ,

Shri Ritesh Pandey , :
' RAJYVA SABHA

Shyi Suresh Prabhu

* Shri Vivek K, Tankha

Prof. Ram Gopal Yadav

SECRETARIAT
Dr. Ram Raj Rai " . Director
Dr. Mohit Rajan - Under Secretary

REPRESENTATIVES OF MINISTRY/DEPARTMENT

MINISTRY OF ELECTRONICS AND IT

Shri Deepak Goel . Scientist‘G"

Shri Vinod Xumar - Joint Director

Shii, Vikash Chourasia - Scientist *C’
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MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs) .
1. Shri Mahendra Khandelwal ~ Additional Government Advocate’

2. At the outset the Chairpe_rsoh welcamed the Members of the Comumittee and the
representatives from M/o Electronics and IT and M/o Law and Justice.

3. Thereafter, the Committee resuined its discussion on the clause by clause

regarding the grounds for processing of personal data without ‘consent in certain cases
for consideration of the Committee, The Committee discussed the various provisions
therein alongwith the amendments proposed by Shri Derek 'O Brien, Ms, Mahua
Moitra, Shri Rajeev Chandrasekhar, Dr, Amay Patnail and Shyi P. p, Chaudhary. Afier
deliberating on each amendment, the Compmittee approved clause 12 without any
modification, '

4, Thereafter, Committee took up clause 13 regarding Processing of personal data
- hecessary for purposes rolated to employment ete, for consideration, After delibeation
ou various amendments received from Shri Derek 'Q Brien, Ms. Mahua Moitra,
Shri Rajeev Chandraselhar, Shii p. Pp, Chaudhary and Shrj Manish Tiwari, the:
Committee finalized Clause 13(1) with minor modification and Clause 13(2) without
any modification.

The Comnnlttee then adjonrned,

A copy of verbatim record of the proceedings is kept on record,




- J OINT COMMITTEE ON -
THE PDRSONAL DATA PROTECTION BIL.T,, 2019

. The 41 sitting of the Comimittee was held on Thursday, the 26™ November, 2020 from

1100 hrs. to 1300 hrs. in Room No.- 53, Pa111ament House, New Deﬁu

_ PRDSDNT
Smt. Meenakashi Lekhi - - Chairperson

LOK SABHA

2, Shri P.P, Chaudhary

3. Shri L.S. Tejasvi Surya ,

4,  Shri Ajay Bhatt : ' g
5. Col. Rajyavardhan Singh Rathore : |
6,  Shri Uday Pratap-Singh '

7. Ms. Mahua Moitra

8. Shri Bhatrtruhari Mahtab

9, Shri Ritesh Pandey

RAJYA SABHA

10'.; Shri Suresh Prabhu
11. . Shri Vivek X, Tankha

SECRETARIAT

1, Dr.Ram RajRai - - Diréctor.
2. Dy, Mohit Rajan - Under Secretary

REPRESENTATIVES OF IVIINIS‘TRY/ DEPARTMENT

MINISTRY OF ELECTRONICS AND IT

Scientist ‘G’

1, Shri Deepak Goel -
2. Shri Vinod Kumnat - Joint Director
5

Shri Vikash Chourasia - Scientist *C* -

B




MH\IISTRY OF LAW & JUSTICE
' (Department of Legal Affairs)
1, Shri Maheridra Xhandelwal - Additional Government A.dvocate

. (Legisla tive Depa rtment)
1. ShriR. Sreenivas - Addl, Legislative Counsel

2. At the outset the Chairperson welcomed the Members of the Committee and the
reprgsentatives from M/o Electronics and IT and M/o Law and [Tustice.

3..  The Committee then took up Clause 14 regarding Processing of personal data
for other reasonable purposes for consideration. The Committee discussed the
amendinents submitted by various Members of the Committee and deliberated on the
proposed amendments. The Committee also discussed the words ‘reasonable
purposes’, ‘whistle blowing’ and ‘credit scoring® in detajl,

4, The representatives from the Mo Electronics and IT clarified regarding the
reasons for usage of the above terms.in Clause 14,

The discussion remained inconclusive.

The Comniittee then adjorrned,

A copy of verbatim record of the proceedings is I(épt on record,
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: JOINT COMMITTER ON
THE PERSONAY. DATA PROTECTION BILL, 2019

The 42nd sitting of the Joint Committee was held on Thursday, the 26" ‘November,
2020 from 1500 hrs. to 1730 hrs, in Room No.~- 53, Parliament House, New Delhi,

PRIESENT

- Smt. Meenakashi Lelkhi - " Chairperson

LOX SABHA

Shri P.P, Chaudhary
Shri L. S, Tejasvi Surya A
Shri Ajay Bhatt : ' j
Col. Rajyavardhan Singh Rathore - . /
Shri Uday Pratap Singh o : ‘ '
Ms, Mahua Moitra

Shri Bhartruhari Mahtab
Shri Ritesh Paridey

CoNoLswN

RAJYVA SABHA

10,  Shri Suresh Prabhu
11, Shri Vivek K. Tankha

SECRETARIAT
I, Dr, Ram Raj Rai - Ditector

2. Dr. Mohit Rajan - Under Secretary

REPRESENTATIVES OF MINISTRY/DEPARTMENT

MINISTRY OF ELECTRONICS ANDIT

Shri Deepak Goel

1, - Scientist *G?
2. Shri Vinod Kumar - Joint Director
3.

Shri, Vikash Chourasia - " Scientist ‘C’
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MINISTRY OF LAW & JUSTIQE
(Department of Legal Affairs)
I. Shri Mahendrg Khandelwall - = Additional Government Advoeate

(Legislative Depa rtment) ‘
L. ShiR, Sreenivas - Addl, Legislative Counsel

2, The Committee recommenced their discussion on Clause }4.

The Commiteee tien adjourned,

A copy of verbatim record of the proceedings isg kept on recorg,
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. JOINT COMMITTEE ON .
THE PERSONAL DATA PROTECTION BILL, 2019

The 431d sitting of the Committee was held on Friday, the 27" November, 2020 from
1100 hrs, to 1300 hus. in Room No.- 53, Parliament House, New Delhi.

PRESENT

- Smt, Meenakashi Lekhi - A Chalirperson

LOX SABHA

Shri P.P, Chaudhary
Shri L.S. Tejasvi Surya

. Col. Rajyavardhan Singh Rathore
-Shri Uday Pratap Singh o
Ms, Mahua Moitra | ' , /
Shri Bhartruhari Mahtab L ,
Shri Ritesh Pandey

RAJYA SABHA

o, Shri Suresh Prabhu'
10.  Shri Vivek X, Tankha.

SECRETARIAT
1,  Dr. Ram Raj Rai - Director
. WITNESSES

MINISTRY OF ELECTRONICS AND IT

1. Shri Deepak Goel - Scientist ‘G’
2, St Vinod - Joint Director
3.  Shri Vikash Chourasia’ - Scientist ‘C’




epresentatives from M/o Electronics and IT, M/o Law (Department of Legal Affairs
and Legislative Department), ' ‘ i :

Committee at thejr sitting held on the 26th November, 2020, the Committee resumed = |,

MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs) _
Shri Mahendra Khandelwal - Additional Gov-ernment Advocate

(Legislative Depsirtinent) -
Shri R, Sreenivas - Additional Legislative Counsel

At the outset,.the Chairperson welcomed the Membeérs of the Committee and the

: _ [ | _
In continvation of the clause-by~clause consideration undertaken by the

the discussion on Clause 14 regarding processing of personal data for other reasonable
purposes, o :

5 . The Committee agreed .to refajn Clause 14(2) and 14(3) without any
modification and minos modifications were made to Clause 14(1) as suggested by
Legisiative Department.

A copy of verbatim record of the proceedings is kept on reecord,

The Committee then adjourned,




' JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BIL.1, 2019

The 44% sitting of the Committee was held on Friday, the 27" November, 2020 from
1500 hrs. to 1700 hrs. in Room No.- 53, Parliament House, New Delhi, '

PRESENT

Smt, Meenakashi Lekhi - Chairperson

‘. LOK SABHA
2.  ShriP.P, Chaudhary '
3. -Shri L.S. Tejasvi Surya
4. Col. Rajyavardhan Singh Rathore
5. ShriUday Pratap Singh ' ' - :
6.  Ms. Mahua Moitra . S .
7. Shri Bhattruhari Mahtab
8.

Shri Ritesh Pandey

RAJYA SABHA - -

9. Shri Suresh Prabhu
10, Shri Vivek X, Tankha

SECRETARIAT

.  Dr RamRajRai . Director
WITNESSES

MINISTRY OF ELECTRONICS AND IT

. 1. Shti Deepak Goel . Scientist ‘G’ .
2, Shri Vinod 7 - Joint Divector
3. Shri. Vikash Chourasia - Scientist ‘C*

1
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MINISTRY OF LAW & JUSTICE
| (Department of Legal Affairs)
1. Sin'i Mahendré K.ha:_ldelwal - Additional Government Advocate

(Legislative Department)
1. Shri R, Sreenivas . - Additional Legislative Counse]

2, At the outset, the Chairperson welcomed again all -the Members of the

Committee and the representatives fiom M/o Electronics and IT, M/o Law & Justice -
((Department of Legal Affairs and Legislative Depaﬁmenﬁ) to the .sitting of the

Committee, o E

3. In continuation of -the clause-by-clause consideration undertaken by the

Comunittee at their morning session, the Chaitperson invited suggestions from the

“members as whether the consequential amendments requited in the wake of

amendment to Clause 14 be taken up for consideration and decided to tale

consequential amendments in related Clauses at the later stage, i

4, Thereafter, the Committee took up Clause 15 regarding categorisation of ..
personal data as sensitive personal data for consideration and deliberated on the
amendments proposed by S/Shri Bhatruhari Mahtab, Dr. Bknath Shinde, . Manish
Tewari, Dr, Amar Patnaik, P. P. Chaudhary, Derek O' Brien & M, Mahua Moitra, the

Members of the Committee,

5. After detailed discussion on vatious provisions of the Clause 15 and the
proposed amendments, the Committec finalized the Clause 15 without any
modification.

A copy of verbatim record of thé proceedings is kept on record,

The Commiittee th efzi adfourred,
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' JOINT COMMITTEL ON: '
VUL PERSONATL DATA PROTECTION BILL, 2019

‘'ie ASth illlng of the Joint Committee was held on Wednesday, the ond
December, 2020 from 1100 hrs, to 1315 hes. in Room No.- 53, Parliament House, New

Dulhi,

PRICSTENT
Smt. Meenakashi Lekhi - _ Chairperson

LOI SABITA

- Shri P.P, Chaudhary
Shii L. S, Tejasvi Surya "
Col. Rajyavardhan Singh Rathore !
Shri Uday Pratap Singh : - '
Ms. Mahua Moitra
Shri Manish Tewari
Shri Bhartruhari Mahtab
Shri Ritesh Pandey

PENA AW

RAJYA SABHA

10.  Shri Bhupender Yadav

11.  Shxi Suresh Prabhu

12.  Shri Rajeev Chandrasekhar
13. " Shri Ashwini Vaishnaw
14.  Shri Vivek K, Tankha

15.  Dr. Amar Patnaik

SECRETARIAT
1. Dr. Ram Raj Rai - Director
2. - Dr. Mohit Rajan <L - . Under Secretary
| | ' REPRESENTATIVES

VIINISTRY OF ELECTRONICS AND IT

Shri Rajendra Kumar - Additional Secretary
Shri Deepak Goel : ~ . Scientist ‘G’ '
Dr, Ompal - Scientist ‘D’

Shri. Vikash Chourasia - Scientist ‘C’

N

1




MINISTRY OF LAW & -TUSTIQE_

(Department of Legal Affairs)

1 Shri Sohan Kumar Sharma - Deputy Legal Advisor

(Legislative Department)

1 Shui Ishwar Chander Sharma . Deputy Legislative Counsel

2. Atthe Outset, the Chairperson welcomed the Members of the Committee and the

representatives fiom M/o Electronics and IT and M/o Law & Justice (Department of
Legal Affairs and Legislative Department. The Chairperson also drew the attention to
the provisions of Direction 55(1) regarding confidentiality of the .f)roceech'ngs of the

Committee,

4, Duting the deliberation, M/o Electronics and IT informed the Coinmitteo that the
Ministry proposes to add sub clause 16 (8) after Clause 16 (7) relating to use of child

' The Commiltee then adjourned,
A copy of verbatim record of the proceedings is kept on record,
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: JOINT COMMITTEE ON
'HE PERSONAL DATA PROTECTION BILL, 2019

"'he 46th sitting of the Committee was held on Wednesday, the 2™ December, ‘
2020 {rom 1500 hrs. to 1715 hrs, in Room No.- 53, Parliament House, New Delhi. N I

: PRESENT _
Smt, Meenakashi Lelthi - Chairperson

LOX SABHA

2. Shri P.P. Chaudhary

3. Shri L.S. Tejasvi Sutya

4, Col. Rajyavardhan Singh Rathore

5. Shri Uday Pratap Singh _

6.  Ms. Mahua Moitra - ' ,"
7. Shri Manish Tewart ' : '
8. Shri Bhartruhaii Mahtab

9, Shri Ritesh Pandey

RAJYA SABHA

10.  Shri Bhupender Yadav

11. Shri Suresh Prabhu

12. Shri Rajeev Chandrasekhar
13, Shri Ashwini Vaishnaw
14, Shri Vivek K. Tankha

15, Dr, Amar Patnaik

SECRETARIAT
1. = Dr. Ram Raj Rai - Director
2. Dr, Mohit Rajan : - Under Secretary -
1




REPRESEN TATIVES

MINISTRY OF ELECTRONICS AND IT

1. Shii Rajendra Kumar - Additional Secretary
2. ShriDeepak Goel . =~ Scientist ‘G’
3. Dr, Ompal o - Scientist ‘D?
4 Shri, Vikash Chaurasia - Scientist ‘C?

MINISTRY OF LAW & JUSTICE
(Depaxrtment of Legal Affairs) - !

1, Shri Sohan Kumar Sharmg - Deputy Legal Advisor !

_ (Legislative Departmn ent)
1. Shri Tshwar Chander Sharma - Deputy Legislative Counsel

2. After welcoming  all the Members, Hon’ble Chairperson invited the
Tepresentatives of M/o Electronics and IT, M/o Law & Justice (Department of Legal
| Affairs and Legislative Department, the Committee resumed their discussion on Clayse

16, After detailed discussion in their previous sitting, the Cormmittee again deliberated
on Clause 16(4) and decided that the sub section (4) should stay delsted, - The

clause to be inserted at the end of Clause 1g relating. to the proviso vis-a-vis data
Pertaining to education and health of child, )

4, The Committee then took up Clause 17 for consideration along with the
amendments proposed by Shri Rajeev Chandrasekhar, Dr; Amar Patnaik and Shii pp
Chaudhary, The Committee asked the fepresentatives of the: Ministry of Blectronics
and IT to explain the various provisions of Clause 17 vis-d-vis respective clauses of
GDPR. After deliberation, the Committee finalized Clause 17 without any

modification.

R




5..  Thereafter, the Committee started discussion on Clause 18 and relating
amendments proposed by Shui P. P, Chaudhary and Dr. Amar Patnaik. After having
detailed deliberation, the Committee finalized the Clause 18 w1thout any modifications

for time being,
The Compniitiee then adjourned.

A copy of verbatim record of the proceedings is kept on record.
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JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 47th sitting of the Committee was held on Thursday, the 3™ December,

2020 from 1100 hrs. to 1330 hrs. in Room Np.- 53, Parliament House, New Delhi,

Smt.-Meenakashi Lelkhi - Chairperson

N

-

N wsw

10,
11,
12,
13,

LOX SABHA ' j

Shri L.S, Tejasvi Sutya

Col, Réajyavardhan Singh Rathore
Dr., Kiritbhai. Solanki

Shri Manish Tewari

*Shri Bhartruhari Mahtab

Shui Ritesh Pandey ‘

RAJYA SABHA

Shri Bhupender Yaday
Shri Suresh Prabhy

Shri Rajeev Chandrasekhar
Shtl Ashwini Vaishnaw
Shri Vivek K, Tankha

Dr. Amar Patnaik

SECRETARIAT

Dr. Ram Raj Rai . - Director
Dr. Mohit Rajan - Under Secretary -

Y




REPRESENTATIVES OF THE MINISTRY/DEPARTMENT

MINISTRY OF ELECTRONICS AND IT

1. Shri Rajendra Kumar o= Additional Secretary
2. Shri Deepak Goel . - " Scientist ‘G’
3, Dr. Ompal - ‘ Scicnti‘st ‘D?
4.. * Shri. Vikash Chourasia - Scientist ‘C’
MINISTRY OF LAW & JUSTICE,
{Depar tment of Legal Affairs)
1. Shri Sohan Kumar Sharma - Deputy Legal Advisor
' (Legislative Department) f
I, ShriR.Sreenivas . . -  Additional Legislative Counsel
2, At the outset the Hon*ble Chair person welcomed the Members of the Committee

and the representatives from M/o Electronics and IT and M/o Law & Justice
(Department of Legal Affairs and Legislative Department) to the sitting of the
Committee,

3. ‘Thereafter, Hon’ble Chairperson asked the Mlnlstry fo present the draft proviso .
to be inserted in Clause 16, The Committee agreed to insert the aforesaid proviso at the
end of Clause 16 as.suggested by Legislative Department. The Committee also made

modification i in the name of Chaptel v and Clause 18(1)(c) as suggested by M/o Law

- and Justice.

4, Thereafter, the Committee took up for consideration Clause 19 (Right to data
portability) along with the proposed amendments of Shri P. P. Chaudhary and Dr,
Amar Patnaik, The Ministry of Electronics and IT was asked to prepare a comparison
of portability clauses of legislation of. other countries. The discussions remained

inconclusive.

The Commiftee then adjourned.

A copy of verbatim record of the proceedings is kept on record.
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J OIN'I' COMMITTEE ON .
THI PERSONAL DATA PROTDCTION BILYL, 2019

The 48th sitting. of the Jomt Committee was held on Thursday, the 3rd Decembel 2020 -

from 1500 h13 to 1730 hrs in Room No.- 53 Parliament House, New Delhi,

PRESEN'I_‘ o
Smt. Meenakashi Lelkhi - : ~ Chairperson

'LOK SABHA

' Shu L.S. TeJaSV1 Surya . ‘
Col. Rajyavardhan Singh Rathotre ’ - i

Dr. Kiritbhai Solanki .

Slri Manish Tewari

Shri Bhartruhari Mahtab

Shui Ritesh Pandey

Nowusw

RAJYA SABHA

8. Shri Bhupender Yadav

9. Shri Suresh Prabhu

10." Shri Rajeev Chandrasekhar
‘11, Shri Ashwini Vaishnaw

12: Shri Vivek XX, Tankha

13.  Dr, Amar Patnaik

SECRETARIAT

1. Di. Ram Raj Rai _ : - Director

. \E_;-‘iﬂrlt
A
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BN

1.

2.

3.

4,

5, -

Shri Rajendra Kumar - Additional Secretary
Shri Deepak Goel o .« - . Boientist ‘G’
Dr. Ompal - Scientist ‘D’
Shri. Vikash Chourasia - Scientist ‘C’

Shri Sohan Kumar Sharma - Deputy Legal Advisor

Shri R, Sreenivas : - Additipnal Legislative Counsel

At the outset the Hon’ble Chaitperson welcomed the Mémbers of the Committee
and the representatives from M/o Electronics and IT, M/o. Law & Justice (Department
of Legal Affairs and Legislative Department).

The Committee continued thoir discussion on clause 19 and approved Clause 19
with minor modifications in Clause 19(2)(b) only.

Thereafter, the Committee took Clause 20 (Right to be forgotien) for
consideration along with all the ploposéd amendments, After detailed discussion and
referring to the Supreme Court Judgement (Justice K. S. Puttaswamy & Anr, Vs

Union of India) relating to Right to Privacy, the Committee agieed to retain Clause 20
without any modification. : - :

Thereafter, the Committee took up Clause 21(General Conditions for exercise of
rights in Chapter V) for consider -ation and discussed on all the amendments proposed
by the Members of the Committee. The Committee asked to add proviso after sub —
sectlon 21(5)

RDPRESL‘NTATIV ES OF MINISTRYIDEPARTMEN T

MINISTRY OXF K ELL‘CTRONICS AND IT

MINISTRY OF LAW & JU STICE
(Department of Legal Affan*s)

(L.egislative Department)

The Commtittee then adfourned.

A copy of verbatim reco'r'd of the proceedlfngs.is‘ kept on record,
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JOINT COMMITTEE ON
"LHE PERSONAL DATA PROTECTION BILI.. 2019

The 49th sitting of the Joint Committee was held on Friday, the 4th Decémber,

- 2020 from 1100 hrs. to 1315 hs, in Room'No.- 53, Parliament House, ‘N..ew Delhi,

PRESENT

Smt. Meenakashi Lelkhi - Chairperson

[

Supw

9.

10,
11,
12,

LOK SABHA

. /
Shri 1.8, Tejasvi Sutya . !
Col, Rajyavardhan Singh Rathose

Dy, Kiritbhai Solanki

Shti Manish Tewari

Shri Ritesh Pandey

RAJYA SABHA
Shri Bhupender Yadav : :

Shri Suresh Prabhu

Shri Rajeev Chandrasekhar

" Shri Ashwini Vajishnaw

Shri Vivek K, 'TankhaA
D1, Amar Patnaik

SECRETARIAT

Dz, Ram Raj Raf - Director
. Dr. Mohit Rajan - Under Secretary

REPRESENTATIVES OF MI NISTRY/DEPARTM IENT

MINISTRY OF ELECTRONICS AND IT

Shri Deepak Goel - Scientist ‘G®
Shri. Vikash Chourasia - Scientist *C?




1. Shei Sohan Kumar Sharma. - Deputy Legal Advisor

(Legislative Department) .
1. Shi'i R. Sreenivas . Additional Legis_lative Counsel

2. Atthé outset the Hon’ble Chaitperson welcomed the Members of the Cc_immittee
and the representatives from M/o Electronics and 1T, M/o Law & Justice (Department
of Legal Affairs and Legislative Department) fo the sitting of the Joint Committee.

3, .In continuation of the earlier sitting, the Committee resumed their discussion on
Clanse 21 regarding the General conditions for exetcise of rights in Chapter V. The -
Comnmittee considered the draft amendment brought along by the Legislative
Department, After detailed deliberations on the proposed amendments, the Conimittee
agreed to insert one proviso in Clause 21(5) and to keep the other provisions of the

Clause 21 without any changs,

4,  Thereafter, the Committee tock up for consideration [Clause 22 (Privacy by
design policy) and deliberated on the amendments p1oposed by Shri Rajeev
Chandrasekhar, Shii Gaurav Gogoi and Shri P.P. Chaudhary. .

5. After dehbemtmn, the Committee adopted Clause 22 with mod1ﬂcat10n in
Clause 22(3). ' ’

The Conmmittee then adjonrned.

" A copy of verbatim record of the proceedings is kept on record.
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December, 2020 from 1400 hrs,

~

= o,

JOINT COMMITTER ON

THE PERSONAL DATA PROTECTION BILL, 2019

The 50th sitting of the Joint Co

mmittee was held on Wednesday, the 9th

to 1815 hrs 1n Room No.- 53, Parliament I—Iouse New

Shui. Vikash Chaurasia

Deihi.
.. . PRESENT
Smt. Meel_nakashi Lekhi - Chairperson:
LOK SABHA -

2, Shui Ajay Bhatt _ '

3. Col. Rajyavardhan Singh Rathoxe

4, Shxi Sanjay Jaiswal

5. Shri Manish Tewari
6. Shri Bhartrithari Mahtab

: RAJYA SABIA
Shri Bhupender Yadav '
Shri Rajeev Chandrasekhar
Shri Vivek K. Tankha
0. Dr. Amar Patnaik '
_ . SECRETARIAT
" Dr. Ram Raj Rai - Director
' REPRESENTATIVES OF MINISTRY/DEPARTMENT
MINISTRY OF ELECTRONICS AND IT

1. Shri Deepak Goel - Scientist ‘G*

2, Dr, Ompal - Ssientist ‘D’

3. Scientist ‘C?

ool




MINISTRY OF LAW & JUSTICE '
(Depariment of Legal Affairs)
1. - Shri Schan Kumar Sharma - Deputy Legal Advisor

S (Legislative Department) _
1. ShriR. Sreenivas - Additiona} Legislative Counsel

5. At the outset the Hon’ble Chairperson welcomed the Members of the Cominittee
and the representatives from M/o Electronics and IT, M/o Law & Justice (Department
of Legal Affairs and Legislative Department) to the sitting of the Joint Committee.

.3, The Committee considered the draft brought by the Legislative Department
based on the amendments proposed in Clause 23. The Committee then deliberated in
detail Clause 23, specifically, the role of the consent manager. Amendments were
made to Clause 23(1) and the Explanation paragraph of the Clause. The Committee -
directed the Ministry to prepare a draft definition of consent manager to be considered
at the time of discussion on Clause 3. ‘ ' '

4. Thereafter, the Committee took up for consideration Clause 24 along with the
amendments proposed by various Members. -Clause 24 was passed without any
modification. '

5. The Committee then took up Clause 25, dealing with reporting of data breach,
for consideration. The Committee deliberated on the provisions of Clause 25 based on
the amendments proposed by the Members, The. Committee asked the Legislative
Department to come up with a redraft of C‘lapsé 25 based on the suggestions of the
Members concerning the right of the data’ principal to be informed about the data
breach, as well as, a specific timeline for the reporting of data breach as incorporated in
the GDPR. . '

’

6. The Committee then began delibera_tiohs on Clause 26 of the Bill. The
_discussions remained inconclusive. ' :

“The Comntittee then adjourned,

A copy of verbatim record of the proceedings:is kept on record.
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1o December, 2020 from 1500 hes, to 1815 hrs. in Room No.- 53, Parliament House,
New Delhi, , : '
) : PRESENT -
Smt, Meenalkashi Lelkhi - Chairperson
LOK SABHA . /

Nobrowp

10,
11,
12,
13,

JOINT COMMITTER ON

LTHE PERSONAL DATA PROTECTION BILL, 2019

The 51% sitting of the Joint Committee was held on Thutsday, the

Shri Ajay Bhatt
Col. Rajyavardhan Singh Rathore
Shri Sanjay Jaiswal
Shri Arvind Dharmapuri
Shui Manish Tewari
Shri Bhartruhari Mehtab
RAJYA SABHA

Shri Bhupender Yaday
Shri Suresh Prabhu
Shri Rajeev Chandrasekhar

Shri Vivek K. Tankha

Shri A. Navaneethakrishnan
Dr." Amar Patnaik

SECRETARIAT
Dr. Ram Raj Rai . Director
Da. Mechit Rajan . - Under Secretary
REPRESENTATIVES

MINISTRY OF ELECTRONICS AND IT

Dr. Rajendra Kumar - Additional Secretary
Shri Deepak Goel - Scientist ‘G-
Dr. Om Pal - Scientist ‘D’

1




MINISTRY OF LAW & JUSTICE |
(Department of Legal Affairs)
1. Shri Sohan Kumar Sharma - Deputy Legal Adv1so1
(Department of Legal Affairs)

1. ShriR. Sreenivas - Additional Legislative Counsel
2. The Hon’ble Chairman welbomed the members,
3. As directed by the Committee in their carlier sitting, the Legislative Department

redrafted the proposed amendments to Clause 25 relating to Reporting of pelsonal data
breach and placed it before the Conunittee, The Comumnittee rev131ted Clause 25 in the
light of draft and agreed to make modifications in Clause 25(3) The: Committee also ‘
dzrected the Ministry of Law and Justice to redraft Clause 25 (5) agam

4. . Thereafter, the Chairperson put Clause 26 (Classification of-data fiduciaries as

31gn1ﬁcant data fiducxaues) for discussion and after detailed deliberations on the
Clause, the. Committee asked the Ministry of Law and Justice to redraft Explanation to
Clause 26 to be in tune with the discussion of Commiitee on-the Clause:.

S, The Committee then took up for discussion Clauses 27 -30 alongwith the

amendments proposed by the Members. The: Comumittee approved Clauses 27 and 28
without any modification. In Clause 29, the Committee made modifications in sub-
clause (4). The Committee also decided to define the data auditor in Clause 3(12) and
asked the Ministry of Law and Justice to redraft the-Clause 29 (4) accordingly. -

6. As regarcfs Clause 30, the Committee asked Ministry of Electronic and IT to
compare data protection officer Clause with that of GDPR and bring forth their

comments before the Committee.
The Conmmittee then adjourned.

A copy of verbatim record of the proceedings is kept on record,
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- JOINT COMMUTTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 52nd sitting of the Joint Committee was held on Friday, the 11th December,
2020 from 1400 hrs. to 1715 hrs. in Robm_No..- 53, Parliament House, Ngw Delhi,

Smt, Meenakashi Lekhi - Chairperson
LOK SABHA .

2. Shri Ajay Bhatt ' !
3. Col. Rajyavardhan Singh Rathore
4, Shri Sanjay Jaiswal .
5. Shri Arvind Dharmapuri
6. Shri Manish Tewar{
7.  Shi Bhartrubari Mahtab

RAJVA. SABHA
8, Shii Bhupender Yadav
9. Shri Suresh Prabhy
10,  Slui Rajeev Chandrasekhar
11, Shui Ashwini Vaishnaw
12,  Shui Vivek K. Taukha
13, Dr. Amar Patnaik - _ |

| SECRETARIAT
1. Dr. Rant Raj Rai , - Director
2, Dr, Mohit Rajan - Under Secretary
REPRESENTATIVES OF MNISTRY/DEPARTIVIENI
' MINISTRY OF ELECTRONICS AND IT |
1. ShriRajendra Kumar - Additional Secretary
2, Shri Deepak Goel - Scientist ‘G*
3, Dr, Ompal. - Scientist ‘D’
1




MINISTRY OF LAW & JUSTICE, A
(Department of Legal Affairs) ' '
1. Shi Sohan Kumar Sharma - Deputy Legal Advisor

(Legislative Depz-trtm eﬂt)
1. ShriR, Sreenivas © -« Additional Legislative Counsel -

2. At the oﬁtset the Hon’ble Chairperson welcomed the Mémbe;s of thé Committee
and the representatives from .M/o Electronics and.IT and M/O Law & Justice

" (Department of Legal Affairs and Legislative Department) to the sitting of the Jomt _

Committee.

3. The Committee began deliberations on Clause 30, The Committee finalized the
Clause 30 with minor modifications in Clause 30(3).

4, The Committee took up Clause 31 for consideration and after dlSCUSSlOtI '
finalized the Clause 31 with mmor modification in Clause 31(3).

5. Thereafter, the Committee started discussion: on Clause 32 and after due
deliberation finalized Clause 32 without any mod1ﬁcat10n

6. The Com1mttee then started dehbe1at10n on ClaUSe 33 and 34. The discussions
on these Clauscs remained inconclusive,

The Committee then adjourned. .

A copy of verbatim record of the proceedings is Ikept on record.




~ JOINT COMMITTEE ON
LHYE PERSONAL DATA PROTECTION BILL, 2019

The 53 sitting of the Joint Committee was held on Wednesday, the 1§”‘ December,
2020 from 1100 hrs. to 1300 hts. in Room No.- 53, Parh'ameut House, Nejv'v Delhi.

Smt, Meenakashi Lekhi = . Chairperson

LOK SABHA

NOnawe

W

Shii P.P, Chaudhary
Col. Rajyavardhan Singh Rathore
Dr. Xiritbhai Solanki
Ms. Mahua Moitra
Shti Manish Tewar]
Shei Ritesh Pandey
RAIYA SABHA
8. Shri Bhupender Yaday
9. Shri Suresh Prabhuy
10, Shii Rajeev Chandrasekhar
11, Shri Ashwini Vaishnaw
12, Shei Vivek K. Tankha
13, Dr. Amar Patnaik
| | - SECRETARIAT
1. Dr. Ram Raj Raj - Director
2, ShriB.N.M ohapaira - Joint Director
B_EPRESENTATIVES OF MIN ISTRY/DEEARTN[ENT
MINISTRY OF ELECTRONICS AND IT
1. Dr, Rajendra Kuinar - . Additioﬁal Secretary
2. Shri Rakesh Maheshwari - Scientist ‘G’
» ‘Shri Deepak Goel - Scientist @
+ Shri Vikash Chourasia - Scientist ‘C?
\ 1
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 MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs)

{. Shri Mahendra Khandelwal . Additional Govt. Advocate

(Legislative Department)

i. ShriR, Sreenivas | - Additional Legislative Counsel

2. The Committee returned to discussion on Clause 26, The Committee was of the -
view that there was a lack of clarity with regard to the distinction between significant
data fiduciaries and social media intermediary under Clause 26. The Committee
therefore directed the Ministry of Electronics and IT to redraft Clause 26 based on the

discussion held.

3. The Committee then took up Claunse 35 for consideration. In this regard the M/o
Electronics and IT made a presentation before the Committee providing a comparison
between the different acts of various countries having provisions similar to Clause 35
concerning the power of Central Government fo exempt any agency of the Government
fromi the application of the Act. The Members expressed their concerns/opinions
concerning the power granted to the Central Government under Clause 35. Based upon
the concerns expressed by the Members, the Legislative Department was asked to

 redraft Clause 35.

4, Thereafter, the Committee took up Clause 36 for deliberations. The Committee. '
were of the view that the language of the first paragraph of Clause 36 required
simplification. Consequently, suitable modification to Clause 36 was suggested and the
Legislative Department was directed to redraft it accordingly. '

The Commiltee then adjourned.

A copy of verbatim record of the proceedings is kept on record.
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. JOINT COMMITTEE ON .
THE PERSONAL DATA PROTECTION BILL, 2019

The 54" sitting of the Joint Committee was held on Wédnesday, the 16" December,
2020 from 1430 hes. to 1745 hys, in Rooti No.~ 53, Parliament House, New Dejhi,

- . RESENT :
Smt. Meenakashi Lekhj - Chairperson

. LOK SABHA i
Shri PP, Chaudhary i

Shri Bhartruhari Mahtab
Shri Ritesh Pandey :

2.

3, Col. Rajyavardhan Singh Rathore
4, Dr. Kiritbhai Solanki

5, Ms. Mahua Moitea

6. Shri Manish Tewari

7.

3.

RAJYA SABHA

9. Shri Bhupender Yadavy
10.  Shri Suresh Prabhu
11, 'Shri Ashwini Vaishnaw
12, Shri Vivek K. Tankha
13, Dr, Amar Patnaik

SECRETARIAT
1. Dr. Ram Raj Raij -~ . Director
2, Shri B, N. Mohapatra . - Joint Director




- REPRESENTATIVES OF MINISTRY/DEPARTMENT

MINISTRY OF ELECTRONICS AND I'T

1. Dr. Rajendra Kumar - Additional Secretary
2. Shri Deepak Goel . Scientist ‘G’
3. Shri Vikash Chourasia Scientist ‘C’

T

. MINISTRY OF LAW & JUSTICE. .
(Deparhnent of Legal Affairs)

1. Sh. Mahendra Khandelwal - Additional Govt, Advocate

(Legls]atwe Department)

1. Shii R, Sreenivas - Additional Legislative Counsel

{
!

2, The Cominittee considered the draft changes to clause 26 proposed by the -
M/o Electronics and IT based on the discussion in the previous sitting, The Committee
decided to change the text of Clause 26(4) and insertion of a new subsection (f) to
Clause 26(1) and consequent changes in the explanation part of the said clause, as
proposed.by the Ministry,

-3 The Commiittee also con31dexed the draft changes to Clause 35 brought by
the Ministry. After defailed discussion, the Committee modified Clause 35 by defining
'such procedure’ in the Explanation to the ¢lause. -

4, Thereafter, the Committee took up Clause 36 for deliberations, The
Committee were of the view that the language of the first paragraph of Clause 36
required simpliﬂcatioh. Consequently, suitable modification to Clause 36 was suggested
and the Legislative Department was directed to redraft it accordingly,

The Commiittee tlen adjourned, |

A copy of verbatim record of the proceedings is kept on record,
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Smt, Meenakashi Lekhi . Chairperson

| - LOK sAREA ;
Shei P.P, Chaudhary B ,

Col. Rajyavardhan Singh Rathore
Dr, Kiritbhai-Solanki
* Shii Manish Tewari
Shri Bhartruharf Mahtab
Shri Ritesh Pandey

Nowvawn

RAJYA_SABHA
8. Shri Bhupendey Yadav
9. Shri Suresh Praphy ‘
10,  Shri Rajeev Chandrasekhay
11, Shri Ashwini Vaishnaw
12, Shrj Vivek K. Tankha
13. Dr, Amay Patnaik

SECRETARIAT

Rt LA ARIAT

1. Dr, Ram Raj Rai - Director

2. Shri B,N, Mobhapatra : - Toint Director

REPRESTN TATIVES - ‘
‘_'-—F-__—"—-——_.._‘__?__-h‘

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY

L Dr, Rajendra Kumar _ - Additional Secretary
2, Shri Deepak Goe} - Scientist ‘G’, NIC

3, Shri‘. Vikash Chourasia - Scientist ‘C*

f1o




o " MINISTRY OF LAW & JUSTICE
© (Department of Legal Affairs)
1. Shii Mahendra Khandelwal - Additional Govt. Advocate

(I.egislative Department)
i, Shri Ishwar Chander Sharma - . Deputy Legislative Counsel

2. At the outset, Hon ble Chairperson welcomed all the Membels and the
representatives from Ministry of Electronics and Information Technology and -

Ministry of Law and Justice (Dept.of Legal affairs and Législative Dept.) to the
sitting, Further, the attention of the Committee and officers was drawn towards

~ Direction 55 of Directions by the Speaker, Lok Sabha

"3,  The Committee started discussion on Clause 41 which deals with
Establishment of Data Protection Authority (DPA) of India, Hon’ble Chaifpel son
read out the amendments proposed by the Members of the Committee. In the light
of amendments p1oposed the Committee deliberated on various aspects of DPA
including the architecture and opetating mechanism.-

4, During the ‘discussions, the Committee expressed the view that the DPA
should be a robust organization which upholds citizen’s fundamental right to
privacy and at the same time discourage any kind of circumvention of law.
Moreover, the Committee put forth their concerns regarding credibility,
- independence, power structure and functmnahty of DPA. Considering the different
aspects to be covered under this Chapter, the Committee decided to go through all
the provisions under _Chaptel IX relating to Estabhshmént of DPA . altogether
followed by a discussion so as to reach at a conclusion, The discussion on Clanse

41 remained inconclusive,

The representatives then withdrew.
A copy of verbatii record of the proceedings is kept on record.
The Commz’ttee then (r(I]o umed




JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 56ﬂl sitting of the Joint Commlttee on the- Pelsonal Data PIO[CCHOH |
Bill, 2019 was held on 17t December 2020 from 1500 hrs to 1730 hes in

‘Room No.:53, Parliament House,

o PRESENT P
Smt. Meenalashi Lelhi - ‘ Chairp‘fm's'on g

"LOK SABHA

Shui P.P, Chaudhary
Col. Rajyavardhan Singh Rathore
Dr. Kiritbhai Solanki
Shrl Manish Tewari-
Shti Bhartruhari Mahtab

- Slui Ritesh Pandey

R O SR N

- RAJYA SABHA

8. Shri Suresh Prablu

9, Shri Rajeev Chandrasekhar
10, Shri Vivek K. Tankha

1. Dr. Amar Pamajk

SECRETARIAT
I, Dr.Ram Raj Rai - Director
2, Shri B.N, Mohapatra - Joint Director




 REPRESENTATIVES

MINISTRY OF ELEGTRONICS AND INFORMATION TECHNOLOGY

1. Dr. Rajendra Kumar . - Additional Secretary

2. Shri Deepak Goel -+ Scientist ‘G’, NIC

3. Shri, Vikash Chourasia - Scientist ‘C’
MINISTRY OF LAW & JUSTICE

| " (Department of Legal Affairs) |
I, Shri Mahendra Khandelwal -~ Additional Govt, AdVocate

- (Lt;gislatii’e Departmentj : .
1. Shri Ishwar Chander Sharma - . Deputy Legislative Counsel

2.7 At the outset, in the absence of Hon'ble Chairperson, the Committee
requested Shti Bhatttuhari Mahtab, MP to chair thesitting till the Chairperson
resume. The Committee continued the discussion from the earlier moining
session and took up for consideration again Clause 35 dealing with the power
of Central government to exempt certain agencies from the application of the
Act, After detailed discussion among the Members as to whether the
exemptions under the Clause would extend to the State agencies as well, it was
concluded that since all state agencies would be covered under Clause 36, and
there would not be any need to seck a specific exemptlon of Céntral
Government under Clause 35,

3. The Committee took Chapter IX dealing with the Data Protection
Authority of India for consideration of the Committee. The Committee
deliberated over various aspects covered under Chapters IX and X which inter
alig include: -(i) st1uctule role, power and functions of Data Protection

'L, R
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© Authority; (i) qualification of the members of DPA: (iit) overlapping of
functions of DPA and Adjudicating Officer with respect to administration,
inquiry and adjudication and (iv)powers of appellate authority and adjudicating
officer, -

4, Thereafter, the Chairperson resumed and after the detailed discussion,
the Committee asked the Ministry of Electronics and Information Technology
and Legislative Department to consider- the amendments ‘proposed by .the
‘Members of the Committee and to redraft the provisions under Chapter IX and
X encompassing aspects such as distinct functions of DPA, adjudication and
problem.solving mechanism, appointment of Adjudicating officer, powers of
appellate authority and the functionality and the entire system of operation of
DPA and Adjudicating officer,

The representatives then withdreyy.
A copy of verbatim record of the proceedings-is kept on record, -
TThe Conmitiee then adjourned. '
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he iy, slilng of the Joint ¢! ommitlee o lhc. Personal Data Protectior
AL 2009 seay Bald on 18LL December 2020 from 1100 hrs to 1300 hrs | in
Rnuul N, ﬂ l'mh diment Hc)usc

Smt. Meenakashi Lekhi ) - . Chairperson
| : © LOX SABHA
Shri P.P, Chaudhary S
Dr, Kiritbhai-Solanki
- Shii Manish Tewari
Shri Bhartruhari Mahtab .
- Shri Ritesh Pandey ' -]
RAJYA SABHA
7.© Shit Bhupender Yadav ' '
.. Shri Suresh Prabhu..
;. ShitRajeev. Chandrasekhar
O:-- $ShtE Vivel K, Tankha
1. Dr Amar Patnalk
SECRETARIAT
I Dr.Ram Raj Rai - Dicttor
2, Shri B.N. Mohapatra = - Joint Director
: REPRESEVTATTVFS

- MINISTRY OF ELECTRONICS AND 11\ I‘ORMATION TECHNOLOGY

1" Dr. Rajendra Kumar . f\ddmonal Secretary:
2. Shri Deepak Goel" - Seientist ‘G’ NIC

3. Shri, Vikash Chourasia e .S‘cientist‘C’
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MINISTRY O LAW & JUSTICE
A & JUSTICE

(Depa riment of Lega) Aftairs)- «
L Shyj Mahendra Khandelwa] - Additional Goyt. Advocate

(Legislative Department)

L. Shy R.Sreenivas S Additiona} Legislative Coungel

3. Initially, the Committee considered sub-sections (e) and (d) unider
Claus'e 36..The‘Committee expressed concern gvep the br

Journalistic purpose under Clause 36(e). 1t was decided during the sith:ng that
' part of the report of

‘ 1 I (Clauses 67 1,
81) which deals with ‘Appellate Trib_unalf and ‘Finance, Accounts and Audit’

tespectively. and finalized the Cajyse 67 with minor modifications.

5. Thereaﬁer, the Committee started ._di.:‘zgus"sion on Clause 68 and 'a'f’rer.due
deliberation finalized Clause 68 with, modifications i, 69(1)(a) & (b).

6. The_Committee took 'up_ Clau'se 69t0 73 and finalized Clauses 70, 71
and 73 without any -modification and  Clayseg 69, 1

modifications, _ . . S
7. While considering Clayse 74, in. ardsr t6 avoid delay in €xecltion of
ay be empowered

dectee, the Committee suggested that the Tribunal itgelf m
for executing ity orders. They further Slggg;astejd to modify the Clayse so g5 to
put the services of any police office; a1y officer of the Central or State
Government at the disposal of the Tribunai ang amended the Clause 74(2),
The Commitee ihen adjourne,
A copy of verbatim recoi‘\d of the proceedihgs is kept on record,
&L )
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: JOINT COMMITTEE ON :
THE PERSONAL DATA PROTECTION BIi.1., 2019

The 58" sitting of the Joint Committee on the Personal Data
Protection Bill, 2019 was held on 18th December 2020 fmm 1500 hrs to
1800 hrs in Room No.:53, Palhament House.

. PRESENT |
Smt, Meenakashi Lekhi - - Chairperson
. LOK SABHA
2. Shri P.P, Chaudhary
3. Dr. Kiritbhai Solanki
4.” Shri Manish Tewari
5. Shri Bhartruhari Mahtab
6. Shri Ritesh Pandey
RAJVA SABHA'
Shri Bhupender Yadav '
Shri Suresh Prabhu
Shri Rajeev Chandrasekhar
0. Shri Vivek K. Tankha
1, Dr. Amar Patnaik
SECRETARIAT
1. Dr. Ram Raj Rai - '« Director-
2. Shri B.N, Mohapatra - Joint Director-
REPRESENTATIVES '
MINISTRY OF ELECTRONICS AND. INFORMATION
TECHNOLOGY
1. Dr. Rajendra Kumar - Additional Secretary
2. Shri Deepak Goel o - Scientist ‘G’, NIC
3, Shri. Vikash Chourasia - Scientist ‘C’

1
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MINISTRY OF LAW & JUSTICE

_ (Department of Legal Affairs) - _

1. Shri Mahendra Khandelwal - Additional Govt, Advocate

| (Legislative Department)
1. Shri R.Sreenivas - Additional Legiélative Counsel

* 2. The Committee started deliberating on Clause 34 with fE:Spect to transfer
of sensitive personal data. The Committee recommended that public policy
-of India must be given the first prioriiy before a data priﬁcipal enter into a
contract for data exchange and the Bil] must specify that the condition for
transfer of data should be strictly on the principles of fecipr_Ocity.

3. Further the Cbmmittee considered Clause 68 again and .made
modifications regarding the experience and qualification for the
appointment of Chairperson in Appellate Tribunal in Clause 69(1)(a) & (b).

Besides, the Committee finalized modifications in Clause 76(2) concerning
the explanation of ‘legal practitioner’, '

The Commitiee tkeiz: adjourned,

A copy of verbatim record of the proceedings is kept on record.
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JOINT COMMITTEE ON
THE PERSONAL DAT_A'PROTECTIQN BILL, 2019

The 59th sitting of the Joint Committee was held on chrllesday, ‘the 23rd

December, 2020 from 1100 hrs. to 1300 hrs. in Room No.- 53, Parliament TTouse, New
Delhi. . . :
. PRESENT
Smt, Meenakashi Lelchi - : Chairperson
LOK SABHA

No R WD

—
-

—

“Dr, Kiritbhai Solanki 7 ) ’ |

Lo \D

Shri P, P. Chaudhary
Col. Rajyavardhan Singh Rathore

Ms. Mahua Moifra

Shri Marish Tewari
Shri Bhartriharl Mahtab

. RAJYA SABHA
Shri Bhupender Yadav
Shri Suresh Prabhu
Shri Ashwini Vaishnaw '

SECRETARIAT

Dr, Ram Raj Rai - Director
Shri B. N. Mohapatra -.  Joint Director

REPRESENTATIVES OF MINISTRY/DEPARTMENT

- MIN ISTRY OF ELECTRQNICS AND IT

Shri Rajendra Kumar - Additiona! Secretary
Shri Deepak Goel . Scientist ‘G’ :

g’




MINISTRY OF I,LAW & JUSTICE
(Department of Legal A ffairs)
1. Shri Mahendra Khandelwal - Additional Govt. Advocate

(Legislativepepartment) o
1. Ms. Sunita Anand ~ . Additional Legislative Counsel

. 3. The Chairperson put Clause 91 (Act to promote’ framing of policies for digitaj .

economy ete.) for consideration of the Committee, During the. deliberations the
Committee were of the opinion that the expression “Non personal Datg" referred to in
Explanation to Clause 91 needs to be defined more precisely,” The Committee

4. The Committee then took up Clause 92 for consideration, After detailed
deliberations the Committee decided to retain Clause 92 without any modification,

The Commiittee then ttidfourned.

A copy of verbatim record of the‘proceedings is kept on record,




JOINT COMMITTER ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 60th sitting of the Joint Comumilice was held on Wednesday, the 23rd
December, 2020 from 1500 hrs. to 1630 hirs. in Room No.- 53, Parliament House, New

Pelhi, . _ .

| PRESENT |
Smt. Meenalkashi Lelhi - Chalrperson

LOK SABIIA
2;  Shri P. P, Chaudhaty N ‘ ,r’,
- 3. Shri 8. S, Ahluwalia E

4, Col. Rajyavardhan Singh Rathore
5. Dr, Kiritbhai Solanki '
6. Shri Manish Tewari
7.

Shri Bhartruhari Mahtab

RAJYA_SABHA

8.-  Shil Bhupender Yadav
9. Shyi Suresh Prabhu

SECRITTARIAT

% 1. D Ram Raj Rai' - S Dleoetor

REPRESENTATIVES OF VIINISTRY/ DEPARTMENT

MINISTRY OF ELEC/IRONICS AND IT

Shri Rajendra Kumar - . Additional Sceretary

i
2. Shri Deepak Goel - Scientist *G?
3. Shri Vikash Chourasia - Scientist *C?
L
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MINISTRY OF LAW & JUSTICE
(Department of Legal A'lffairs)
L. Shii Mahendra Khandelwal. - Additional Govt, Advocate
. (Legislative Departmen t)
1, Ms. Sunita Anand - Additional Legislative Counse]
‘ 2, In continuation of their morning session, the Committee met,- to resune Clause

by Clause discussion of the Bill, The Chalrperson invited the attention of all the

- Members.to the quorum under Rule 259 (1) of Rules of 'Procedure and Conduct of .

Business of Lok Sabha, Taking info account the twWo vacant positions in the
Committee, the Committec noted that the quoruin was nearly complete -and hence
decided to proceed with the sitting, .

3. ‘The Committee retyrned to the discussion on definition of non personal data in

Explanation to Clayse 91(2). Shii Manish Tewari, MP suggested a definition of non
personal data, The definition was accepted by the Committee and suitable modification

was made in Clayse 91,

4, Thereafter, the Committee took up Clauses 94-97 for consideration along with

the atnendments proposed by the Members, Afier discussion, the Committee finalized
Claues94-97 without any modifications, '

5, The Committee considered Clause 98 and 'nbted that there were no amendrnents
proposed to this Clause, The Committee finalized Clause 98 without any modification,

6. Thereafter, the Committce revisited its discussion on Clause 91 of the Bill, The
Committee agreed to modify Clause 91 (3) to state that the details of disclosure by the
Central Government of the directions made by it under sub-section 91 (2) shali be

included in its Annual Report which shall be lajd before both House of Parliament,

7. The Committee then took up for considerafiqr@ Chapter IX and X dealing with
penalties and compensation. As directed by the Committee, thé M/o Electronics and 1T
made a presentation before the Committee, The Committee deliberated in detail the

‘provisions of Chapter IX and X based on-the presentation, The discussions remained

inconclisive, The Ministry was asked 1o redraft certain provisions based on the
suggestions/concerns put forth by the Members,

haw -
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8. - The Committee desired that the M/o Elcctiomcs and IT prepare a presentation,
to be made before the Committe, on the IT Act, the workihg of various regulatory
bodies under the IT Act and 1eguIat10n of social media intermediaries therein, ;

The Committee then adjourned.

A copy of verbatim record of the proceedings is kept on record,
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JOINT COMMITTEE ON
THE PIXRSONAL DATA PROTECTION BILL, 2019

. The ~6lst sitting of the Joint Committee was held on Thursday, the 24th
December, 2020 from 1100 hrs. to 1310 hrs. in Room No.- 53, Parliament FHouse, New

Delhi. _

. Smt. Mecenakashi Lekhi - Chairperson

LOK SABHA

Shri P, P. Chaudhary.
Shri S, S. Ahluwalia .
Col, Rajyavardhan Singh Rathore
Dr. Kiritbhai Solanki
Shri Manish Tewari

* Shri Bhartruhari Mahtab
Shri Ritesh Pandey

PN Us WL

RAJYA SABUA

« - Shri Bhupender Yadav
10.  Shri Suresh Prabhu

SECRETARIAT
I. Dr. Ram Raj Rai | . Director .
2: Shei, B. N. Mohapatra . - Joint Director -

REPRESENTATIVES OF MINISTRY/DERPARTMENT

MINISTRY. OF ELECTRONICS AND IT

1. Shri Rajendra Kumar - Additional Secretary
2. Shri Rakesh Maheshwari - Scientist ‘G’
3. 8hri Deepak Goel ~  Scientist 5G*
4. Shri Vikash Chourasia - Scientist *C’
.
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MINISTRY OF LAW & JUSTICE

(Department of Legal Affairs)
1. Shri Mahendra Khandelwal - Additional Govt. Advocate

(Legislative Department)

I.  Ms. Sunita Anand ‘ - Additional Legislative Counsel

"2. The Committee returned lo the discussion on Chapter X and X dealing with

Data Protection Authority and provisions of penalties and 'co‘mpensation. The
Committee considered the draft changes brought by the M/o of Electronics and IT, on
diregtions of the Committee, based on the concerns and ‘suggestions put forth by the
Members in the previous sitting. After detailed deliberation the Committee directed
that a new Clause 62, dealing with Complaint mechanism be added to the Bill and the

numbering of the subsequent Clauses be changed likewise, |

f
4. The Committee then returned to discussion on Clause 85. The Committee heard
the amendment proposed by the M/o Electronics and IT to Clause 85. The Committee
deliberated on Clause 85. The discussion in this regard remained inconclusive.

2. The Committee also deliberated on the scope of the Bill with respect to non

personal data,

The Commitiee then adjourned.

A copy of verbatim record of the proceedings is kept on record,




JOINT COMMITTEE ON
THIE PERSONAL DATA PROTECTION BILL, 2019

The- 62nd sitting of the Joint Commitlce was held on Thursday, the 24th
December, 2020 from 1500 hrs. to 1820 hrs, in Room
Delhi,

Smt, Meenalkashi Lelchi - Chairperson

NOL LN

&«

[
.

:h-b-)l\)»u

LOK SABIIA

Shri P. P. Chaudhary

Shri S, S. Ahluwalia

Col, Rajyavardhan Singh Rathore
Dr, Kiritbhai Solanki

Shri Manish Tewari

Shri Ritesh Pandey

RAJYA SABIA

Shri Bhupender Yadav
Shri Suresh Prabhn

SECRETARIAT
Dr. Ram Raj Rai '_ - Director
Shri. B. N. Mohapatra - Joint Director

REPRESENTATIVES OF MINI_STRY/DEPARTMENT

MINISTRY QF ELECTRONICS AND IT

" Shri Rajendra [Kumar - Additional Secretary
Shri Deepak Goel - Scientist *G®
Shri Rakesh Maheshwari - Scientist ‘G’
Shri Vikash Chourasia - Scientist'C?
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MINISTRY OF LAW & JUSTICE,
(Department of Legal Affairs)

1, Shri Mahendra Khandelwal - Additional Govt. Advocate

(Legisiative Department)

1.  Ms, Sunita Anand - Additional Legislative Counsel

2. In continuation of their morning session, the Committee met (o resume Clause
by Clause discussion of the Bill. The Chairperson invited the attention of all the
‘Members to the quorum under Rule 259 (1) of Rules of Procedure and Conduct of
‘Business of Lok Sabha, Taking into account the two vacant posftions in the
Committee, the Committee noted that the quorum was nearly complete and hence

decided to proceed with the sitting.

3. At the outset, the M/o Eleclronics and [T made a presentation before the

Committee concerning how social media platforms are being regulated under the 1T

Act and other legislations.

4, The Committee held detailed deliberations on the provisions dealing with the
- soclal media intermediaries. In this regard, the Committec made certain observations to

be included as general recommendation in the report of the Committee. The Committee
also directed the M/o Electronics and 1T to come up with a redrafl of Clause 26 based

on the suggestions/concerns of the Menibers.

5. The Committee also revisited Clause 50 and made certain modifications toil.

The Commitree then adjourned.

A coj)y of verbatim record of the proceedings is kept on record,.




. JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL. 2019

The 63rd sifting of the Joint Committce wasg held on Monday, the 28th
December, 2020 from 1100 hrs. to 1300 hrs, in Room No.- 53, Parbiament House, New

Delhi.

i

. PRESENT
Smt. Meenakashi Lelchi - Chairperson

LOK SABHA ]

Shi{ P, P. Chaudhary

. Dr, Kiritbhai Solank{
. Shri Arvind Dharmapuyi -
Shei Uday Pratap Singh
Shri Manish Tewari

Nounawp

Shii Bhartruhari Mahtab

RAJYA SABHA

8. Shri Bhupender Yadav

9. Shri Suresh Prabhy

10.  Shri Rajeev Chandrasekhay
11, Shri Vivek K. Tankha

12, Dr. Amar Patnaik

SECRETARIAT
1. Dr, Ram Raj Rai - Director
2, Shri, B. N, Mohapatra - Joint Director

REPRESENTATIVES OF MINISTRY/DEPARTMENT

MINISTRY OF ELECTRONICS AND IT

Shri Rajendra Kumar - Additional Secretary
Shri Deepak Goel C - Scientist ‘G?
Shri Vikas Chourasia = Scientist 'C'
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MINISTRY OF LAW & JUSTICIC
(Department of Legal Affairé)

I. Shri Mahendra Khandelwal - Additioﬁal Governnent Advocate

. (Legislativé Department)
I," Ms. Sunita Anand - Additional Legislative Counsel

2, At the outset the Hon'ble Chairperson welcomed-the Membeys of the Com1n1ttee
and the representatives from M/o Electronics and IT and M/o Law & Justice
(Department of Legal Affairs and Legislative Depamnent) to the sitting of thc Joint

Comimnittee.
/

3. . After some- initial discussion 1ega1ding social tedia ! intermediaries, the.

Chairperson drew the attention of the Commnittee to some provisions of the Bill that
were left for consideration at later stage.

4. The Chairperson then brought to the notice of the Committee, the Bloomberg
Report, “The Big Hack: How China Used a Tiny Chip to Infiltrate U.S. Companies’ to
highlight the issue of data leakage throu gh vulnerable hardware systems.

5. In this regard, the Comrmttee then held deta1led dlscussmn on inter-alia the
followmg -

(i) Hardware systems and data leakage (ii) Security and integrity testing of hardware
products (iii) Bxisting government hardware testing facilities. (iv) Possible role of
DPA in this regard (v) Indian Common Criteria Certification Schéme sctup by Mo
Electronics and IT. (vi) Inclusion of provisions to regulate hardware systems within the
purview of the Bill (vii) Extent and scope "of regulating electlomc hardware

manufacb.u ing and liabilities ther ein.

“"The discussion remained inconclusive.
Tie Committee then adlourned.

A copy of verbatim record of the proceedings is kept on record.




JOINT COMMITTEE ON
LHE PERSONAT, DATA PROTECTION BILL, 2019

The 64th sitting of the Joint Committee was held on Monday, the 28th
December, 2020 from 1500 hrs, to 1745 hrs. in Room No.- 53, Parliament House, New

.Delhi.

: | PRESENT
Smt. Meenakashi Lelchi - Chairperson

LOK SABHA

2. Shri P, P. Chaudhary ' . i
3. Shri Sanjay Taiswal o J
4. D, Kiritbhai Solanki

5. Shui Arvind Dharmapuri

6. Shri Uday Pratap Singh

7.

Shri Manish Tewari

. RAJYA SABHA
8. Shri Bhupender Yaday ' -
9. Shri Rajeev Chandrasekhay

10, Shri Vivek ¥, Tankha °
11.  Dr. Amar Patnaik

Sk CRETARIAT

1. Dr, Ram Raj Raiv 7 - Dﬁ'ect01‘
2. Shti.B.N. Mohapatra Co- Joint Director

REPRESENTATIVES OF MINISTRY/DEPARTMENT
| MINISTRY OF ELECTRONICS AND IT

i-th\J)—-

Shri Rajendra Kumar - Additional Sécretary
Shii Deepak Goel = Scientist ‘G’
Shri Vikas Chourasia .- Scientist 'C'
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. .




MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs) .

‘1. Shri Mahendra Khandelwal = - Additional Government Advocate

(Legislative Department)
1. Ms. Sunita Anand - Additional ngislative Counsel

2. The Committee fesumed their discussion from their earlier sitting in respect to
data collection by hardware devices and extending the applicability of the Bill to the
same. The Committee considered the draft provision for regulation of hardware
manufacturers proposed by Shri Manish Tewari, based upon the discussion held in the
previous sitting. The Committee deliberated on the proposed draft and othex aspects -
such as, laying down of standards for digital products and setting up of labs for testing
the security and integrity of devices. The Committee agreed to the draft in principle
and directed the M/o Electronics and IT to redraft it keeping in mind the spirit of the
discussion. .

3. The Committee deliberated on the inchusion of the rights of ;!1 dead data principal
under. Chapter V dealing with the rights of the data principal ‘and inserted a new

subsection 17(4).

4. Thereafter, clause 34 was again taken up for discussion. After detailed
deliberation the Commiftee inserted a new sub-para (iii) to clause 34 (1) (b).

5. Thereafter, the Committes reconsidered making changes to Clause 2 of the Bill -
relating to application of the Act to processing of personal data for providing definite
timeline for the implementation of different provisions of ‘the Bill. After due

"deliberations, the Committee decided not to make any changes in this respect. .

6. The Committee also raised concerns regarding certain areas such as fair usage of
Artificial Intelligence, rights of data principal with respect to access to data, Data
Protection Authority and regulation of significant data fiduciaries, responsibilities of
significant data fiduciaries etc. The M/o Electronics and IT gave clarifications for the
same and consequently, no modifications were made in the Clauses

7. ‘Further, the Committee discussed Clause 85 and finalized minox mo'diﬁcations :

in the Clause 85 along with an amendinent to the marginal note of Clausec 85.
The Conimittee then adjourned,

A copy of verbatim record of the proceedings is lept on record.
2 ‘




JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILY., 2019

: The 65th sxttmg of the Joint Committee was held on Tuesday, the 29th
December, 2020 ﬁom 1100 hrs. to 1300 hrs. m Room No.~ 53, Pa1hament House, New

Delhi.
PRESENT

Smt, Meenakashi Lekhi - Chairperson

LOX SABHA .

Shui P, P, Chaudhary
Dr, Kiritbhai Solanki
Shri Arvind Dharmapuri
Shri Uday Pratap Singh
Shri Rajiv Ranjan Singh.
Shri Manish Tewari
Shri Bhartruhari Maltab

PNouRLL

RAJYA SABHA

9. Shri Bhupender -Yadav
10.Shri Rajeev Chandrasekhar
11.8hri Vivek X, Tankha

| SECRETARIAT
1. Dr.Ram Raj Rai - N Director
2, Shyi, B. N, Mohapatra’ _ - Joint Director

REPRESEN TATIVIES OF MINISTRY/DEPARTMENT:

MINISTRY OF ELECTRONICS AND IT

1. Shri Rajendra Kuman - Additional Secretary
2. Shri Deepak Goel - Scientist ‘G?
3. Slui Vikas Chourasia - Scientist 'C

1
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MINISTRY OF LAW & JUSTICB
(Department ofLegal Affairs)

1. Shri Mahendra Khandelwal . Addltlonal Government Advocate

(Legislative Department)
1, Ms: Sunita Anand ' - Additional Legislatiye Counsel

2. At the outset the Hon’ble Chairperson welcomed the Members of the
Committec and the representatives from M/o Electronics and IT and Mlo Law &
Justice (Department of Legal Affairs and Legislative Depal tment) to the sitting of the

Joint Committee. : . 1
3. - The Ministry of Blectronics and IT suggested to include the draft provision for

the regulation of hardware manufacturers and equipment, based on the proposal by Sh.
Manish Tewani, under Clause 49 dealing with the powers and functions of the Data

. Protection Authority. The Committee considered the proposal of the Ministry and after

due deliberation approved the inclusion of a new sub section 49(2)(0) and consequent
changes to the numbering of the Clause. The Committee also inserted a new proviso

5(2) in this regard.

4, The Committee then began the consideration of Clause 3 dealmg with the -
various definitions under the Bill. The Committee held detailed discussion of Clause
3(1) to 3(7), particularly on the definition of anonymisation given in Clause 3(2).
Clause 3(1) to 3(7) were passed w1thout any modification,

5. Thereafter, clause 34 was again taken up for discussion,

The Comittee then adjourned,

A copy of verbatim record of the proceedings is kept on record.
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' JOINT COMMITTEE ON .
THE PERSONAYL DATA PROTECTION BILL, 2019

The 66th sitting of the Joint Committee was held on Tuesday, the 29th -

‘December, 2020 from 1500 Jas, to 1840 hys. in Room No,~ 53, Parliament House, New  *

Defhi.
_ PRESENT
Smt, Meenakashi Lelhi - Chairperson
LOIK SABHA
2. Shri P, P. Chaudhary ) :
3. Dr. Kiritbhai Solanki ';’
4. Shti Arvind Dharmapuri ‘. '
5. Shri Uday Pratap Singh
6. Shri Rajiv Ranjan Singh
7. Shri Manish Tewari
8. Shri Bhartruhari Mahtab
: 3 RAJYA SABHA
9. Shri Bhupender Yadav
10.Shri Rajeev Chandrasckhar
11.8hri Vivek X, Tankha
SECRETARIAT
1. Dr, Ram Raj Rai . ‘ . Director -
2., Shri. B. N. Mohapatra - Joint Director

REPRESENTATIVES OF MINISTRY/DIPARTMENT

MINISTRY OF ELECTRONICS AND IT

1. Shri Rajendra Kumar - Additional Secretary
2. Shri Deepak Goel - Scientist ‘G’
3. Shri Vikas Chourasia - Scientist 'C'

Yoq
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MINISTRY OF LAW & JUSTICE,
_(Department of Logal Affairs)

1, Shri Mahendra Khandelwal = - Additional Government Advocate

- (Legislative Department)
1, Ms. Sunita Anand - Additional Leg1slat1ve Counsel

2. The Commlttec resumed its dehbmatxons on Clause 3, begmmng with the
definition of 'child' under Clause 3(8). After deliberations, the Comunittee finalizes the
modifications in the foll,owing Clauses/sub-sections:-

(1) Slight modification ‘was made in Sub- Section(13).
(if) New sub clause 3‘(20)(xi) was inserted under tﬁe definition of ‘harm’,
(1ii) Definition of "personal data breach" under 3(29) was m0d1ﬁcd

3. During the discussion on the definitions, the Commlftéc also took up the '

~ consideration of the Schedule to the Bill. The discussion regarding the schedule and

the consequent changes to be made to the IT Act, particularly those concerning social
media platforms, remained inconclusive and no modifications were made at the time,

4, Thereafier, the Commitiee took up the considesation of those Clauses where it

had " not given the final approval to the proposed changes. Consequently the

amendments in the following clauses were made:-

(1) Clause 11(3)(b) was modified slightly.

(ii) Clause 11(6) dealing with legal consequences for withdrawal of consent was
amended

(iii) Mod1ﬁcat1on was made in the new subsectlon 49(2) (o) that was earlier msented by
the Committee.

5. The Committee then concluded the clause by clause discussion of the Bill and
directed the M/o Electronics and IT and the Legislative Depau tment to undertake the

legal vetting of the Bill as amended.
le.e Commitiee (len _q({/dmwéd.

A copy of verbatim record of the proceedings is kept on record,
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- JOINT COMMITTEE ON :
THE PERSONAL DATA PROTECTION BILL., 2019

The 674 sitting of the Joint Committec was held on Wednesday, the 15% September,
2021 from 1500 hrs. to 1700 Iirs. in Commitiee Room 3, Parliament House Annexe
Extension, New Delhi,

PRESENT
SHRI P. P, CHAUDHARY - - HON'BLE CHAIRPERSON

LOK SABHA
Col. Rajyavardhan Singh Rathore
Shri Sanjay Jajswal - | .
Dr.Kiritbhai Solanki _ j
Shri Uday Pratap Singh , !
-Dr. Satyapal Singh ‘
Smt, Aparajita Sarangj
Shri Gaurav Gogoi
Ms. Mahua Moitra
Shri Manish Tewari
Shri Ritesh. Pandey

PNoALE LN

_——
—_

- 'RAJYA SABIIA

12. Shri Rakesh Sinha

13, Shri Suresh Prabhy

14, Dr. Sudhanshy Trived
I15. Shri Jairam Ramesh

16. Shri Vivek K. Tankha
17. Shri Derek O'Brien

18, Shii A. Navneethakrishnan
I9. Prof. Ram Gopal Yaday'
20. Dr. Amar Patnaik

SECRETARIAT -
I. Dr. Ram Raj Raj - Director
, Shri. B. N. Mohapatra - Joint Director
3. Dr. Mohit Rajan - Deputy Secrétary
. N

.o

| b




2. At the begmmng of the sitting, Hon’ble Chalrperson extended a warm

welcome to all the Members and expressed his pleasure to have seven new Membets
appomted to the Committee viz. Thlm Dayanidhi Maran, Dr. Satya Pal Smgh Smt.
Aparajita Sarangi, Shri Rakesh Smha Dr, Vinay P. Sahastabuddhe , Dr. Sudhanshu
Trivedi and Shri Ram Gopal Yadav.

- 3. The Hon'ble Chairperson decided to haﬂre an internal meeting of the Committee to B
set out the plan for further deliberations. As the agenda of 67" eiﬁing was the
comparison between The Personal Data Protection Bill, 2019 as introduced in the
Parliament, as discussed in the Joint Committee and suggestlons for amendment, by the -
Chairperson, Members put forth their concerns about 1econs1derat1on of the Bill. The
Ce‘mmittee were of the opinion that only those Claugses where amendments were
suggested by the Chairpetson may be taken for reconsideration. The Members of the
Committee also desired that the summary of discussions that took place in the Joint
Committee on the Personal Data Protection Bill, 2019 till December 2020 as p1epa1ed by
the Secretaﬁat may be circulated to Members. The Committee discussed about giving an .

oppottunity to the new Members to submit their amendments on various provisions of -

the Bill.

‘The Committee then adjourned.




JOINT COMMITTEE ON THE PERSONAT, DATA PROTECTION BILL, 2019

1

New Delhi,
PRESENT
ShriP. P, Chaudhary - CHAIRPERSON
_ LOK SABHA - i
2. Shri Kiritbhai Solanki ' !
3. Dr. Satyapal Singh .
4, Smt. Aparajita Sarangi )
5. Shri Rajiv Ranjan Singh
6. Shri Gaurav Gogoj
7. Ms. Mahua Moitra
8. Shri Manish Tewari
9. Shri Ritesh Pandey
_ . RAJYA SABHA
10, Shri Rakesh Sinha ‘
11. Shri Suresh Prabhy
12. Dr. Vinay P. Sahasrabuddhe
13. Dr. Sudhanshu Trivedi
14. . Shri Jairam Ramesh
- 15. - Shri.Vivek X, Tankha
16. Shri A. Navaneethakrishnan
17. Prof. Ram Gopal Yaday
18. - Dr. Amar Patnaik
SECRETARIAT
1. Dr. Ram Raj Rai - Director
2, Shri. B. N. Mohapatra - Joint Director
3. Dr. Mohit Rajan . - Deputy Secretary

: The 68" sitting of the Joint Committee was held on Thursdéy, the 16" September, -
2021 from 1100 ‘hrs. to 1315 hrs. in Committee Room B, Parliament House Annexe,.-

\
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REPRESENTATIVES or MINISTRY/DEPARTMENT
MINISTRY OF K ELECTRONICS AND IT

1. Dr. Rajendra Kumar - Additional Secretary -
2. Shri Deepak Goel - Scientist ‘G*
3. Shri Vikash Chourasia - Scientist ‘C’
MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs)
1. Shri Anoop Kumar Mendiratta - Secretary (Dept. of Legal Affairs &
. Secretary(Additional Charge)
[Legislative Dept.]
2. Shri Rajveer S1ngh Verma - Additional Secretary‘
3. Shrl Mahendra Khandelwal - Add1t10na1 Government Advocate
(Leglslatlve Department)
1. R, Sreenivas ‘ - Additional Legislative Counsel

2. At the outset, the Chail‘persen welcomed the Members of the Committee and the |

- representatives from Ministry of Electronics and Information and Technology and"

Ministry of Law & Justlce (Department of Legal Affairs and Legislative Department).
'The Chairperson also d1ew the attentlon to the provisions of Direction 55(1) regarding

confidentiality of the proceedlngs of the Committee.

3. - The Comnnttee took up for discussion the comparative analysis of The Personal
Data Protection Bill, 2019 as 1ntroduced in the Palhament as discussed in the Joint .
‘Committeec and the sugges‘nons for amendment as given by the Chairperson of the
| Comnnttee The Committee had detailed dehberatlon on the amendments suggested by

the Chairperson to Clauses 2A(b) of the original bill & 2A(d) as inserted by the Joint
Committee during their earher discussions deahng with the application of the Act to
processing of personal data \Wwhich were read along with Clauses 91 (Act fo promote -

framing of policies for digital economy, ctc) and 92 ( Bar on processing certain forms of
'.‘7 . .

'rm




biometric data), The Committee accepted the suggestions given by the Chairperson in the -
above clauses and accordingly amended Clause 2.

4, The Committee considered the suggestions of Chairperson to Clayge 3(1) to

(12) of the original bill and to Clause 3 (11) as inserted b

y the Joint Committec in their _
carlier discussion which deal with definitions and accepted 7

the same.

The Committee then adjourned,

o
A copy of verbatim record of the proceedings is kept on record.
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~ JOINT COMMITTEEON .
* THE PERSONAL DATA PROTECTION BILL, 2019

The 69 sitting of the Joiht Committée was held on Thursda'y, the 23" September,
2021 from 1100 hrs, to 1300 hrs. in Committee Room D, Parliament House Annexe, '

New Delhi.

PRESENT
Shri P, P. Chaudhary | - CHAIRPERSON
- | . " LOK SABHA
2. Shri S.S. Ahluwalia |
3. Shri Uday Pratap Singh N |
4. Shri Manish Tewari | .
5. Dr. Shrikant BEknath Shinde
6. Shri Bhartruhari Mahtab
| RAJYA SABHA
7. Shri Rakesh Sinha
8. Dr. Vinay P. Sahasrabuddhe .
0. Dr. Sudhanshu Trivedi
. 10.  Shri Jairam Ramesh '
11.  Shri Vivek K. Tankha
12. ~ Prof. Ram Gopal Yadav
SECRETARIAT
L. Dr. Ram Raj Rai - Director -
2. Dr. Mohit Rajan _ - Deputy Secretary
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REPRESENTATIVES OF MINISTRY/DEPAR TMENT
MINISTRY OF ELECTRONICS AND IT

1, Dr. Rajendra Kumar - Additiona] Secretary
2. Shri Deepak Goel - Scientist ‘G’
3. Shri Vikash Chourasia - Scientist ‘C’
MINISTRY OF LAW & JUSTICE |
(Department of Legal Affairs)
1. Shri Anoop Kumar Mendiratta -~ - Secretary (Dept, of Legal

Affairs & Secretary(Additiona]
Charge [Legis’lative Dept.]
2. Shri Mahendra Khandelwal - = Additional Government Advocate

(Legislative Department)

1. Dr. Reeta Vasiéhta - Additional Secretary
2, R. Sreenivas | . - Additional Legislative Counsel
2. At the beginning of the sitting, Hon’ble Chairperson extended a Warxh welcome

to all the Members and the representatives from Ministry of Electronics and
Information Techunology and Ministry of Law and Justice (Dept. of Legal Affairs and
Legislative Dept.) to the sitting. The Chairperson also drew the attention to the
provisions of Direction 55(1) regarding confidentiality of the proceedings of the
Committee, o

3. The Committee took up for re-consideration Clause 3(11) defining consent
manager as recommended by the Committee in its earlier sittings read with clause 23
and Clause 3(12) of the original Bill defining 'Data Auditor' read with clauses 29 and
92 of the original bill, After detailed discussions on the matter, the Committee accepted
the suggestions given by the Chairperson and deleted the word "independent" fiom
Clause 3(12) of the original Bill. The Committee, thereafter, took up for consideration
the newly inserted Clayse 3 (14) defining "data  breach" read with Section 91 of the
original bill, The discussion on the new Clause 3(14) remained inconclusive,

The Committee then adjourned, o
- A copy of verbatim record of the proceedings is kept on record.
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JOINT COMIV[ITTEE ON
THE PERSONAL DATA PROTECTION BILL 2019

The 70th sitting of the Joint Committee on the Personal Data Protectlon Bill,

2019 was held on Thursday, the 23rd September, 2021 from 1400 hrs. to 1530 hrs. in
Committee Room D, Parliament House Annexe, New Delhi.

ANl
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PRESENT
Shri P. P. Chaudhary - : CHAIRPERSON
. LOK SABHA
Shri Uday Pratap Singh |
Shri Manish Tewari o |
Dr. Shrikant Eknath Shinde
Shri Bhartruhari Mahtab
o RAJYA SABHA .
Shri Rakesh Sinha

Dr. Vinay P. Sahasrabuddhe
Dr. Sudhanshu Trivedi

Shri Jairam Ramesh

Shri Vivek K, Tankha

Prof. Ram Gopal Yadav

SECRETARIAT

Dr. Ram Raj Rai - Director
Dr. Mohit Rajan - Deputy Secretary

REPRESENTATIVES OF MINISTRY/DEPARTMENT
MINISTRY OF ELECTRONICS AND IT

Dr. Rajendra Kumar - Additional Sccretary
Shri Deepak Goel - Scientist-‘G’
Shri Vikash Chourasia - - Scientist ‘C’




MINISTRY OF LAW & JUSTICE -

. (Department of Legal Affairs)
1. Shri Anoop Kumar Mendiratta - Secretary (Dept. of Legal Affairs & ,
: Secretary(Additional Charge), Legislative Dept. _
2. Shri Mahendra Khandelwal - Additional Government Advocate

_ . : (Legislative Department)
l. Dr. Recta Vasishta - Additional Secretary
2. R. Sreenivas . - Additional Legislative Counsel

2. The Committee resumed their discussion on the newly inserted Clause 3(14)
defining data breach and accepted the suggestions made by the Chairperson therein,
The Committee, thereafter, accepted the minor changes suggested by the Chairperson
to Clauses 3(13).and 3 (15) of the original bill which define 'data fiduciary' and 'data
processor', Clause 3(17) regarding data protection officer and Clause 3(22) (xii)

reasonably expected by the data principal", the Committee decided that the discussion
on the same may be taken up at a later stage,

3. Subsequently, the Committee took up for consideration the definition for 'non
‘personal data’ and 'non personal data breach’ suggested by the Chairperson and .
recommended the same, Accordingly, the new Clauses are renumbered as Clauges
3(28) and 3 (29) respectively. The Committee further accepted the suggestion of the
Chairperson that the expression "words and expression used herein and not defined in
this Act but defined in the Information Technology Act, 2000 shall have the same _
meanings respectively assigned to them in that Act" as inserted under Clause 3(43) in

the earlier sittings of the Joint Committee may be deleted.

3. Thereafter, the Committee considered the suggestions of Chairperson with
respect to the Clauses of original Bill, viz, Clause 4 tegarding Prohibition of processing
of personal data, Clause 7(2) explaining about hotice for collection or processing of .
personal data and Clause 10 regarding accountability of data fiduciary and drafling

Committee also recommended the amendment stiggested by the Chairperson to Clause
8(4) which was inserted by the Joint Comnlitsgze in the previous sittings.
. The Committee then adjourned,
. A copy of verbatim record of the proceedings is kept on record.
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JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 71st sitting of the Joint Committec was held on Wedncsdéﬁ?,:the 29th September,
2021 from 1100 hrs. to 1310 hrs. in Committee Room B, Parliament House Annexe,

New Delhi. :
~ PRESENT ’
SHRI P. P. CHAUDITIARY - CHAIRPERSON
LOK SABHA ‘ |
2. Shri S.S. Ahluwalia
3, ShriL.S. Tejasvi Surya
4,  Dr. Kiritbhai Solanki
5. Dr. Satyapal Singh
6.  Smt. Aparajita Sarangi
7. Shri Rajiv Ranjan Singh
8. Ms. Mahua Moitra .
9.  Shri Manish Tewari ‘ ;J
10.  Shri Bhartruhari Mahtab _
. 11.  Shri Ritesh Pandey
. RAJYA SABHA
12.  Shri Rakesh Sinha
13. Dr. Sudhanshu Trivedi
14.  Shri Jairam Ramesh
15. Shri Vivek K. Tankha .
16. Shri A. Navaneethakrishnan
17. Prof. Ram Gopal Yadav
18. . Dr. Amar Patnaik
SECRETARIAT
1.  Dr.RamRajRai ' - Diréctor
2. Shri Baikunthanath Mohapatra - Joint Director
3. Dr. Mohit Rajan - Deputy Secretary
REPRESENTATIVES OF MINISTRY/DEPARTMENT
MINISTRY OF ELECTRONICS AND IT
1.  Shri Ajay Sawhney - Secretary |
2. Shri Rajendra Kumar - Additipnal Secretary
3., Shri Deepak Goel - - Scientist ‘G’
4. Shri Vikas Chourasia ' - Scientist ‘C’
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MINISTRY OF LAW & JUSTICE

(Department of Iegal Affairs)
1. Shrj Anoop Kumar Mendiratta - Secretary (Dept, of Legal Affairs &
S Secretary(Additiona] Charge) |
[Legislative Dept.]

2. Shri Mahendra Khandelwal - Additional Government Advocate

(Legislative Department)

1. Dr. Reeta Vasishta - - Additional Secretary .
2, R. Sreenivas ' . - Additional Legislative Counse]

. Committee,

3. - The Committee took up for consideration Clauge 12 dealing with the grounds for
- processing of personal data without consent in certain cases. The Committee afier
deliberations decided to revisit the Clause Iater, Thereafter, the Committee took up for
consideration Clause 13 (1); Clause 14(1), clause 16(3), Clause 17(2), Clause 18 4),
Clause 19(2) , Clause 20(5), clause 21(2), Clause 22(2) and deliberated on the
- suggestions placed before it and accepted the same. The Committee, thereafter, took up
for consideration Clayse 23 (1) (i) [Clause 23(1) (h) of the original bill] relating to
transparency of processing of personal data. After detailed discussion the Committee
~ decided to retain the clause as it is, Tﬁereaﬁer, the Commiitee took up for
consideration proviso to Clause 25 (5) and accepted the suggestions put forward by the
Chairperson on the Clayge. The Committee also decided that Explanation to Clause 25
which was inserted during the earlier sittings of the Joint Committee may be deleted,
Thereafier, the Committee took up for consideration Clauge 26 (1) and (3) and clause
27 (5) of the Bill and had 2 detailed discussion on the clauses, .

The\Committee ther adjourned,

A copy of verbatim record of the proceedings is kept on record.
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JOINT COI\ﬂ\/IITTEE ON

THE PERSONAL DATA PROTECTION BILI., 2019

The 72nd sitting of the Joint Comnuttee was held on Wednesday, the 29th September,
2021 from 1400 hrs. to 1710 hrs. in Committee Room B, Parliament House Annexe,.

NQW Delhi.
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13.
14.
15.
16.
17.

PRESENT

HRIP P. CHAUDHARY -
LOK SABHA

Shri S.S. Ahluwalia .
Shri L. S. Tejasvi Surya
Dr. Kiritbhai Solanki
Dr. Satyapal Singh
Shri Rajiv Ranjan Singh
Ms. Mahua Moitra
Shri Manish Tewari
Shri Bhartruhari Mahtab
Shri Ritesh Pandey
RAJYA SABHA

Shri Rakesh Sinha

Dr, Sudhanshu Trivedi
Shrj Jairam Ramesh
Shri Vivek I{. Tankha.
Shri A. Navaneethakrlshnan
Prof. Ram Gopal Yadav
Dr. Amar Patnaik . _
| SECRETARIAT

Dr. Ram Raj Rai - Director

Shri Baikunthanath Mohapatra - Joint Director |
Dr. Mohit Rajan - Deputy Secretary

CHAIRPERSON




REPRESENTATIVES OF MINISTRY/DEPARTMENT
MINISTRY OF ELECTRONICS AND IT

1. Shri Rajendra Kumar - Additional Secretary

2. Shri Deepak Goel - Scientist ‘G*

3. Shri Vikas Chourasia - Scientist «C’
MINISTRY OF LAW & JUSTICE /

(Department of Legal Affai’rs)

L. Shri Anoop Kumar Mendiratta - Secretary (Dept, of Legal Affairs &
' Secretary(Additional Charge)
[Legislative Dept. ]
2. Shri Mahendra Khandelwal - Additional Government Advocate
3.

(Legislative Depﬁrtment)

1. Dr. Reeta Vasishta - Additional Secretary
R, Sreenivas _ , - Additional Legislative Counse]

N

A After welcoming all the Members and the officers _ﬁ'om the M/o Electronics and
1T, Mo Law & Juétice (Departmeﬁt of Legal Affairs and Legislative Department, the
Chairperso_n resumed the discussion of the Committee on the Bill, The Connnjttee took
up for comsideration Clause 28 which deals with maintenance of fecords. The
Committee accepted the drafting change‘fs%ﬁgested to clause 28 (3). .During the
discussion the members of the\ Committee raised concerns and discussed in detail the
issue of verification of accounts and accountability of social media intermediaries to
unverified accounts, bonte11ts posted on their platform and maintaining of accurate and
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up to date records. The. Committee after deliber_ations decide_t_i to revisit the Clause

later.

2, Thereafter the Commlttee took up for consideration Clause 29(7), Clause 30(1)

detailed discussion on the Clause, the Committee decided to revisit the Clause later.

and accepted the amendments suggested by the Chalrperson The Comm1ttee also
decided that Explanation to Clause 30 which was inserted during the carlicr sittings of

the I oint Committee may be deleted.

3., The Committee then took up for consideration Clause 31(3), 34 (1)(b) & (c) and
accepted the changes suggested by the Chairperson. The Committee thereafter
dehberated on Clause 35 of the Bill dealing with the Power of Central Government to
exempt any agency of Government from application of the Act. The Committee then
took up for consideration Clause 36, Clause 40(f) and accepted the suggestions given
by the Chairperson. In Clause 41(1) the Committee decided to retam the original
Clause. Thercafter, the Committee took up for eon51derat10n Clause 42 rega1d1ng the

Composition and qualifications for appointment of Chairperson and Members, After

The Commiitee thereafter made minor changes in Clause 44 (1) (b) & (e), Clause
44(2), Clause 45, Clause 46(2) and (3), Clause 49 (2)(a), Clause 49 (2)(o) [as inserted
in the carlier sitting of JPC], Clause 49(3), Clause 50 (6)(0) & (s), Clause 51(2), Clause

53(1)(a), Clause 53(6), Clause 53(8)(c), Clause 54 (1) (g), Clause 55 (1), (2) and (4).

The Committee then adjourned.

A copy of verbatim record of the proceedings is kept on record.
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- JOINT COMMITTEF, ON
. THE PERSONAL DATA PROTECTION BILL, 2019

The 7731’d sitting of the Joint Committee was held on Wednesday, the 20th October,
2021 from 1100 hrs. to 1315 hrs. in Committee Room C, Parliament House Annexe,
New Dethi. ' '

PRESENT
SHRIP.P. CHAUDHARY . CHAIRPERSON
- LOK SABHA
2, Shri 8.8. Ahluwalia
3. Shri Uday Pratap Singh - j
4. Shri Gauray Gogoi - /
5. Shri Manish Tewar; :
6. Thiru Dayanidhi Maran
7. Shri Bhartruhari Mahtab
8. Shri Ritesh Pandey A
RAJYA SABHA
9. Shri Rakesh Sinha
10.  Shri Suresh Prabhy _
1. Dr. Vinay P, Sahasrabuddhe
12. Dr. Sudhanshu Trivedi
13, Shri Jairam Ramesh
14, Shri Vivek K. Tankha
15, Shri Derek 'O’ Brien
16.  Prof. Ram Gopal Yaday
17.  Dr. Amar Patnaik
. SECRETARIAT
. Dr.Ram Raj Rai | - Director
2. Shii Baikunthanath Mohapatra - Joint Director
3. Dr. Mohit Rajan : - Deputy Secretary




REPRESENTATIVES OF MINISTRY/DEPARTMENT

" MINISTRY OF ELECTRONICS AND IT

1. Shri Rajendra Kumar - Additional Secretary.
2, Shri Deepak Goel - Scientist ‘G’
3.  Shri Vikas Chourasia. - Scientist ‘C’
MINISTRY OF LAW & JUSTICE
_ (Department of Legal Affairs)

1. Shri Anioop Kumar Mendiratta - Secretary ] -
2 Shri Mahendra Khandelwal =~ - Additional Govemment Advocate

. (Legislative Department)
1. R.Sreenivas ' - Additional Legislative Counsel

2. At the beginning of the sitting, Hon’ble Chaitperson extended a warm welcome
to all the Members and the representatives from Ministry of Electronics and -
Information Technology and Ministry of Law and Justice (Dept. of Legal Affairs and
Legislative Dept.) to the sitting. The Chairperson also drew the attention to the
provisions of Direction 55(1) regarding confidentiality of the proceedings of the

- Committee.

3.  The Committee took up. for consideration Clause 57 (2), Clause 57 (3)(b)(iii),
Clause 62 (3) of the new clause inseried in the carlier siftings of the Commiitee and
accepted the suggestions given by the Chairperson. The Committee then deliberated in
detail Clavse 62 (1), (2). & (3) [New clause 63 (1), (2) & (3)] and accepted the
suggestions proposed by the Chairperson. The Committee also accepted the minor
changes to Clause 63(1) & (5) [new Clause 64(1) & (5)] as suggested by the
Chairperson. .

The Commitiee then adjourned.

A copy of verbatini record of the proceedings is kept on record.
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: JOINT COMMITTEE ON _
THE PERSONAL DATA PROTECTION BILL, 2019

The 74th sitting of the Joint Committee was held on Wednesday, the 20th October,

2021 from 1400 lus. to 1635 hrs. in Committee Room C, Parliament House Annexe, .

NI A LN

New Delhi. . -
PRESENT
SHRI P. P. CHAUDHARY - CHAIRPERSON
: i
{
LOK SABHA '
Shri 8.S. Ahluwalia
Shri Uday Pratap Singh
Shri Gaurav Gogoi
Shri Manish Tewari
Thira Dayanidhi Maran
Shri Bhartruhari Mahtab
Shri Ritesh Pandey .
o f RAJYA SABHA
‘9. Shri Rakesh Sinha
10.  Shri Suresh Prabhu
11. Dr. Vinay P. Sahasrabuddhe
12, Dr. Sudhanshu Trivedi
13.  Shri Jairam Ramesh
14.  Shri Vivek K. Tankha
15.  Shri Derek 'O’ Brien
16.  Prof. Ram Gopal Yadav
17.  Dr. Amar Patnaik
~ SECRETARIAT
\ .
1.~ Dr. Ran Raj Rai - Director
2. Shri Baikunthanath Mohapatra - . Joint Director
3. Dr, Mohit Rajan - " Deputy Secretary
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REPRESENTATIVES OF MINISTRY/DEPARTMENT

-MINISTRY OF ELECTRONICS AND IT

1. Shii Rajendra Kumaf ~ Additional Secfetary
2. Shri Deepak Goel - Scientist ‘G*

3. Shri Vikas Chourasia - Scientist ‘C’

 MINISTRY OF LAW & JUSTICE

(Department of Legal Affairs) l,f'

1.  Shri Anoop Kumar Mendiratta - Secretar},f
Shri Mahendra Khandelwal - Additional Government Advocate

(Leglslatlve Department)

1. 'R, Sreenivas : - Additional Leg1slat1ve Counsel

7 After welcoming all the Members and the officers from the M/o Elecﬁ*onics and
‘1T, M/o Law & Justice (Department of Legal Affairs and Legislative Department, the
Chairperson resumed the discu‘ssion of the Committee on the Bill from Clause 64 and
accepted the changes suggested by the Chairperson to Explanatlon to Clause 64(1),
64(3), 64(4)(&) 64(7), 64(8), Clause 67(1) & (4), Clause 68 (2), Clause 70 (3), Clause
- 73(2) (g) & (h), Clause 75 (1) to (3) along with the p10v1so Explanation to Clause 76,
Marginal heading to Clause 79, Clause 80 (4) Clause 83 (2) and Clause 90. The
Committee also had a detailed discussien'with‘respect to inclusion of non-personal
data in the Bill. The Commlttee also looked into Clause 92 of the original Bill dealing

on bar on processing of certain f01ms of biometric data. Thereafter the Committee
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considered the changes suggested in Clause 93 and Clause 94 which came out as a

consequence of the changes made in the original Bill and accepted the same.
The Compmittee tlzen adjo urned,

A copy of verbatim record of the proceedings is kept on record.
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JOINT COMMITTEE ON

THE PERSONAL DATA PROTECTION BiLL 2019

The 75th sitting of the Joint Committee was held on Wednesday, the 21st October,
2021 from 1100 hrs. to 1300 hrs. in Committee Room C, Parliament House Annexe,
New Delhi. '

10.
1.
12,
13.
14,
15.

SRR

PRESENT

SHRIP. P. CHAUDHARY -

LOK SABHA

Shri Sanjay Jaiswal

Dr. Kiritbhai Solanki
Shri Uday Pratap Singh
Shri Gaurav Gogoi

Shri Manish Tewari
Thiru Dayanidhi Maran
Shri Bhartruhari Mahtab
Shri Ritesh Pandey

RAJYA SABHA

Shri Rakesh Sinha

Shri Suresh Prabhu

Dr. Sudhanshu Trivedi
Shri Jairam Ramesh

Shri Vivek K. Tankha
Prof. Ram Gopal Yadav

SECRETARIAT

Drt. Ram Raj Ra1 | -
Shri Baikunthanath Mohapatra -
Dr. Mohit Rajan © -

lisg

Director
Joint Director
Deputy Secretary

CHAIRPERSON




REPRESENTATIVES OF MINISTRY/DEPARTMENT

MINISTRY OF ELECTRONICS AND IT

1. Shri Rajendra Kumar | - Additional Secretary
2. Shri Deepak Goel - Scientist ‘G’
3. Shri Vikas Chourasia - Scientist ‘C?
MINISTRY OF LAW & JUSTICE
(Department of Legal Affairs)
1. Shri AX. Mendiratta - Secretary - Law
2. Shri Mahendra Khandelwal - Deputy Legal Advisor
. (Legislative Department) '
1. R. Sreenivas | - Additional Legislative Counsel

2. After welcoming all the Members and the officers from the M/o Electronics and
IT, M/o Law & Justice (Department of Legal Affairs and Legislative Department, the
Chairperson started the discussion of the Committee on the Bill from Clause 94 which
secks to empower the Authority to make regulations and after detailed discussion on
the clause 94 read it with clause 16, the Committee finalized the clause nos, 94, 95, 96,
97, 98 and 99. Thereafter, the Committee revisited clause 3 (23) under definitions
which defined “harm”. The Committee also had a detailed discussion with respect to .
definition of ‘harm’ and retention of words ‘surveillance’ and ‘reasonably expected’

under clause 3(23)(x). The discussion on clause 3(23) remained inconclusive,
. The Committee then adjourned,

A copy of verbatim record of the proceedings is kept on record. |
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' JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 76th sitting of the Joint Committee was held on Thursday, the 21st October, 2021

PN VA WD

from 1330 hrs. to 1600 hrs. in Committee Room C, Parliament House Annexe, New
Delhi. : ]

PRESENT |
Shri P. P, Chaudhary - | Chairperson

LOK SABHA

Shri Sanjay Jaiswal
Dr. Kiritbhai Solanki

* Shri Uday Pratap Singh
Shri Gaurav Gogoi

- Shri Manish Tewari
Thiru Dayanidhi Maran
Shri Bhartruhari Mahtab
Shri Ritesh Pandey

RAJYA SABHA

10. Shri Rakesh Sinha -
11." Shri Suresh Prabhu

12, Dr. Sudhanshu Trivedi

13.  Shri Jairam Ramesh
14.  Shri Vivek K. Tankha
15. Prof Ram Gopal Yadav

SECRETARIAT

Dr,RamRajRai - - Director
Shri Baikunthanath Mohapatra - Joint Director 7
Dr, Mohit Rajan - Deputy Secretary
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REPRESENTATIVES OF MINISTRY/DEPARTMENT

MINISTRY OF ELECTRONICS AND IT

1. Shri Ajay Prakash Sawhney - Secretary oo
2. Shri Rajendra Kumar - Additional Secretary
3. Shri Deepak Goel -.  Scientist ‘G’
4, Shri Vikas Chourasia ' - Scientist ‘C’
" MINISTRY OF LAW & JUSTICE
' (Department of Legal Affairs) /’
1. Shii AK. Mendi_ratfa - Secrétaly - Law
Shri-Mahendra Khandelwal - Deputy Legal Advisor
(Legislative Department)
1. R. Sreenivas - Additional Legislative Counsel

2. The Chairperson welcomed all the Members and the officers from the Mo
‘Electronics and IT, M/o Law & Justice (Department of Legal Affairs and Legislative
Department and also drew the attention to the provisions of Direction 55 (1) regarding
confidentiality of the proceedings of the Committee, |

3. The Committee then resumed the discussion on the Bill from Clause 35. After .
detailed discussion the Committee were of the view that the Clause may be better
formulated. Thereafter, the Committee took up for consideration Clause 42(2) of the
Original bill. The members raised concern about the composition' of the Selection
Committee appointing the Chairperson and members of the Data Protection Authority
and suggested that the same may be modified. Thereafter, the Committee took up for
consideration Clause 28. After detailed discussion in-the matter, the Committee degired

that the Clause may be reformulated. '
The Committee then qa{iéumed.

A copy of verbatim \record of the proceedings is kept on record.
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JOINT COMMITTEEON
THE PERSONAL DATA PROTECTION BITL, 2019

The 77th sitting of the Joint Committee was held on Wednesday, the 12th November,
2021 from 1500 hrs. to 1730 hrs. in Committee Room B, Parliament House Annexe,

New Delhi.
~ PRESENT
Shri P. P, Chaudhary g - C]iﬁirp erson
S LOK SABHA
2. Shri S.S.Ahluwalia
3. Dr. Kiritbhai Solanki - X |
4, Shri Uday Pratap Singh . o |
5. . Dr, Satyapal Singh \ :
6.  Smt. Aparajita Sarangi
7. Shri Rajiv Ranjan Singh
8. Shri Gaurav Gogoi
9.  Shri Manish Tewari
10.  Shri Bhartruhari Mahtab
~ 11.  Shri Ritesh Pandey
RAJYA SABHA
12.  Shri Rakesh Sinha
13.  Dr. Vinay P. Sahasrabuddhe
- 14.  Dr, Sudhanshu Trivedi
15.  Shri Jairam Ramesh
16. Dr. Amar Patnaik
SECRETARIAT
- 1. Dr.RamRajRai - Joint Secretary
2. Shri Baikunthanath Mohapatra - Joint Director
3. Dr. Mohit Rajan - Deputy Secretary
\
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RE?RESENTATIVES OF MINISTRY/DEPARTMENT

MINISTRY OF ELECTRONICS AND IT

. Shi Rajendra Kumar - Additional Sécretary
- Shri Deepak Goel _ - Scientist ‘G .
3. Shri Vikas Chourasia - Scientist ‘C’
MINISTRY OF LAW & JUSTICE
‘ (Départment of Legal Affairs) ;
I
1. - Shri Anoop Kumar Mendiratta - Secretary
Shri Mahendra Khandelwal - Additional Govt. Advocate

(Legislative Department)

. R.Sreenivas - Additional Legislative Counse]

2. After welcoming all the Members to the sitting of the Committee, the
Chairperson informed the Committee that although today’s sitting has been called to
consider and adopt the Draft Report, yet, while considering the amendments minutely, -
it has been found that there is need of making some more amendments in the Bill
especially after considering the concerns raised by the State Governments with which
the Committee held the discussion during their study visit, Thereafter, the
representative of the Ministry of Electronic and IT and Ministry of Law & Justice
(Department of Legal Affairs) were called.

2. Then, the Committee discussed various clauses including clause 26, 28, 57 and
"85, 86 and 87 which were brought to the knowledge eitlier by the Chairperson or the
Members. The Chairperson asked the Ministry to reformulate the clause nos. 86 and 87
based on today’s discussion. |

The Comumittee then adjourned,

A copy of verbaﬁm\req‘ord of the proceedings is kept on record.
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. ' JOINT COMMITTEE ON
THE PERSONAL DATA PROTECTION BILL, 2019

The 78" sitting of the Joint Committee on the Personal Data

Protection Bill, 2019 was held on Mondé,y, the 22nd November, 2021 from
1100 hrs. to 1300 hrs. in Room No.53, Parliament House, New Delhi.
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14.
15.
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19.
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. PRESENT
SHRI P, P, CHAUDHARY - HON'BLE CHAIRPERSON

LOK SABHA

Shri S.S. Ahluwalia

Col. Rajyavardhan Singh Rathore
Shri Sanjay Jaiswal-

Dr. Kiritbhai Solanki

Dr. Heena Gavit

Dr, Satyapal Singh

Shri Rajiv Ranjan Singh

Ms. Mahua Moitra

" Shri Manish Tewari

Shri Bhartruhari Mahtab

RAJYA SABHA
Shri Rakesh Sinha '
Shri Suresh Prabhu
Dr. Vinay P. Sahasrabuddhe
Dr. Sudhanshu Trivedi

Shri Jairam Ramesh

Shri Derek O'Brien

_Shri A. Navneethakrishnan

Dr. Amar Patnaik

SECRETARIAT
Dr. Ram Raj Rai - Joint Secretary
Shri B.N. Mohapatra - Joint Director

Dr. Mohit Rajan : - Deputy Secretary
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2. At the outset, Hon'ble Chairperson extended a warm welcome to all the
Members to the 78th sitting of the Committee convened for the consideration and
adoption of the Draft Report of the Committee. The Committee considered the
Draft Report in its entircty and adopted the same with minor modifications.
Further, the Committee authorized the Hon'ble Chairperson to miake the minor
changes and finalize the Report. Then the Chairperson announced that the Report -
stands adopted. The Committee decided that the Report would be presented in the
House during the Winter Session of Parliament 2021. The Committee also
authorized the Chairperson to present the Report in the House and finalized an
alternate Member from Lok Sabha to present the Report in the Lok Sabha in his
absence. The Committee also finalized the name of the Member from Rajya Sabha
to lay the Report on the table of Rajya Sabha and the alternate Member to lay the
Report in his absence. It was also decided that the proceedings of the sittings of
the Committee and the study-tour notes along with two copies each of the
* memoranda received by the Committee on the Bill from various quarters may be
placed in the Parliament Library after the Report has been presented to Parliament,
for reference of the Members of Parliament.

3.- All the Members appreciated the Hon'ble Chairperson for the immense
cfforts and leading the Committee in a democratic, fair, transparent and

consuliative manner. They also expressed their gratitude to the Chairperson for -

ensuring the smooth functioning of the Committec towards a common
objective, At the end, the Chairperson appreciated the contribution and
cooperation of all the Members and acknowledged the efforts of Lok Sabha
'Secreta1'iat officials for conducting the sittings smoothly and preparing the Report
of the Committee dedicatedly. '

The Commmittee then adjourned,
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ORI IN KL .

THE PERSONAL DATA PROTECTION BILL, 2019

AS REPORTED BY THE
JOINT COMMITTLEE

[WORDS AND FIGURES IN BOLD AND UNDERLINED INDICATE THE
AMENDMENTS AND (***) MARK INDICATES THE OMISSION SUGGESTED BY
THE JOINT COMMITTEE]
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THE (***) DATA PROTECTION BILL, 2021

A

BiLL

fo provide for protection of the digital privacy of individuals relating fo
their personal data, to specify the flow and usage of (***) data, to
creale a relationship of trust between persons and entities processing
the (**%) data, to protect the rights of individuals whose (**%) data
are processed, to create a framework for organisational and
fechnical measures in processing of data, fo lay (***) down norms
for social media (**%) platforms, . cross-border transfer,
accountability of entities processing (***) data, remedies for
unatithorised and harmful processing, fa_ensure the interest and
security of the State and fo establish a Data Protection Authority of
India for the said purposes and for matters'connected therewith or
incidental therefc\:. :

WHEREAS the right to privacy is a fundamental right and it is
necessary to protect personal data of an individual as an essential facet of
informational privacy;

AND WHEREAS the growth of the digital economy has expanded
the use of data as a critical means of communication between persons;
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AND WHEREAS it is necessary to create a collective culture that
fosters a free and fair digital economy, respecting the informational privacy
of individuals that fosters sustainable growth of digital produets and
services and ensuring empowerment, progress and innovation through
digital governance and inclusion and for matters connected therewith or
incidental thereto.

BE it enaé;tcd by Parliament in the Seventy-second Year of the
Republic of India as follows:—

CHAPTERT
PRELIMINARY

L. (1) This Act inay be called the (***) Data Protection Act, 2021,

Short title and
commencement,

(2) 1t shall come into force on such date as the Central Governmeht
may, by notification in the Official Gazelte, appoint; and different dates
may be appointed for different provisions of this Act and any reference in
any such provision to the commencement of this Act shall be construed as a
reference to the coming into force of that provision,

2, The provisioné of this Act shall apply to,~
(A) (%)

Application of
Actlo
processing of
personal data
and non-

personal dakn,

(@) the processing of personal data where such data has been
coliected, stored, disclosed, shared or otherwise processed within the
_territory of India;

() the processing of personal data by (***) any person (***)
under Indian faw; ' : :

(c) the processing of personal data by data fiduciaries or data
processors ot present within the territory of India, if such processing
is— C

.()) in connection with any busincss carried on in India, or any
systematic activity of offering goods- or services to data
principals within the territory of India; or -

(i) in connection with any activity which involves profiling of
data principals within the territory of Indiaj and

(D) the processiig of non-personal data ineluding
anonymised personal data,

®B) (9
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Definitions.

3. In this Act, unless the context otherwise requires,—

- (1) “Adjudicating Officer” means the Adjudicating Officer
appointed as such under sub-section (/) of section 63;

(2) “anonyrmisation” in relation to personal data, means such
irreversible process of transforming or converting personal data fo a
form in which a data principal cannot be identified, which meets the
standards of irreversibility specified by the Authority;

(3) “anonymised data” means the data which has undergone
the process of anonymisation; -

(4) “Appellate Tribunal” means the Tribunal established
under sub-section (/) or notified under sub-section (4) of section 68;

' (5) “Authority” means the Data Protection Authority of India
established under sub-section () of section 41; !

(6) “automated means” means any equipment capable of
operating automatically in response to instructions given or
otherwise for the purpose of processing data;

(7) “biometric data” means facial images, fingerprints, iris
scans or any other similar personal data resulting from measutements
or technical processing operations carried out on physical,
physiological or behavioral characteristics of a data principal, which
allow or confirm the unique identification of that natural person;

(8) “child” means a person who has not completed eighteen
years of age; '

"(9) “code of practice” means a code of practice issued by the

Authority under section 50;

(10) “consent” means the consent referred to in section 11;

(11) “Consent Manager” means a data fiduciary which
cnables a data principal to give, withdraw, review and manage
his eonsent through an accessible, fransparent and interoperable

platform;

(12) “data” includes a representation of information, facts,
concepts, opinfons or instructions in a manner suitable for
communication, interpretation or processing by humans. or by
automated means;

(13) “dataauditor” means a (***} data auditor referred to in
section 29;
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(14) “data_breach” includes personal data breach and
non-personal data breach;

(15) “data fiduciary” means any person, including a State, a
comparny, a_non-government organisation, (***) juristic entity or
any individual who alone or in conjunction with others determines
the purpose and means of processing of personal data;

(16) “data principal” means the natural person to whom the
personal data relates;

fiduciary;

(17) “data processor™ means any person, including a State, a
company, a_non-government organisation, (***) juristic entity or
any individual, who processes personal data on-behalf of a data

(18} “data protection officer”. means an officer who shall
be appointed by the signifieant data fiduciary under sectlon 30:

(19) “de-identification” means the process by which a data
fiduciary or data processor may remove, or mask identifiers from
personal data, or replace them with such other fictitious name or
codeé that is unique to an individual but does not, on its own, directly

- identify the data principal;

53 0f 2005,

(20) “disaster” shall have the same meaning as assigned to it
in clause (d) of section 2 of the Disaster Management Act, 2005;

(21} “financial data™ means any number or other pelsonal data
used fo identify an account opened by, or card or payment instrument
issued by a financial institution to a data principal or- any personal
data regarding the relationship between a financial institution and a
data principal including financial status and credit history;

(22) “genetic data” means personal data relating to the
inherited or acquired genetic characteristics of a natural person which
gives unique information about the behavioral characteristics,
physiology or the health of that natural person and which results, in
particular, from an analysis of a biological sample from the natural
person in question;

(23) “harm” includes—-

(i) bodily or mental injury;

(if) loss, distortion or theft of identity,

(iii) financial loss or loss of property,

(iv) loss of reputation or humiliation;




{v) loss of employment;

{vi) any discriminatory treatment;

(vii) any subjection to blackmail or extortion;

(viii) any denial or withdrawal of a service, benefit or
goods resulting from an evaluative decision about the data
principal;

{ix) any restriction placed or suffered directly or
indirectly on speech, movement or any other action arising out
of a fear of being observed or surveilled; (*%%)

(x) any observation or surveillance that is not

reasonably expected by the data principal; : ;j

(x1)_psyehological manipulation which impnirs the
autonomy of the individual; or '

(xi) such other harm as may be prescribed;

(24) “health data” means the data related to the state of
physical or mental health of the data principal and includes records
regarding the past, present or future state of the health of such data
principal, data collected in the course of registration for, or provision
of health services, data (***) associated with the data principal to
the provision of specific health services; '

© '(25) “intra-group schemes™ means the schemes approved by
the Authority under clause (a) of sub-section (/) of section 34;

A

(26) “in wniting” includes any  communication or
information in electronic form (***) generated, sent, received
or stored in media, magnetic, optical, computcr memory,
micro film, computer generated micro fiche or similar
device (**¥), ‘

(4%)

(27) “journalistic purpose” means any activity intended
towards the dissemination through print, electronic or any other
media of factual reports, analysis, opinions, views or documentaries
regarding—

(/) news, recent or current events; or

(if) any other information which the data fiduciary
believes the public, or any significantly discernible class of the
public, to have an interest in;




(28) “non-personal data® means the data other than
personal data;

(29) “non-personal dafa hreach” means any unauthorised

including accidental disclosure, acquisifion, sharing, use,
alteration, destruction or loss of access to non-personal data
that compromises the confidentiality, integrity or availability of

such data;

(30) “notification” means a nofification published in the
Official Gazette and the expressions “notify” and “notified” shall be

. construed accordingly;

(31) “official .identifier” means any number, code, or other
identifier, assigned to a data principal under a law made by,
Parliament or any State Legislature which may be used for the}'
purpose of verifying the identity of (***) such data principal;

(32)_ “person” includes—

() an individual;

(i) a Hindu undivided family,

(7if) a company;

(iv) a firm,;

(v) an association of persons or a body of individuals,
whether incorporated or not,

(vi) the State; and

(vif) every artificial juridical person, not falling within
any of the preceding sub-clauses;

(33) “personal data” means data about or relating 1o a natural
person who is directly or indirectly identifiable, having regard to any
characteristic, trait, attribute or any other feature of the’identity of
such natural person, whether online or offline, or any combination of

such features with any other information, and shall include any

inference drawn from such data for the purpose of profiling;

(34) “personal data breach” means any unauthorised (%)
including _accidental disclosure, acquisition, shating, use, alteration,

destruction (***) or loss of access to personal data that compromises |- -

the confidentiality, iftegrity or availability of personal data to a data
principal; :

P
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{35) “prescribed” means prescribed by rules made under this
Act;

(36) “processing” In relation to personal data, means an
operation or set of operations performed on personal data, and may
include operations such as collection, recording, organisation,
structuring, storage, adaptation, alteration, refrieval, use, alignment
or combination, indexing, disclosure by transmission, dissemination
or otherwise making available, restriction, erasure or destruction;

(37 “profiling” means any form of processing of personal
data that analyses or predicts aspects concerning the behaviour,
attributes or interests of a data principal;

+ Authority under this Act;

(38) “regulations” means the regulations made by the

i
I

(39) “re-identification” means the process by which a data
fiduciary or data processor may reverse a process of de-
identification;

(40) “Schedule” means the Schedule appended to this Act;

(41) “sensitive personal data” means such personal data,
which may reveal, be related to, or constitute—

() financial data;

(i) health data;

(iii) official identifier;

(iv) sex life;

(v) sexual orientation;

(vi) biometric data;

(vii) genetic data;

(viii) transgender status;

(ix) intersex status;

(x) caste or tribe;

(vi) religious or political belief or affiliation; or
\

(xii) any other data categorised as sensitive personal
data under section 15; '




Explanation— For the purposes of this clause, the
expressions,—

, (@) “intersex status” means the condition of a
data principal who is—

(/) a combination of female or male;

(if) neither wholly female nor wholly male; or

(i) neither female nor male;

(b) “transgender status” means the condition of a
data principal whose sense of gender does not match
with the gender assigned to that data principal at birth,
whether or not they have undergone sex reassignmffnt
surgery, hormone therapy, laser therapy, or any other
similar medical procedure; ' ‘

(42) “significant data fiduciary” means a dala fiduciary
classified as such under sub-section (/) of section 26;

(43) “significant harm™ means harm that has an aggravated
effect having regard to the nature of the personal data being
rocessed, the impact, continuity, persistence ot irreversibility of the
p p Ys P
harin; '

(44) “social media platform” means a platform - which
primarily or solely enables online interaction befween fwo or
more. users and allows them to create, upload, share,
disseminate, modify or access information using its services;

 (45) “State” means the State as defined under article 12 of the
Constitution; :

(46) “systematic activity” means any structured or organised
activity that involves an element of planning, method, continuity or
persistence,

CHAPTER I
OBLIGATIONS OF DATA FIDUCIARY .

4. (***) The processing of personal data (***) by any person (***)
shall be subject to the provisions of this Aet and the rules and

regulations made thercunder,

(* R 'r'\’)
Processing of
personal data,

5. Every person processing personal data:of a data principal shall
process such personal data— .

Limitation on

purpose of
processing of
personal data,




:.J

(a) in a fair and reasonable manner and ensure the privacy of
the data principal; and

(b) for the purpose consented to by the data principal or which

" is incidental thereto or connected with such purpose or which is for

the purpose of processing of personal data under section 12, and

which the data principal would reasonably expect that such personal

data shall be used for, having regard to the purpose, and in the
context and citcumstances in which the personal data was collected.

Limitation on
collection of
personal data.

6. The personal data shall be collected only to the extent that is |
necessary for the purposes of processing of such personal data,

Requirement of
notice for
collection or
procsssing of
personal data.

7. (1) Every data fiduciary shall give to the data principal (***), at
the time of collection of the personal data, or if the data is not co]lected
from the data principal, as soon as i§ reasonably practlcable a nottcc
containing the following information, namely:—

(a) the purposes for which the personal data is o be
processed; '

(b) the nature and categories of personal data being collected;

(c) the identity and contact details of the data fiduciary and
the contact details of the data protection officer, if applicable;

(d) the right of the data principal to withdraw his consent, and
the procedure for such withdrawal, if the personal data is intended to
be processed on the basis of consent;

(e) the basis for such processing, and the consequences of the
failure to provide such personal data, if the processing of the
personal data is based on the grounds (*#*) provided in sections 12
fo 14;

(f) the source of such collection, if the personal data is not
collected from the data principal;

(g) the individuals or entities including other data fiduciaries
or data processors, with whom such personal data may be shared, if
applicable; '

(h) the information regarding any Cross- border transfer of the
personal data that the data fiduciary mtend‘; to carry out, if

applicable; \
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(i) the period for which the personal data shall be retained in
terms of section 9 or where such period is not known, the criteria for
determining such period;

(j) the existence of and procedure for the exercise of rights
mentioned in Chapter V and any related contact details for the same;

(k) the procedure for grievance redressal under section 32;

(1) the existence of a right to file complaints to the Authority;,

(mj where applicable, any rating in the form of a data trust
score that may be assigned to the data fiduciary under sub-section (5)
of section 29; and

(n) any other information as may be specified by regu]atlons

(2) The notice lefelred to in sub-section (1) shall be clear concise
and easily comprehensible to an (***) individual and in multiple languages
| (*%*) to the extent neeessary and practicable,

(3) The provisions of sub-section (i) shall not apply where such
nofice (***) prejudices the purpose of processing of personal data under
section 12.

8. (1) The data fiduciary shall take necessary steps to ensure that the
personal data processed is complete, accurate, not misleading and updated,
having regard to the purpose for which it is processed.

Quality of
personal deta
processed,

(2) While taking any steps under sub-section (1), the data fiduciary
sha!l have regard to whether the personal data—

{a) is likely to be used to make a decision about the data
principal;

(b) is likely to be disclosed to other individuals or entities
including other data fiduciaries or processors; or

(c) is kept in a form that distinguishcs personal data based on
facts from personal data based on opinions or personal asscssments.

(3) Where personal data is disclosed to any other individual or entity,

including other data fiduciary or processor, and the data fiduciary finds that_

such data does not comply with the requirements of sub-section (1), the data
fiduciary shall (¥**) notify such individuai or entity of this fact:

4
Provided that the provisions of this sub-seefion shall not apply
where such notice prejudices the purpose of processing of personal data
under section 12, '

10
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() A data fiduciary may share, transfer or bransmif the personal
data to any person as part of any business transaction in such manner
as may be preseribed:

Provided that the provisions of this sub-section shall not apply
where such sharing, transfer or transmission of personal data
prejudices the purpose of processing of personal data under section 12,

Restriction on
retention of
personal data,

9. (13 The data fiduciary shall not retain any personal data beyond the

| period necessary to satisfy the purpose for which it is processed and shall

delete the personal data at the end of (**¥) sueh period.

(2) Notwithstanding anything contained in sub-section (I), the
personal data may be retained for a fonger period if explicitly consented to
by the data principal, or necessary to comply with any obligation under any

law for the time being in force. ‘ i

(3) The data fiduciary shall undertake periodic review to determine
whether it is nécessary to retain the personal data in its possession.

(4) Where it is not necessary for personal data to be retained by the
data fiduciary under sub-section (1) or sub-section (2), then, such personal
data shall be deleted in such manner as may be specified by regulations.

Aecountability 10. The data fiduciary shall be responsible for complying with the
?{1 dat_a | provisions of this Act and the rules and regulations made there under in
ey respect of any processing undertaken by it or on its behalf,

Consent 1. () The personal data shall not be processed, except on the

necessary for
processing of
personal data.

consent given by the data principal at the commencement of its processing.

(2) The consent of the data principal shall not be valid, unless such
consent is— :

(a) free, having regard to whether it complies with the
standard specified under section 14 of the Indian Contract Act, 1872;.

90of 1872,

(b) informed, having regard to whether the data ..prflncipal has
been provided with the information required under section 7;

) (c) specific, having regard to whether the data principal can
determine the scope of consent. in respect of the purpose of
processing; :

(d) clear, having regard to whether it is indicated through an
affirmative action that is meaningfu! in a given context; and

(e} capable of being withdrawn, having regard to whether lilé

11




ease of such withdrawal is comparable to the ease with which

consent may be given.

(3) In addition to the provisions contained in sub-section (2), the

consent of the data principal in respect of processing of any sensitive

personal data shall be explicitly obtained—

& ‘(a) after informing him the purpose of, or operation in,
processing which is likely to cause significant harm to the data
principal;

(b) in clear terms without recourse to inference to be drawn
cither from conduct (**¥) or context; and

_ (¢) after giving him the choice of separately consenting to the
purposes of operations in the use of different categones of senmtlye
personal data relevant to processing,

(4) The provision of any goods or services or the quality thereof, or
the performance of any cont!act or the enjoyment of any legal right or
claim, shall not be -

(i) made conditional on the consent to the processing of any
personal data not necessary for that purpose; and

(i) denied based on exercise of choice.

(5) The burden of proof that the consent has been given by the data
principal for processing of the personal data under this section shall be on
the data fiduciary.

{6) Where the data principal withdraws his consent from the
processing of any personal data without any valid reason, (**%) the
consequences for the (***) sante shall be borne by such data principal.

CHAPTER 111 |
GROUNDS FOR PROCESSING OF PERSONAL DATA

WITIIOUT CONSENT

12.Notwithstanding'anything confained in section 11, the personal
data may be processed if such processing is necessary,—

Grouuds for
processing of
personal data
without consent
in certain cases.

() for the performance of any function of the State authorised

by law, ineluding for—

(i) the provision of any service or benefit to the data

12




principal from the State; or

(i) the issuance of any ceitification, licence or permit
for any action or activity of the data principal by the State;

(b) under any law for the time being in force made by
Parliament or any State Legislature; (¥*¥)

(c) for compliance with any (***) judgement or order of any
court, quasi-judiciat authority or Tribunal in India; -

(d) to respond to any medical emergency involving a threat to
the life or a severe threat to the health of the data principal or any
other individual;

(e) to undertake any measure to provide medical treatment/ for
health services to any individual during anepidemic, outbreak of
disease or any other threat to public health; or,

(f) to undertake any medsure to ensure safety of, or provide
assistance or setvices to, any individual during any disaster or any
breakdown of public order.

. Processing of
personal data
necessary for
pUrposes
refated to
employment,
efe.

13. (1) Notwithstanding anything contained in section 11 and subject
to the provisions contained in sub-section (2), any personal data, not being
any sensitive personal data, may be processed, if such processing is
necessary or can reasonably be expected by the data principal for—

{a) recruitment or termination of employment of a data
principal by the data fiduciary; '

(b)‘provision. of any service to, or benefit sought by, the data
prineipal who is.an employee of the data fiduciary;

(c) verifying the attendance of fhe data principal who is an
employee of the data fiduciary; or '

(d) any other activity relating to the assessment of the
performance of the data principal who is an employee of the data
fiduciary.

(2) Any personal data, not being sensitive personal data, may be
processed under sub-sectjon (1), where the corisent of the data principal is
not appropriate having regard to the employment relationship between the
data fiduciary and the data principal, or would involve a disproportionate

effort on the part of the data fiduciary due to the nature of the processing

13




under the said sub-section,

14, (1) (***) Notwithstanding anything containcd in scetion 11,
the personal data may be processed (***), if such processing is necessary

for (***) reasonable purposes as may be specified by regulations, after

taking into consideration—

Processing of
personal data
for cther

-reasonable

purposes.

(a) the Jegitimate interest of the data ﬁdumary in processing

for that purpose;

(b)whether the data fiduciary can reasonably be expected, and
it is practicable to obtain the consent of the data principal;

(c) any public interest in processing for that purpose;

(d) the degree of any adverse effect of the plocessmg
activity on the rights of the data principal; and

(e) fthe reasonable expectations of the data pllI’lCEpal havmg
~ regard fo the context of the processing.

(2) For the purpose of sub-section (1), the expressmn “reasonable
purposes” may include—

(a) prevention and detection of any unlawful activity
including fraud;

(b) whistle blowing;

(¢)  mergers (¥*%), -acquisitions, any other _similar
combinations or eorporate restructuring transactions .in
aceordance with the provisions of applicable laws;

(d) network and information security;

(¢) credit scoring;

(f) recovery of debt;

(g) processing of publicly available personal data; and

(h) the operation of search engines,

- (3) Where the Authority specifies'a :easonable purpose under sub-
section (1), it shall—

(a) lay down, by regulations, such safeguards as may be
appropriate to ensure the protection of the rights of data principals,
and

14
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(b) determine where the provision of notice under section
7shallapply or not apply having regard to the fact whether such
provision shall (***) prejudice the relevant reasonable purpose.

Categorisation
of personal data
as sensitive
personal data,

15. (1) The Central Government shall, in consultation with the
Authority and the sectoral regulator concerned, notify such categories of
personal data as “sensitive personal data”, having regard to—

(a) the visk of significant harm that may be caused to the data ‘

principal by (¥¥#) processing of such category of personal data;

(b) the expectation of conﬂdcntia!ify aftached to such category

of personal data;

(c) whether a significantly discernible class of data principals
may suffer significant harm from the processing of such category of
personal data; and

(d) the adequacy of protection afforded by ordmary prowsmns
applicable to the personal data.

(2) The Authority may specify, by regulations, the additional
safeguards ot restrietions for the purposes of repeated, continuous or
systematic collecction of sensitive personal data for profiling of such
personal data. '

CHAPTER IV
PERSONAL DATA (*¥¥) OF CHILDREN

Processing of
personal data
(in'n\') OF
children,

16. (1) Every data fiduciary shall process the personal data of a child
in'such manner that protects the rights of (***) the child. - '

(2) The data fiduciary shail, before processing of any personal data
of a child, verify his age and obtain the consent of his parent or guatdlan, in
such manner as may be specified by regulations;

(3) The manner for verification of the age ofchlld under sub section
(2) shall (***) take into consideration—

: (a) the volume of personal data processed;

(b) the proportion of such personal data likely to be that of

child;
\

(c) the possibility of harm to child arising out of processing of
personal data; and '

- 15




(d) such other factors as may be prescribed.

@) )

(4) The (***) data fiduciary shall be barred from prefiling, tracking,
or behavioural monitoring of, or targeted advertising directed at children
and undertaking any other processing of personal data that can cause
significant harm to the child.

(5) The provisions of sub-section {4) shall apply in such modified
form fo the data fiduciary offering counselling or child protection services
to a child, as the Authority may by regulations specify, ' /

(N )

Explanation.-(***)

CHAPTERY
RIGHTS OF DATA PRINCIPAL

17.(1) The data principal shall have the right to obtain from the data
fiduciary—

Right to
confirmation
and access,

(a) the confirmation whether the data fiduciary is processing
or has processed personal data of the data principal;

(b) the personal dafa of the data principal being processed or
that has been processed by the data fiduciary, or any summary
thereof, and : ‘

(c) a brief summary of processing activities undertaken by the
data fiduciary with respect to the personal data of the data principal,
including any information provided in the notice under section 7 in
relation to such processing.

(2) The data fiduciary shall provide the information under sub-
section (1) to the data principal in a clear and concise manner that is easily
comprehensible to (***) g yeasonable individual in A similar context.

(3) The data principal shall have the right to agcess in one place the
identitics of the data fiduciaries with whom his peisonal data has been
shared by any data fiduclary together with the categories of personal data
shared with thern, in such manner as may be specified by regulations.

16
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{4) The data punclpal shall have the {following options, namely:-

(a) to_nominate a legql heir or a legal representative as his

IIOIH!HCC,

(b) to exereise the right to be forgoften; and

(c) to append the terms of agrecment,

with regard to processing of personal data in the event of the death of
such data prineipal. '

Right to
correction and
erasure.

18. (1) The data principal shall, where necessary, having regard to
the purposes for which personal data is being processed, subject to such

‘condifions and in such manner as may be specified by regulations, have the

tight to— ,i'

(a) the correction of inaccurate or misleading personal data;

(b the completion of incomplete personal data;

(c) the (***) updation of personal data that is out-of-date; and

(d) the erasure of personal data which is no longer necessary
for the purpose for which it was processed,

(2) Where the data fiduciary receives a request under sub-section
(1), and the data fiduciary does not agree with such correction, completion,
updation or erasure having regard to the purposes of processing, such data
fiduciary shall provide the data principal with adequate justification in
writing for rejectmg the application. :

(3) Whele the data principal is not satisﬁed with the justification
provided by the data fiduciary under sub-section (2), the data principal may
require that the data fiduciary take reasonable steps to indicate, alongside
the relevant personal data, that the same is disputed by the data principal.

(4) Where the data fiduciary corrects, completes, updates or erases
any personal data in accordance with the provisions contained in sub-
section (1), such data fiduciary shall also take, necessary and practieable,
steps to notify all relevant entities or individuals to whom such personal
data may have been disclosed regarding the relevant correction, completion,
updation or erasure, (***) haying regard fo the impaet (***) such action
may have (***) on the rights and interests of the data principal or on
decisions made regarding them.

Right to data
portability,

19. (1) Where the processing has becn carried out through automated
means, the data principal shall have the right to—

17
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(a) receive the following personal data in a structured,
commonly used and machine-readable format-—

(i) the personal data provided to the data fiduciary;

(if) the data which has been generated in the course of
provision of services or use of goods by the data fiduciary; or

(iii) the data which forms part of any profile on the data
principal, or which the data fiduciary has otherwise obtained;
and : ' :

(b) (***) transfer the personal data referred fo in clause (a)

(***} to any other data fiduciary in the format referred to in that
_ clause. - : _
I

(2) The provisions of sub-section (1) shall not apply where—

(a) processing is necessary for functions of the State or in
compliance of law or any judgement or order of (**#) any coust,
quasi-judicial authority or Tribunal under section 12;

(b) compliance with the request in sub-section (1) would
(***) not be technically feasible, as detcrmined by the data
fidueiary in such manner as may be specified by regulations.

20. (1) The data principal shall have the right to restrict or prevent
the confinuing disclosure or_processing of his personal data by a data
fiduciary where such disclosure or processing—

Right to be
forgotten.

(a) has served the purpose for which it was collected or is no
longer necessary for the purpose; '

(b) was made with the consent of the data principal under
section 11 and such consent has since been withdrawn; or

(c) was made contrary to the provisions of this Act or any
other faw for the time being in force,

(2} The rights under sub-section (1) may be enforced only on an
order of the Adjudicating Officer made on an application filed by the data
principal; in such form and manner as may be prescribed, on any of the
grounds specified under clauses (a), (b) or (***) (¢) of that sub-section:

Provided that no order shall be made under this sub-section unless it
is shown by the data principal that his tight or interest in preventing or
restricting the continued disclosure or_processing of his personal data
overrides the right to freedom of speech and expression and the right fo

18
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information of any other citizen or_the right of the data fiduciary to
refain, use and process such data in accordance with the provisions of
this Act and the rules and regulations made thereunder.

(3) The Adjudicating Officer shall, while making an order under sub-
section (2), have regard to—

(a) the sensitivity of the personal data;

“(b) the scale of disclosure or processing and the degree of

accessibility sought to be restricted or prevented;

(c) the role of the data principal in public life;

- (d) the relevance of the personal data to the public; and
' /

(e) the nature of disclosure or processing and of the activities
of the data fiduciary, particularly whether the data. fidueiary
systematically facilitates access fo personal data and “whether the
activities shall be significantly impeded if diselosures or processing
of the relevant nature were to be restricted or prevented.

(4) Where any person finds that personal data, the disclosure or
processing of which has been restricted or prevented by an order of the
Adjudicating Officer under sub-section (2), does not satisfy the conditions
referred to in that sub-section any longer, he may apply for the review of
that order to the Adjudicating Officer in-such manner as may be prescribed,
and the Adjudicating Officer shall review his order.

(5) Any person aggrieved by an order made under this section by the
Adjudicating Officer may prefer an appeal to the Appellate Tribunal under
scetion 73, , :

General
conditions for
(**¥) exercise
of rights in this
Chapter.

21, (1) The data principal, for exercising any right under this
Chapter, except the right under section 20, shall make a request in writing to
the data fiduciary either directly or through a Consent Manager with the
necessary information as regard to his identity, and the data fiduciary shall
acknowledge the receipt of such request within sich period as may be
specified by regulations.

(2) For complying with the rcquest made under sub-section (1), the
data fiduciary may charge such fee as may be specified by regulations:

Provided that no fee shall be required for any request in respect of
rights (**%) under clause,(a) or elause (b) of sub-section (1) of section 17
or section |8,

~ (3) The data fiduciary shall comply with the request made under this
Chapter and commuriicate the same to the data principal, within such period

19




as may be specified by regulations.

(4) Where any request made under this Chapter is refused by the data

fiduciary, it shall provide the data principal the reasons in writing for such
refusal and shall inform the data principal regarding the right to file a
complaint with the Authority against the refusal, within such period and in
such manner as may be specified by regulations.

(5) The data fiduciary is not obliged to comply with any request
made under this Chapter where such compliance shall harm the rights of
any other dafa principal under this Act:

Provided that the data {iduciary shall, subjeet fo such conditions
as may be specilied by regulations, be obliged to comply with such
request made by the data principal,

f
/

CHAPTER VI
TRANSPARENCY AND ACCOUNTABILITY M EASURES

22, (1) Every data fiduciary shall prepare a privacy by design policy,
containing—

Privacy by
design palicy.

(a) the managerial, organisational, business practices and
technical systems designed to anticipate, identify and avoid harm to
the data principal;

- (b) the obligations of data fiduciaries;

(c) the technology used in the processing of personal data is in
accordance with commercially accepted or certified standards;

(d) the legitimate interests of businesses including any
innovation is achieved without compromising privacy interests;

(e) the protection of privacy throughout processing from the
point of collection to deletion of personal data;

(f) the processing of personal data in a transparent manner; and

(g) the interest of the data principal is accounted for at every
stage of processing of personal data.

(2) (***} The data fiduciary may submit its privacy by design policy
prepared under sub-section (1} to the Authority for certification within such

period and in such manner as may be specified by regulations.
\

(3) Subject to the provisions contained in sub-section (2), the
Authority, or an officer authorised by it, shall certify the privacy by design
policy on being satisfied that it complies with the requirements of sub-

20




| section (1),

(4) The privacy by design policy certified under sub-section (3) shall
be published on the website of the data fiduciary and the Authority.

Transparency in
processing of
personal data,

23. (1) Every data fiduciary shall take necessary steps to maintain
transparency in processing personal data and shall make the following

| information available in such form and manner as may be spccified by

regulations—

(a) the categories of personal-data generally collected and the
manner of such collection;

(b) the purposes for which personal data is generally

~ processed; _
!

{c) any categories of personal data processed in exceptioial
situations or any exceptional purposes of processing that crcate'a risk
of significant harm; '

(d) the existence of and the procedure for exercise of rights of
data principal under Chapter V and any related contact details for the
saine;

(e)the right of data principal to file complaint against the data
_ fiduciary to the Authority;

() where applicable, any rating in the form of a data trust
score that may be accorded to the data fiduciary under sub-section
(5) of section 29;

(g) where applicable, information régarding cross-border
transfers of personal data that the data fiduciary generally carries out;

(*ﬁ*)

(h) where applicable, fairness of algorithm or method used
{or processing of personal data; and

(1) any other information as may be specified by regulations,

(2) The data fiduciary shall notify, from time to time, the important
operations in the processing of personal data related fo the data principal in
such manner as may be specified by regulations.

(3) The data principal may give or withdraw his eonsent to the data
fiduciary through a Consent Manager.

(4) Where the data principal gives or withdraws consent to the data
fiduciary through a Consent:IManager, such consent or its withdrawal shall
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be deemed to have been communicated directly by the data principal.

(5) The Consent Manager under sub-section (3), shall be registered
with the Authority in such manner and subject o such technical,
gperational, financial and other ‘conditions as may be specified by
regulations,

Explanation.-(**¥)

24.(1) Every data fiduciary and the dafa processor shall, having
regard to the nature, scope and purpose of processing personal data, the
risks associated with such processing, and the likelihood and severity of the
harm that may result from such processing, impilement necessary security
safeguards, including-— '

i
i

Security
safeg_ua‘rds,

(a) use of methods such as de-identification and encryption; |

(b) steps necessary fo protect the integrity of personél data; and

{c) steps necessary to prevent misuse, unauthorised access to,
modification, disclosure or destruction of personal data.

(2) Every data fiduciary and data processor shall undertake a review
of ifs security safeguards periodically in such manner as may be specified
by regulations and take appropriate measures accordingly.

25, (1) Every data fiduciary shall by notice, (***) report to the
*Authority about the breach of any personal data processed by (*¥**) such
data fiduciary (**%),

Reporting of
(***) data
breach,

(2) The notice referred to in sub-section (1) shall be in such form as
may be specified by regulations and include the following particulars,
namely:— ‘

{a) nature of personal data which is the subject matter of the
breach;

(b) number of data principals affected by (***) M breach;

(c) possible consequences of (***) such breach; and

. (d) the remedial actions being taken by the data fiduciary
{(***) for such breach. '

(3) The notice referred to in sub-section (1) shall bq (***) issued by
the data fiduciary within seventy-two hours of becoming aware of such

breach,(¥¥¥)
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(4) Where it is not possible to provide all the information (¥*%)
provided in sub-section (2) at the same time, the data fiduciary shall
provide such information to the Authority in phases without any undue
delay. -

(5) (**%)

“(8) The Authority (***) shall, after taking into account the
personal data breach and the severity of harm that may be eaused to
the data principal, direct the data fiduciary to report such breach to the
data principal and take appropriate remedial actions (***) fo mitigate
such harm and to conspicuously post the details of the personal data breach

- on its website,

. Provided that the Authority may direet the data fiduciary to
adopt any urgent measures to remedy such breach or mifigate q"ny
harm caused to the data prineipal,

(M (*%)

(6) The Authority shall, in easc of brcglch of non-personal data,
take such neeessary steps as-may he preseribed.

Classification

| of data
fiduciaries as
significant data
fiduciaries,

26, (1) The Authority shall, having regard to any of the following
factors, notify any datd fiduciary or class of data fiduciary
as significant data fiduciary, namely:—

_ (a) volume of personal data processed;

(b) sensitivity of personal data processed;

(c) turnover of the data fiduciary;

(d) risk of harm by processing by the data fiduciary;

(¢) use of new technologies for processing; (**%)

() any social media platform-

(with_users above such thréshold as may_be
preseribed, in consultation with the Authority;
and '

(i) whose actions have .or arc likely to have 2
sigl\liﬁcant impact on the sovercignty and integrity
of India, elcetoral democracy, security of the State

or public order:
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Provided that different thresholds may  be
preseribed  for  different  classes of social media

platforms;

(g) the processing of data relating to children or provision
of services to them; or

(It} any other factor causing harm from such processing.

(2) The data fiduciary or class of data fiduciary referred to in sub-
section (1) shall register itself with the Authority in such manner as may be
specified by regulations,

(3) Notwithstanding anything contained in this Act, if the Authority

is (***) satisfied that any processing by.any data fiduciary or class of data

fiduciaries carries a risk of significant harm to any data principal, it may, ﬁy

| notification, apply all or any of the obligations (***) provided in sections

27 to 30 to such data fiduciary or class of data fiduciaries, as if it is a
significant data fiduciary.

@) %)

(4)_Subject to the provisions contained in section 56, the
significant data fiduciary shall be regulated by such regulations as may
be made by the respective sectoral regulators.

27, (1) Where (***) a significant data fiduciary intends to undertake
any processing involving new technologies or large scale profiling or use of
sensitive personal data such as genetic data or biomelric data, or any other
processing which carries a risk of significarit harm fo data principals, such
processing shall not be commenced unless the data fiduciary has undertaken
a dafa protection impact assessinent in accordance with the provisions of
this section. a

' Data protection
impact
assessment.

{2) The Authority may by regulations specify, such circumsiances or
class of data fiduciarics or processing operation where such data protection
impact assessment shall be mandatory, and also specify the instances where
a data audifor under this Act shall be engaged by the data fiduciary to
undertake.a data protection impact assessinent,

(3) A data protectiop impact assessment shall, inter alia, contain—

(a) detailed description of the proposed processing operalion,
the purpose of processing and the nature of personal data being

24




processed;

(b) assessment of the potential harm that may be caused to
the data principals whose personal data is proposed to be processed;
“and

(c) measures for managing, minimising, mitigating or
removing such risk of harm.

(4) Upon completion of the data protection impact asscssment, the.

data protection officer appointed under sub-section (1} of section 30, shall
review the assessment and submit the assessment with his finding to the
Authority in such manner as may be specified by regulations.

(5) On receipt of the assessment and its review, if the Authority has
(+#*) satisfied itself that the processing is likely fo cause harm to the dat
principals, (***) it may direct the data fiduciary to cease suich processing or
direct that such processing shall be subject to such conditions as {(***) may
be speeified by regulations, - ‘

Maintenance of
records.

28. (1) The significant data fiduciary shall maintain accurate and up-
to-date records of the following, in such form and manner as may be
specified by regulations, namely:—

(a) important operations in the data life-cycle including
collection, transfers, and erasure of personal data to demonstrate
compliance as required under section 10;

(b) periodic review of security safeguards under section 24;

(¢) data protection impact assessments under section 27; and

(d) any other aspect of processing as may be specified by
regulations, '

2) Notwithstanding anything contained in this Act, the provisions
of this section shall also apply to the State. '

(3) Every social media (¥*¥) platform which is notified as a
significant data fiduciary .under sub-section (***) (1) of section 26 shall
enable the (***) persons who register their serviee from India, or use their
services in India, to voluntarily verify their accounts in such manner as may
be prescribed. ' ' '

(4) Any (***) pegson who voluntarily vérifies his account on a
social media platform referred to in sub-section (3) shall be provided

with such demonstrable and visible mark of verification, which shall be
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visible to all users of the service, in such manner as may be prescribed.

29,(1) The significant data fiduciary shall have its policies and the
conduct of its processing of personal data audited annually by an
independent data auditor under this Act. '

Audit of
policies and
conduct of

processing, etc.

(2) The data auditor shall evaluate the compliance of the data
fiduciary with the provisions of this Act, including—

(a) clarity and effectiveness of notices under section 7,

(b) effectiveness of measures adopted under section 22;

(c) transparency in relation to processing activilies under
section 23, '
i

(d) security safeguards adopted pursuant to section24;  + |

(e) instances of personal dafa breach and response of the data
fiduciary, including the promptness of notice to the Authority under
section 25;

(f) timely implementation of processes and effective adherence
to obligations under sub-section (3) of scction 28; and

(g) any other matter as may be specified by regulations,

(3) The Authority shall specify, by regulations, the form and
procedure for conducting audits under this section and shall encourage the

practice of appropriate concurrent audits,

(4) The Authority shall register in such manner the persons, with
expertise in the areas of information technology, computer systems, dala
science, data protection or privacy, possessing such qualifications,
cxperience and eligibility having regard to factors such as independence,
integrity and ability, as (***) may be (**¥) prescribed, as data auditors

(5) A data auditor may assign a rating in the form of a data trust
score to the data fiduciary pursuant to a data audit conducted under this
section. '

(6) The Authority shall, by regulations, specify the criteria for
assigning a rating in the form of a data trust score having regard to the

factors mentioned in sub-section (2).
: \

(7) Notwithstanding anything contained in sub-section (1}, where the
Authority is (***) satisfied that the data fiduciary is processing personal
data in such manner that is likely to cause harm to a data principal, the
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Authority may direct (***) such data fiduciary to conduct an audit and shall
appoint a data auditor for that purpose.

Data protection
officer.

30.(1) Every significant data fiduciary shall appoint a data protection
officer who shall be a senior level officer_in the State or a key
managerigl personnel in relation to a_company or such other employee
of cquivalent capacity in case of other enfifics, as the ease may be,

possessing such qualifications and experience as may be (***) preseribed
(*¥*¥) for carrying out the following functions, namely:—

(a) providing information and advice to the data fiduciary on
malters relating to fulfilling its obligations under this Act;

(b} monitoring personal data processing activities of the data
- fiduciary to ensure that such processing does not violate tl}e
provisions of this Act; /

(c) (***) providing assistance to and co-operating with the
- Authority on matters of compliance of the data fiduciary with
the provisions under this Act; '

(d) providing advice to the data fiduciary on the development
of internal mechanisms to satisfy the principles specified under
section 22;

(e) (**¥} providing advice fo the daia fiduciary on
carrying out the data protection impact assessments, and earry
out its review under sub-section (4) of seetion 27;

() (***) maintaining_an_inventory of records to be
maintained by the data fidueiary under section 28; and

(g) (***) act as the point of contact for the data principal
for the purpose of grievanee (***) redressal under seetion 32,

Explanation.- - For the purposes of this sub-section, the
expression “lkey managerial personnel” means—

) the Chief Executive Officer or the
Managing Direetor or the Manager;

(i) the Cbmpa ny Sceretary;

(iiD) the whole-time Director;

(iv) th({ Chicf Financial Officers or

(v) such other personnel as may be preseribed,
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(2) Nothing contained in sub-section (1) shall prevent the data
fiduciary from assigning any other function to the data protection officer,
which it may consider necessary.

(3) The data fnotection officer appointed under sub-section (1) shall
be based in India and shall represent the data fiduciary under this Act.

31, (1) The data fiduciary shall not engage, appoint, use or involve a
data processor to process personal data on its behalf without a contréact
entered into by the data fiduciary and such data processor.

Processing by
entities other
than data
fiduciaries.

(2) The data processor referred to in sub-section (1) shall not engage,
appoint, use, or involve another data processor in the processing on its
behalf, except with the authorisation of the data fiduciary and unless
permitted in the contract lefened to in sub-section (1).

~ (3) The data processor, and any employee of the data fiduciary or the
data processor, shall only process personal data in accordance with the
instructions of the data fiduelary and treat it as confidential,

32. (1) Bvery data fiduciary shall have in place the procedure and
effective mechanisms to redress the grievances of data principals efficiently
and in a speedy manner.

Grievance
redressat by

data fiduciary,

(2) A data principal may make a complaint of contravention of any

of the provisions of this Act or the rules or regulations made thereunder,
which has caused or is likely to cause harm to such data principal, to—

(a) the data protection officer, in case of a s1gn1hcant daia
fiduciary; or

(b) an officer designated for this purpose, in case of any other
data fiduciary.

(3) A complaint made under sub-section (2) shall be resolved by the
data fidueiary in an expeditious manner and not Jater than thirty days from
the date of receipt of the complaint by such data fiduciary.

(4) Where a complaint is not reselved within the period specified
under sub-section (3), or where the data principal is not satisfied with the
manner in which the complaint is resolved, or the data fiduciary has rejected
the complaint, the data principal may file a complaint to the Authority (***)
under section 62. '
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CHAPTER VII .
RESTRICTION ON TRANSFER OF PERSONAL DATA QUTSIDE INDIA

Prohibition on

processing of

sensitive
personal data
and critical
personal data
outside India,

33.(1) Subject to the conditions provided in sub-section (1) of section
34, the sensitive personal data may be transferred outside India, but such
sensitive personal data shall continue to be stored in India.

(2) The critical personal data shall only be processed in India.

Explanation—For the purposes of sub-section (2), the expression
“critical personal data” means such personal data as may be notified by the

Central Government to be the critical personal data. )
/

Conditions for
transfer of
sensitive
personal data
and critical
personal data,

34.(1) The sensitive personal data may only be transferred outside
India for the purpose of processing, when explicit consent is given by the
data principal for such transfer, and where—

(a) the transfer is made pursuant to a contract or intra-group scheme
approved by the Authority in_consultation with the Central
Government:

_ Provided that such contract or intra-group scheme shall not be
approved, if the objeet of sueh transfer is against publie policy or
State policy and unless it makes the provisions for—

(i) effective protection of the rights of the data principal under
this Act, including in relation to fusther transfer to any other person;
and

(if) liability of the data fiduciary for harm caused due to non-
comptiance of the provisions of such contract or intra-group scheme
by such transfer; (**#) '

(b) the Central Government, after consultation with the Authority,
has allowed the transfer to a country or, such entity or class of (¥¥*)
entities in a country or, an international organisation on the basis of its
finding that— '

(i) such sensitive personal data shall be subject to an
adequate level of protection, having regard to the applicable
faws and international agreements; (¥*%) '
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. (i) such transfer shall not prejudicially affect the
enforcement of relevant laws by authorities with appropriate
jurisdictiony and

(iii) such sensitive personal data shall not pbe
shared with any foreign Government or agency umless
such sharing is approved by the Central Government:

Provided that any finding under this clause shall be
reviewed periodically in such manner as may be prescribed,;
or

(c) the Authority, in consultation with the Central Government,
has allowed transfer of any sensitive personal data or class of sensitive

personal data necessary for any specific purpose. !f

Explanation.- For the purposes of this sub-scetion, an _act is said
to be apainst “public policy” or “Statc policy”, if the said act
promotes the breach of any law or is not in_consonance with any
public policy or State policy in this regard or has a tendency to
harm the interest of the State or its citizens.

(2) Notwithstanding anything contained in sub-section (2) of
section 33, any critical personal data may be transferred outside
India, only where such transfer is—

(a) to a person or entity engaged in the provision of health
services or emergency services where such transfer is
necessary for prompt action under section 12; or

(b) Lo a country or, any entity or class of (*#¥) entities in
a country or, to an international organisation, where the Central
Government has deemed such transfer to be permissible under
clause (b) of sub-section (1} and where such transfer in the
opinion of the Central Government does not prejudicially
affect the securily and strategic interests of the State.

(3) Any transfer under clause (a) of sub-section (2) shall be
(***) informed to the Authority within Such pericd as may be
specified by regulations. '

CHAPTER VIl
EXEMPTIONS

35, Not\vithsta_ndii'ag anything contnined in any law for the time
being in force, where the Central Government is satisfied that it is

necessary or expedient,—

Power of
Central
Government to
exenipt any
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agency of
Government
from
application of
(***) Acl.

(i) in the interest of sovereignty and integrity of India, the security of
the State, friendly relations with foreign States or public order; or

. (ii) for preventing incitement to the commission of any cognizable
offence relating to sovereignly and integrity of India, the security of the
State, friendly relations with foreign States or public order,

it may, by order, for reasons to be recorded in writing, direct that all or any
of the provisions of this Act shall not apply to any agency of the
Government in respect of processing of such personal data, as may be
specified in the order subject to such procedure, safeguards and oversight
mechanism to be followed by the agency, as may be prescribed.

Explanation. —For the purposes of this Section, —

(i) the term “cognizable offence” ineans the offence as defined
in clause (c) of section 2 of the Code of Criminal Procedure, 1973;

2011974,

(i) the expression “processing of such personal data” includes
sharing by or sharing with such agency of the Government by any data
fiduciary, data processor or data principal; and

(iii) the expression “such procedure” refers to just, fair,
reasonable and proportionate procedure,

Exemption of
certain
provisions for
certain
processing of
personal data.

36, The provisions of Chapter Il (***) to VII, except section 24,
shall not apply where— '

(a) the personal data is processed in the interests of prevention,
detection, investigation and prosecution of any offence or (***)
contravention of any law for the time being in force;

(b) the disclosure of personal data is necessary for enforcing
any legal right or claim, seeking any relief, defending any charge,
opposing any claii, or obtaining any legal advice from an advoeate
in any impending legal proceeding;

(c) the processing of personal data by any court or tribunal in
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India is necessary for the exercise of any judicial function:

(d) the personal data is processed by .a natural person for any

personal or domestic purpose, except where such processing involves

. disclosure to the public, or is undertaken in comnection with any
professional or commercial activity; or

() the processing of personal data is necessary for or relevant

to a journalistic purpose, by any person and is in compliance with

the rules and regulations made under this Act, (***) code of
ethics issued by the Press Council of India, or by any statutory
media (***) regulatory organisation.

37. The Central Government may, by notification, exempt from the
application of this Act, the processing of personal data of data principals not
within the territory of India, pursuant to any contract entered into with arlly
person outside the territory of India, including any company incorporated
outside the territory of India, by any data processor or any class of data
processors incorporated under Indian law. ‘

Power of
Central
Government to
exempi certain
data processors,

38. Where the processing of personal data is necessary for research,
archiving, or statistical purposes, and the Authority is satisfied that—

Exemption for
rescarch,
archiving or
statistieal
pUrposes.

(a) the compliance with the provisions of this Act shall
* disproporiionately divert resources from such purpose;

(b) the purposes of processing cannot be achieved if the
peisonal data is anonymised;

(c) the data fiduciary has carried out de-identification in
accordance with the code of practice specified under section 50 and
the purpose of processing can be achleved if the personal data is in
de-identified form;

(d) the personal data shail not be used to take émy decision
specific to or action directed to the data principal; and

(e) the personal data shall not be processed in the manner that
gives rise to a risk of significant harm to the data principal,

it may, by notification, exempt such class of research, archiving, or
statistical purposes from th\e application of any of the provisions of this Act
as may be specified by regulations,
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Exemption for
(*** non
autemated
processing by
small entities.

39, (1) The provisions of sections 7, 8, 9, clause (¢) of sub-section (1)
of section 17 and sections 19 to 32 shall not apply where the processing of
personal data by a small entity is not automated.

(2) For the purposes of sub-section (1), a “small entity” means such
data fiduciary as may be classified, by regulations, by Authonty, having
regard to—

(a) the furnover of data fiduciary in the preceding financial
year; '

(b) the purpose of collection of personal data for disclosure to
any other individuals or entities; and

!

(c) the volume of personal data processed by such data
fiduciary in any one day in the preceding twelve calendar months,

Sandbox for
encouraging

-innovation, etc.

40, (1) The Authority (***) may, for the purposes of encouraging
innovation in astificial intelligence, machine-learning or any other cmerging
technology in public intetest, create a Sandbox.

(2) Any data fiduciary as well as start-ups whose privacy by design
policy is certified by the Authority under sub-section (3) of section 22 shall
be eligible to apply, in such manner as may be specified by regulations, for
inclusion in the Sandbox created under sub-section (1).

(3) Any data fiduciary applying for inclusion in the Sandbox under

| sub-section (2) shall furnish the following information, namely:—

(a) the term for which it seeks to utilise the benefits'of Sandbox,
piOVldCd that such term shall not exceed twelve months;

(b) the imnovative use of technology and its beneficial uses;

(c) the data principals or categories of data- principals
participating under the proposed processing; and

(d) any other information as may be specified by regulations.

(4) The Authority shall, while including any data fiduciary in the
Sandbox, specity—

(a) the term of the inclusion in the Sandbox, which may be
renewed not more‘-\fhan twice, subject to & total period of thirty-six
months;

(b) the safeguards including terms and conditions in view of
the obligations under clause (c) including the requirement of consent

33




J

of data principals participating under any licensed activity,
compensation to such data principals and penalties in relation to such
safeguards; and

() that the following obligations shall not apply or apply with
modified form fo such data fiduciary, namely:—

(i) the obligation to (***) comply with the provisions
under sections 4 and 5; ’

(i) limitation on collection of personal data under section
6; and

(/i) any other obligation to the extent, it is directly

depending on (***) sections 5 and 6; and
. {

(iv) the restriction on retention of personal data under
section 9.

Explanation.- Yor the purposes of this Act, the
expression “Sandbox” means such live testing of new
procduets or services in a controlled or test regulatory
enviromnent for whieh the Authority may or may not
permit certain regulatory relaxations for a specified period
of tinie for the limited purpose of the testing.

CHAPTERIN _
DATA PROTECTION AUTHORITY OF INDIA

41, (1) The Central Government shall, by notification, establish, [or
the purposes of this Act, an Authority to be called the Data Protection
Authority of India, '

Establishment
of Authority,

(2) The Authority referred to in sub-section (1) shall be a body
corporate by the name aforesaid, having perpetual succession and a
common seal, with power, subject to the provisions of this Acl, 1o aequire,
hold and disposé of property, both movable and immovable, and to contract
and shall, by the said name, sue or be sued. '

(3) The head office of the Authority shall be af such pldce as may be
prescribed. | |

(4} The Authority may, with the prior approval of the Central
Government, establish its offices at other places in India.

\
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Composition
and
qualifications
for appointment

of Chairperson
and Members.

42, (1) The Authority shall consist of a Chairperson and not more
than six whole-time Members, of which one shall be (¥**) an_expert in the
area of law having such_qualifications and experience (***) as may be

preseribed.

(2) The Chairperson and the Members of the Authority shall be
appointed by the Central Government on the recommendation made by a
Selection Committee consisting of—

(i) the Cabinet Secretary, who shall be Chairperson of.the Selection
Committee;

(ii)_the Atforney General of India_~ Member;

I

o
(ifi) the Secretary to the Government of India in the Ministry or
Department dealing with the Legal Affairs - Member; (*#%)

(iv} the Se.cretary to the Government of India in the Ministry or
Department dealing with (¥**) Electronics and Information
Technology - Member; ‘

(v) an independent expert to be nominated by the Central

Government from the fields of data protection, information

technology, data management, data science, dafa security, cyber

and intcrnet Iaws, public administration or refated subjeets -
¢+ Membery

(vi) a Director of any of the Indian Institutes of Techuolopy
to be nominated by the Central Government — Member: and

(vii) a_ Divector of any of the Indian Institutes of
Management to be nominated by the Central Government -
Mcmber.

(3) The procedure to be followed by the Selection Committee for
recommending the names under sub-section (2) shall be such as may be
prescribed.

(4) The Chairperson and the Members of the Authority shall be
persons of ability, integrity and standing, and shall have qualifications and
specialiscd knowledge and experience of (¥**) not less than ten years in the
fields of data protection, information fechnology, data management, data
scicnce, data security, cyber and internet laws, public administration,
national security or related subjects.
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(5) A vacancy caused to the office of the Chairperson or any other
Member of the Authority shall be filled up within'a period of three months
from the date on whlch such vacancy occurs,

43, (1) The Chairperson and the Members of the Authority shall be
appointed for a term of five years or till they attain the age of sixty-five
years, whichever is carlier, and they shall not be eligible for re-appointment.

Terms and
conditions of
appointment,

(2) The salaries and allowances payable to, and other terms and
conditions of service of the Chairperson and the Members of the Authority
shall be such as may be prescribed.

(3) The Chairperson and the Members shall not, during their term
and for a period of two years from the date on which they cease to hold
office, accept— { !

(a) any employment either under the Central Government or
under any State Government; or

(b) any appointinent, in any capacity whatsoever, with a
significant data fiduciary, '

{4) Notwithstanding anything contained - in sub-section (1), thc
Chairperson or a Member of the Authority may-—

(2) relinquish his office by giving in writing to the Central
Government a notice of not less than three months; or

(b) be removed from his office in accordance with the
provisions of this Act.

44, (1) The Central Government may remove from office, the
Chairperson or any Mcmber of the Authority who—

Removal of
Chaltperson or

other Members.

(a) has been adjudged as an insolvent;

(b) has become physically or mentally incapable of actmg as a
~ Chairperson or Member;

(c) has been convicted of an offence, which in the opinion of
the Central Government, involves moral turpitude;

(d) has so abused their posmon as to render thClI‘ continuation

in office detriental to the public interest; or
\

{e) has acquired such financial or other interest as is likely to
affect prejudicially (***) his functions as a Chairperson or a
Member,
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(2) No Chairperson or any Member of the Authority shall be
removed under clause (d) or (e) of sub-section (1) unless he has been given
an (¥¥%) opportunity of being heard,

Powers of
Chairperson,

45, The Chairperson of the Authority shall (***) have powers of
general superintendence and direction in _the conduet of the affairs of the
Authority and he shall, (***) in addition to presiding over the meetings

of the Anthority, exercise all powers and do all such acts and things which

may be exercised or done by the Authority under this Act.

Meetings of
Authority.

46. (1) The Chairperson and Members of the Authority shall meet at
such times and places and shall observe such rules and procedures in regard
to transaction of business at its meetings including quorum at such
meetmgs as may be prescribed.

(2) If; for any reason, the Chairperson is unable to attend any
meeting of the Authority, any other Member chosen by the Members
present at the meeting, shall preside over the meeting,..

(3) All questions which come up before any meeting of the Authority
shall be decided by a majority of votes of the Members present and voting,
and in the event of an equality of votes, the Chairperson or in-his absence,
the Member presiding, shall have the right to exercise a second-or casting
vole,

(4) Any Member who has any direct or indirect pecuniary interest in
any matter coming up for consideration at a nieeting of the Authority shall

'} disclose the nature of his interest at such meeting, which shall be recorded

in the proceedings of the Authority and such Member shall not take part in
any deliberation or decision of the Authority with respect to that matter,

Vacancies, elc.,
ot to invalidate
proceedings of

47, No act or ptoceedmg of the Authority shall be invalid merely by
reason of— :

Authority.
(a) any vacancy or defect in the constitution of the Authority;
(b) any defect in the appomtmcnt of'a person as a Chairperson
or Member; or
(c) any irregularity in the procedure of the Authority not
affecting the mnerits of the case,
Officers and 48. (1) The Authoiity may appoint such-officers, other employees,
other consultants and experts as it may consider necessary for effectively
employees of 1 yischarging (**#) its functions under this Act. :
Authority.
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(2) Any remuneration, salary or allowances, and other terms and
conditions of service of such officers, employees, consultants and experts
shall be such as may be specified by regulations.

49, (1) It shall be the duty of the Authority to protect the interests of
data principals, prevent any misuse of personal dala, ensure compliance
with the provisions of this Act, and promote awareness aboul data
protection. '

Powers and

funclions of

Authority.

(2) Without prejudice to the generality of the foregoing and other
functions under this Act, the functions of the Authority shall include—

(a) monitoring and enforcing application of the provisions of
this Act and the rules and regulations made thereunder;

(b) taking prompt and appropriate action in response to (**!’i")
data breach in accordance with the provisions of this Act; ‘

(¢) maintaining a database on ifs website containing names of
significant data fiduciaries along with a rating in the form of a data
trust score indicating compliance with the obligations of this Act by
such fiduciaries;

(d) examination of any data audit reports and taking any
action pursuant thereto;

(c) issuance of a certificate of registration to data auditors and
renewal, withdrawal, suspension or cancellation thereof and
maintaining a database of registered data auditors and specifying the
qualifications, code of conduct, practical training and functions to be
performed by such data auditors;

(f) classification of daia fiduciaries;

() monitoring cross-border transfer of personal data;

(h) specifying codes of practice;

(i) promoting awareness and understanding of the risks, rules,
safeguards and rights in respect of protection of personal dala
amongst data fiduciaries and data principals;

() monitoring technological developments and commercial
practices that may affect protcction of personal data;

(k) promoting measures and undertaking research for
innovation in the field of protcction of personal data;
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() -advising Central Government, State Government and any
other authority on measures required fo be taken to promote
protection of personal data and ensuring consistency of application
and enforcement of this Act;

(m) specifying fees and other charges for carrying out the
purposes of this Act;

(n) receiving and inquiring complaints under this Act; (***)

(0) moniforing, festing and certification by an appropriate

agency authorised by the Central Government for this purpoese
to ensure integrity and trustworthiness of hardware and
software on computing devices to prevent any malicious insertion
* that may cause data breach; and

i
!

(p) performing such other functions as may be preseribed.

(3) Where, pursuant fo the provisions of this Act, the Authority
processes any personal data, it shall be construed as the data fiduciary or the
data processor in relation to such personal data as applicable, and where the
Authority comes into possession of any information that is treated as
confidential by (***) such, data fiduciary or data processor, it shall not
disclose such information unless required under any law for the time being
in foree to do so, or where it is required fo carry out its functions under this
section, ' ‘

Codes of
practice.

50, (1) The Authority shall, by regulations, specify codes of practice
to promote good practices of data protection and facilitate compliance with
the obligations under this Act,

(2) Notwithstanding anything contained in sub-section (1), the
Authority may approve any code of practice submitted by-

(i) the associations representing-

() fechnical scrvices organizations;

(b) (**¥) industry or trade (**¥)

(c) ‘(***) the interest of data principals

(ii) any sectoral regulator or statutory Authority; or

(i)  any Deparfments or Ministries of the Central Government
' or State Government.

(3) The Authority shall ensure transparency and compliance with the
obligations of data fiduciary and the rights of the data principal under this
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Act while specifying or approving any code of practice under this section.

(4) A-code of practice under sub-section (1) or sub-section (2), shall
not be issued uriless the Authority has made consultation with the sectoral

regulators and other stakeholders including the public and has followed such |

procedure as may be prescribed.

(5} A code of practice issued under this section shall not derogate
from the provisions of this Actor any other law for the tiime being in force.

(6) The code of practice under this Act may include the following
matters, namely:—

(a) requirements for notice under section 7 including any
~ model forms or guidance relating to notice;

1

(b} measures for ensuring quality of personal data processed
under section §; : :

{c) measures pertaining to the retention of personal data under
section 9;

(d) manner for obtaining valid consent under section 1 {;

(e) processing of personal data under section 12;

(f) activities where processing of personal data may be
undertaken under section 14;

" (g) processing of sensitive personal data under Chapter 11k

~ (h) processing of personal data under any other ground for
processing, including processing of personal data of children and
age-verification under this Act;

(i) exercise of any right by data principals under Chapter V;

(i) the standards and means by which a data principal may
avail the right to data portability under section 19; ‘

(k) transparency and accountability measures including- the
standards thereof to be maintained by data fiduciaries and data
processors under Chapter VI;

(1) standards for security safeguards to be maintaincd by data
fiduciaries and data processors under section 24;

(m) methods of de-identification and anonymisation;
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(n) methods of destruction, deletion, or erasure of personal
data where required under this Act;

(o) appropriate action to be taken by the data fiduciary or data
processor in response to a (¥**) data breach under section 25;

_ (p) manner in which dafa protection impact assessments may
be carried out by the data fiduciary or a class thereof under section
27; '

(q) transfer of personal data outside India pursuant to section
34; ' )

(r) processing of any personal data or sensitive personal data

. lo carry out any aclivity necessary for research, archiving or

statistical purposes under section 38; and j

7 (s) any other watter which, in (¥**) view of the Authority,
may be necessary or relevant to be provided in the code of practice. -

(7) The Authority may review, modify or revoke a code of practice
issued under this section in such nanner as may be prescribed.

Power of
Authority to
issue directions.

51. (1) The Authority may, forthe discharge of its functions under
this Act, issue such directions from time to time as it may consider
necessary to any data fiduciary or data processor who shall be bound to
comply with such directions,

(2) No direction shall be isstted under sub-section (1) unless the -

Authorify has given an (¥*¥) opportunity of being heard to the data
fiduciary (***) or the data processor concerned.

(3) The Authority may, on a representation made to it or on its own
motion, modify, suspend, withdraw or canccl any direction issued under
sub-section (1) and in doing so, may impose such conditions as it deems fit,
subject to which the modification, suspension, withdrawal or cancellation
shall have effect. -

Power of
Authority to
call for
information,

52.(1) Without prejudice to the other provisions of this Act, the
Authority may requirc a data fiduciary or data processor to provide siich
information as may be reasonably required by it for discharging its
functions under this Act.

(2) If the Authority requires a data fiduciary or a data processor to
provide any information ynder sub-scction (1), it shall provide a notice in
writing to the data fiduciary or the data processor stating the reasons for
such requisition. '

3
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(3) The Authority shall, by regulations, specify the manner in which
the data fiduciary or data processor shall provide the information sought in
sub-section (1), including the designation of the officer or employee of the
Authority who may. seek such information, the period within which such
information is to be furnished and the form in which such information may
be provided.

53.(1) The Authority may, on its own or on a complaint received by
it, inquire or cause to be inquired, if it has reasonable grounds to believe
that— ‘ '

Power of
Authority to
conduct inguiry.

(a) the activities of the data fiduciary or data processor are
being conducted in a manner which is detrimental to the interests of
data principals; or

(b) any data fiduciary or data processor has contravened ahy
of the provisions of this Act or the rules or regulations made
thereunder, or any direction of the Authority.

(2) For the purposes of sub-section (1), the Authority shall, by an
order in writing, appoint one of its officers as an Inquiry Officer to inquire
into the affairs of such data fiduciary or data processor and to report to the
Authority on any inquiry made.

(3) For the purpose of any inquiry under this section, the Inquiry
Officer may, wherever necessary, seek the assistance of any other person,

"(4) The order referred to in sub-section (2) shall specify the reasons
for the inquiry and the scope of the inquiry and may be modified from time
to time. '

(5) Every officer, employee or other person acting under the direct
authority of the data fiduciary or the data processor, or a service provider, or
a contractor, where services are being obtained by or provided to the data
fiduciary or data processor, as the case may be, shall be bound to produce
before the Inquiry Officer, all such books, registers, documenfs, records and
any data in their custody or power anid to furnish to the Inquiry Officer any
stafement and information relating to the affairs of the data fiduciary or data
processor as the Inquiry Officer may require within such time as the said
Inquiry Officer may specify.

(6) The Inquiry Officer shall provide a notice in writing to the
persons referred to in sub-section (5) stating the reagons thereof and the
relationship between the d?fa fiduciary and the scope of inquiry (¥*¥),

(7) The Inquiry Officer may keep in its custody any books, registers,
documents, records and other data produced under sub-section (5) for six
months and thereafier shall return the same to the person by whom or on
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whose behalf such books, registers, documents, records and data are
produced, unless an approval to retain such books, registers, documents,
record and data for an additional period not exceeding three months has
been obtained from the Authority.

(8) Notwithstanding anything contained in any other law for the time
being in force, while exercising the powers under this section, the Authority
or the Inquiry Officer, as the case may be, shall have the same powers as are
vested in a civil court under the Code of Civil Procedure, 1908 while tryig
a suit, in respect of the following matters, namely—

Sof 1908,

(a) the discovery and production of books of account, data and
other documents, at such place and at such time as may be specified by

‘regulations; _ : i
' /

(b) summoning and enforcing the attendance of persons and
examining theim on oath;

{¢) inspection of any book, documient, register, record or data
of any data fiduciary; ‘

{d) issuing commissions for the examination of wilnesses or
documents; and :

{e) any other matler which may be prescribed.

Action to be
taken by
Authority
pursuant to

{*#*) inquiry.

54, (1) On receipt of a report under sub-section (2) of section 53, the
Authority may, after giving such opportunity to the data fiduciary or data
processor to make a representation in connection with the report as the
Authority deems reasonable, by an order in writing—

(a) issue a warning to the data fiduciary or data processor
where the business or activity is likely to violate the provisions of
this Act;

(b) issue a reprimand to the data fiduciary or data processor
where the business or activity has violated the provisions of this Act;

{c) (***) direet the data fiduciary or data processor fo cease
and desist from commilting or causing any violation of the
provisions of this Act;

{d) (***) direct the data fiduciary or data processor to modify
its business or activity to brmg 1t in compliance with the provisions
of this Act;

(e) temporarily suspend or discontinue business or activity of
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the data fiduciary or data processor which is in contravention of the
provisions of this Act;

(f) vary, suspend or cancel any registration granted by the
Authority in case of a significant data fiduciary;

(g) suspend or discontinue any cross-border (***) transfer of
personal data; or

(h) (*%*) dircet the data fiduciary or data processor to take
any such action in respect of any matter arising out of the report as
the Authority may deem(***) fit,

(2) A data ﬂduciﬁry or data processor aggrieved by an order made
under this section may prefer an appeal to the Appellate Tribunal undcl
section 73, ,

55. (1) Where in the course of inquiry under seetion 53, the Inquiry
Officer has reasonable ground to believe that. any books, registers,
documents, records or data belonging to any person as mentioned therein,
are likely to be tampered with, altered, mutilated, manufactured, falsified or
destroyed, the Iriquiiy Officer (***) shall, with the prior approval of the
Authority, make an application to such designated court, as may be notified
by the Central Government, for an order for the seizure of such books,
1egistels documents, (¥**) records or data,

Search and
seizure,

(2) The Inquiry Officer may require the services of any police
officer or any officer of the Central Government or State Government, or
of (***) all, to assist him for the purposes (***) provided in sub-section (1)
and it shall be the duty of every such officer to comply with such
requisition. |

(3) After considering the application and hearing the Inquiry Officer,
if necessary, the designated court may, by order authorise -the [nquiry
Officer--— -

(a) to enter, with such assistance, as may be required, the place
or places where such books, registers, documents, ("“‘") records or
data are kept;

(b) to search thal place or those places in the manner specified
in the order; and

(c) to seize bobks, registers, documents, (***) records or data
it considers necessary for the purposes of the inquiry,
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(4) The Inquiry Officer shall keep in (***) his custody the books,
registers, documents, (***) records or_data seized under this section for
such period'not later than the conclusion of the inquiry as (¥*#*) he
considers necessary and thereafter shall return the same to the person, from
whose custody or power they were seized and inform the designated court
of such return.

(5) Save as otherwise provided in this section, every search or
seizure made under this section shall be carried out in accordance with the
'provisions of the Code of Criminal Procedure, 1973 relating to searches or
seizures made under that Code.

2 0f 1974,

Co-ordination
between
Authority and
other regulators
or authorities.

56. Where any action proposed to be taken by the Authority under
this Act is such that any other regulator or authority constituted under a law
made by Parliament or the State legislature may also have concurrgnt
jurisdiction, the Authority shall consult such other regulator ot aulhority
before taking such action and may also enter info a memorandum of
understanding with such other regulator or authority governing the
coordination of such actions including economic activitics,

CHAPTERX
PENALTIES AND COMPENSATION

Penalties for
contravening
certain
provisions of
{*%¥) Act,

57.(1)Where the data fiduciary coniravenes any of the followm;, '

pl‘OVlS]OﬂS amclg -

{a) obligation to take brompt and appropriate action in
response to a data (***) breach under section 25;

(b) failure to register with the Authority under sub section (2)
of section 26;

{c) obligation to undcriake a data protection impact
assessment by a significant data fiduciary under section 27,

(d) obligation to conduct a data audit by a significant data
fiduciary under section 29; or

(e} appointment of a dafa protection officer by a significant
data fiduciary under section 30,

it shall be fiable to (***) sueh penalty (**¥) as may be preseribed, not
exceeding five crore rupees or two per cent. of its total worldwade turnover
of the preceding financial yem whichever is higher..

45




:.j

(2) Where a data fiduciary contravenes any of the following
provisions, pamely:—

(a) processing of personal data in violation of the provisions
of Chapter II or Chapter I11;

~ {b) processing of personal data of children in violation of the
provisions of Chapter 1V;

{c) failure fo adhere to security safeguards as per section 24;or

(d) transfer of personal data outside India in violation of the
provisions of Chapter V11,

it shall be liable to (***) such penalty (¥*¥) as may be preseribed, not
exceeding fifteen crore rupees or four per cent, of its total wor!dwi?e
turnover of the preceding financial year, whichever is higher. -

(3) For the purposes of this section,—

(a) the expression “total worldwide turnover” means the gross
amount of revenue recognised in the profit and loss account or any
other equivalent statement, as applicable, from the sale, supply or
distribution of goods or services or on account of services rendered,
of both, and where such revenue is generated within India and
outside India. '

(b) it is hereby clarified that “total worldwide turnover” in
relation to a'data fiduciary is the total worldwide turnover of the data
fiduciary and the total worldwide turnover of any group entity of the

“data fiduciary where such. turnover of a group entity arises as a
direet result of the processing activities of the data fiduciary, having
regard to factors, including— '

(i) the (***) petivitics_of the data fiduciary and the
group entity arc_aligned in velation to the processing and
usc of data; '

(i) there exist a relationship belween the data
fiduciary and the group entify speciftcally in rclation to the
processing activity undertaken by the data fiduciary; and

(iii) the degree of control cxercised by the group entity
over the data fiduciary or vice-versa, as the case may be.

{c) where ai\}{ of the (**¥*) provisions referred {o in this
section has been coniravened by the State, the maximun penalty

shall not exceed five crore rupees under sub-section ([), and fifteen
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crore rupees under sub-section (2), respectively.

failure to
furnish report,

Penalty for 58. Where, any data fiduciary, without any reasonable explanation,
fatlure to . fails to comply with any request made by a data principal under Chapter v,
comply with —\ ¢1ch data fiduciary shall be liable to a penalty of five thousand rupees for
data principal . . . . ) .
each day during which such default continues, subject to'a maximum of ten
requests under kh r , £ sionif d fiduciar d five lakh .
Chapter V. lakh rupees in case of significant data fiduciaries and five lakh rupees in
other cases. : :
Penalty for -59. If any data fiduciary, who is required under this Act or the rules

or regulations made thereunder, to furnish any report, return or information
to the Authority, fails to furnish the same, then such data fiduciary shall be

'r;g:;jamn liable to a penalty. which shall be ten thousand rupees for each day during
e, which such default continues, subject to a maximum of twenty lakh rupees

in case of significant data fiduciaries and five lakh rupees in other cases, Ij
Penalty for 60. If any data fiduciary or data processor fails to comply with any
failure to directions issued by the Authority under section S1 or order issued by the
comply with

direction or
order issued by
Authority.

Authority under section 54,-

(D) such data ﬁduciary (¥#*) shall be liable to a penalty which
may extend to twenty thousand rupees for each day during
which such default continues, subject to a maximum of two.

~ crore rupees (**%); or ‘

(if) . such data processor shall be liable to a penalty which (**¥)
may extend to five thousand rupees for each day during
which such default continues, subject to a maximum of fifty
lakh rupees.

Penalty for
contravention
where no
separate penally
has been

61, Where any person fails to comply with any provision of this Act
or the rules or regulations made thereunder applicable to such person, for
which no separate penalty has been provided, then, such person shall be

liable to a penalty which may extend to a maximum of one crore rupees in

case of significant data fiduciaries, and a maximum of twenty-five lakh

provided. ,
rupees in other cases.
Right to file 62. (1) The aggricved data principal yeferred to in seetion 32 may

complnint or
application,

file a_complaint to_the Authority within such period and in such
manner as may be speeified by regulations,

(2)_The data principal may seek compensation under scetion 65
by filing an_applieation to the Authority in such form, manner angd
within such period as may be preseribed.
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(3} The Authority may forward the complaint or application
filed by the data principal to the Adjudicating Officer for adjudging
swch complaint or application, as the case may be.

63, (1) For the purpose of adjudging the penaliies under sections 57
to 61 or awarding compensation under section 63, the Authority shall
appoint such Adjudicating Officers.as may be(***) required,

Appointment of
Adjudicating
Officer.

(2) The Central Government shall, having regard to the need to
ensure the operational segregation, independence, and neutrality of the
adjudication under this Act, prescribe—

(a) the number of Adjudicating Officers to be appointed under
sub-section (1); '

(b) the manner and terms of appointment of Adjudtcatmg
Officers ensuring independence of such officers;

(c) tLejurisdiction of Adjudicating Officers; and

(d) such other requiremenis as (***) may (*I**) be
preseribed.

(3) The Adjudicating Officers shall be persons of ability, integrity
and standing, and -(¥**) shall possess such qualifications, specialized
knowledge, (***) and (¥*%) adequate (¥**) professional experience, in the
fields of law, cyber and infernet laws, information technology law and
policy, data protection and related subjects, ns may be preseribed.

64. (1) No penalty shall be imposed under this Chapter, except after
an inquiry made in such manner as may be prescribed, and the data
ﬁd-uciaa'y or data processor or any person, as the case nay be, has been
given an (***) opportunity of being heard:

Procedure for
adjudication by
Adjudicating
Officer,

Provided that no inquiry under this section shall be mitmed except
by a complaint made by the Authority.

(2) While holdmg an inquiry, the Adjudicating Officer shail have the
power to swinmon and enforce the attendance of any person acquainted with
the facts and circumstances of the case to give evidence or to produce any
document which, in the opinion of the Adjudicating Officer, may be useful
for or relevant to the subject matter of the inquiry.

(3) If, on the conclusion of such inquiry, the Adjudicating Officer is
satisfied that the person hag failed to comply with the provisions of this Act
or has caused harm fo any data principal as a result of any contravention of

the provisions of this Act, the Adjudicating Officer may impose such
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penalty_as specified under relevant section,

(4) While deciding whether to impose a penalty-under sub-section (3)
and in determining the quantum of penalty under sections 57 to 61, the
Adjudicating Officer shall have due regard to the guidelines as may be
specified by the Anthority for determination and imposition of penalty
taking info account any of the following factors namely:—

(a) nature, gravity and duration of violation taking into account
the natme, scope and purpose of processing concerned

{(b) number of data principals affected, and the level of harm
suffered by them;

(¢) intentional or negligent character of the violation;

(d) nature of personal data impacted by the violation;

(e) repetitive nature of the default;

(f) transparency and accountabilily measures implemented by
the data fiduciary or data processor including adherence to any
relevant code of practice relating to security safeguards;

_ (g) action taken by the data fiduciary or data processor to
" mitigate the harm suffered by data principals, (***) or

(h) any other aggravating or mitigating factors refevant to'the
circumstances of the case, such as, the amount of disproportionate gain
of unfair advantage wherever quantifiable, made as a result of the
default.

(5) Any person aggrieved by an order made under this section by the
Adjudicating Officer may prefer an appeal to the Appellate Tribunal under
scefion 73.

Compensation.

65. (1) Any data principal who has suffered harm as a result of any
viotation of any provision under this Act or the rules or regulations made
thereunder, by a dafa fiduciary or a data processor, shall have the right to
seek compensation from the data fiduciary or the data processor, as the case
may be,

Explanation.—For the removal of doubts, it is hereby clarified that a
data processor shall be Hable only where it has acted outside or contrary to
the instructions of the data fiduciary pursuant to section 31, or where the
data processor is found to have acted in a negligent manner, or where the
data processor has not incorporated adequate security safeguards under
section 24, or where it has violated any provisions of this Act. (¥**)
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{2) Where there are one or more data principals or any identifiable
class of data principals who have suffered harm as a result of any
confravention by the same data fiduciary or data processor, (*¥*} a
representative application may be instituted on behalf of all such data
principals seeking compensation for the harm suffered.

(3) While deciding to award compensation and the amount of
compensation under this section, the Adjudicating Officer shall have regard
to any of the following factors, namely:—

(a) nature, duration and extent of violation of the provisions of

the Act, fules (**¥) or regulations (***) made thereunder; ‘
{

(b) nature and extent of harm suffered by the data prmc1pal !

(c) mtcntlonal or ncghgen[ character of the v1olat10n

(d) transparency and accountabi]ity measures implemented by
the data fiduciary or the data processor, as the case may be, including
adherence to any relevant code of practice relating to security
safeguards; '

* (e) action taken by the data fiduciary or the data processor, as
the case may be, to mitigate the damage suffered by the data principal;

(f) previous history of any, or such violation by the data
fiduciary or the data processor, as the case may be;

(g) whether the arrangement between the data fiduciary and
data processor contains adequate transparency and accountability
measures to safeguard the personal data being processed by the data
processor on behaif of the data fiduciary; o1

(h) an)r other aggravating or mitigating factor relevant to the
circumstances of the case, such as, the amount of disproportionate gain
or unfair advantage, wherever quantifiable, made as a- result of the
default, :

(H)Where more than one data fiduciaty or data processor, or both a
data fiduciary and a data processor are involved in thc same processing
activity and are found to have caused harm to the datal principal, then, each
data fiduciary or data proccssor may be ordered to pay the entire
compensation for the harngJ to ensure effective and specdy compensation to
the data principal. '
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(5) Where a data fiduciary or a data processor has, in accordance
with sub-section (4), paid the entire amount of compensation for the harm
suffered by the data principal, such data fiduciary or data processor shall be
entitled to claim from the other data fiduciaries or data processors, as the
case may be, that amount of compensation corresponding to their part of
responsibility for the harm caused,

(6) Any person aggrieved by an order made under this section by the
Adjudicating Officer may prefer an appeal to the Appellate Tribunal under
section 73.

(7) The (***) procedure for hearing of (***) an_applieation_under
this section shall be such as may be prescribed,

Compensation
or penalties not
to interfere with
other
punishment,

- 06, No compensation awarded, or penalty imposed, under this Agt
shall prevent the award of compensation oi imposition of any other pena[ty
or punishment under this Act or any other law for the time being in foree.

Recovery of
amounts,

67. (1) The amount of any penalty imposed or compensation awarded
under this Act, if not paid, may be recovered as if it were an arrear of land
revenue,

(2) All sums realised by way of penalties under this Act shall be
credited to the Consolidated Fund of India,

CHAPTER Xi
APPELLATE TRIBUNAL

Establishment

“| of Appeliate

Tribunal,

68. (1) The Central Government shall, by notification, establish an
Appellate Tribunal to—

(a) hear and dispose of any appeal from an order of the
Adjudicating Officer under sub-section (5) of section 20:

(b) hear and dispose of any appeal from an order of the
Authority under sub-section (2) of section 54; '

(c) hear and dispose of any appeal from an order of the
Adjudicating Officér under sub-section (5) of section ¢4; and

(d) hear and dispoée of any appeal from an order of an
Adjudicating Officer under sub-section (¥**) (6) of' section 65.

(2) The Appellate T{ibunal shall consist ofé Chairperson and (***)4

such number of members, not execeding six, to be appointed by the
Central Government,
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(3) The Appellate Tribunal shall be established at such place or
places, "as _th_e Central Government may, in consultation with the
Chairperson of the Appellate Tribunal, notify.

(4) Notwithstanding anything contained in sub-sections (1) to (3),
where, in the opinion of the Central Government, any existing (***)
Tribunal is competent to discharge the functions of the Appellate Tribunal
under this Act, then, the Central Government may notify such (**%)
Tribunal fo act as the Appellate Tribunal under this Act,

69.(1) A person shall not be qualified for appointment as the
Chairperson or a Member of the Appellate Tribunal unless he—

{

Qualifications,
appoiniment,
term, conditions
of service of

Chairperson
and Members,

(a) in the case of Chairperson, is , or has been a Judge of the
Supreme Court or Chief Justice of a High Court or is qualified to be a
Judge of the Supreme Court; !

(b) in the case of a Member, (***) is a person who is (***) an
expert and has ability, integrity, standing and specialised
knowledge with an experience of not less than twenty years in the
field of data protection, information technology, data management,
data science, data security, cyber and internet laws, public
administration or any related subject,

(2) (***) The manner of appointment, term of office, salaries and

allowances, resignation, removal and the other terms and conditions of |

service of the Chairperson and any Member of the Appeliate Tribunal, shall
be such as may be prescribed. :

70. If, for reason other than temporary absence, any vacancy occurs
in the office of the Chairperson or a member of the Appellale Tribunal, the
Central Government shall appoint another person in accordance with the
provisions of this Act and the rules (***) made_thercunder fo fifl the
vacancy and the proceedings may be continued before the Appellate
Tribunal from the stage at which the vacancy is fiiled.

Vacancies.
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Staff of

- Appellate

Tribunal,

71.(1) The Central Government shall provide the Appel]ate Tribunal
with such ofﬁcers and employees as it may deem fit,

(2) The officers and employees of the Appellate Tribunal shall
discharge their functions under the general superintendence of its

-] Chairperson. -

(3) The salaries and allowances payable to and other terms and
conditions of service of such officers and employees of the Appe]]ate
Tribunal shall be such as' may be prescribed.

Distribution of
business
amongst
Benches.

72, (1) Subject to the provisions of this Act, the jurisdiction of the
Appellate Tribunal may be exercised by Benches thereof, which shall be
constituted by the Chairperson,

(2) Where Benches of the Appellate Tribunal are constituted undet
sub-section (1), the Chairperson may, from time to time, by’ not:ﬁcatlon
make provisions as to the distribution of the business of the Appellate
Tribunal amongst the Benches, transfer of Members between Benches, and
also provide for the matters which may be dealt with by each Bench.

(3) On the application of any of the parties and after notice to the
parties, and after hearing such of them as the Chairperson may desire to be
heard, or on the Chairperson’s own motion without such notice, the
Chairperson of the Appellate Tribunal may transfer any case pending before
one Bench, for disposal, to any other Bench,

Appeals to
Appellate
Tribunai,

73. (1) Any person aggrieved by the decision or order of the
Authority or an_Adjudicafing Officer, may prefer an appeal to the
Appellate Tribunal within a period of thirty days from the receipt of the
order appealed against, in such form, verified in such-manner and be
accompanied by such fee, as may be prescribed: '

Provided that the Appellate Tiibunal may entertain any appeal after
the expiry of the said period of thirty days if it is satisfied that there was
sufficient.cause for not filing it within that period,

(2) On receipt of an appeal under this section, the Appellate Tribunal
may, after providing the parties to the dispute or appeal, an opportumty of
being heard, pass such ordérs thereon as it deems fit.

(3} The Appellate Tribunal shall send 2 copy of every order made by
it to the parties to the dispute” or the appeal and to the Authority or the

Adjudicating Officer, as the case may be.
\

(4) The Appellate Tribunal may, for the ptirpose of examining the
legality or propriety or correctness, of any decision, or order of the

Authority or Adjudicating Officer referred to in the appeal preferred under
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this section, on its own motion or otherwise, call for the records relevant to
disposing of such appeal (***) and make such orders as it thinks fit.

74. (1) The Appellate Tribunal shall not be bound by the procedure
laid down by the Code of Civil Procedure, 1908, but shall be guided by the
principles of natural justice and, subject to the other provisions of this Act,
the Appellate Tribunal shall have powers to regulate its own procedure.

Procedure and
povrers of
Appellate
Tribunal,

5of 1908.

(2) The Appellate Tribunal shall have, for the purposes of
discharging its functions under this Act, the same powers as are vested in a
civil court under the Code of Civil Procedure, 1908, while trying a suit, in
respect of the following matters, namely—

() summoning and enforcing the attendance of any person
and examining him on oath; I

{b) requiring the discovery and productidn of dociments;

(c) receiving evidence on affidavifs;

fof 1872,

(d) subject to the provisions of sectiong 123 and (***) 124 of
the Indian Evidence Act, 1872, requisitioning any public record or
document or a copy of such record or document, from any office;

(¢) issuing commissions for the examination of witnesses or
documents;

(f) reviewing its decisions;

(g) dismissing an application for defaull or deciding it ex
parie; '

(h) setting aside any order of dismissal of any application for
default or any order passed by it ex parte; and

(i) any other matter which may be prescribed.

45 of 1860,

20f 1974,

(3) Every proceeding before the Appellate Tribunal shall be deemed
to be a judicial proceeding within the meaning of sections 193 and 228, and
for the purposes of section 196 of the Indian Penal Code and the Appellate

*| Tribunal shall be deemed to be a civil court for the purposes of section 195

and Chapter XX V1 of the Code of Criminal Procedurc, 1973.

75. (***) Every order (***) made by the Appellate Tribunal under
this Act shall be executablé by the Appellate Tribunal as a decree of civil
court, and for this purpose, the Appellate Tribunal shail have all the powers
of a civil court. |

Orders passed
by Appellate
Tribunal to be
execitable as
(***) decree.
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Appeal to
Supreme Court,

76. (1) Notwithstanding anything contained in the Code of Civil
Procedure, 1908 or (**%) any other law for the time being in force, an
appeal shall lie against any order of the Appellate Tribunal (***) to the
Supreme Court on any substantial question of law.

5 of 1908,

() (**%)

{(2) Every appeal made under this section shall be preferred within a
period of (***) sixty days from the date of the decision or order appealed
against:

Provided that the Supreme Court may entertain the appeal after the
expiry of the said period of (***) sixty days, if it is satisfied that the
appellant was prevented by sufficient cause from preferring the appeal ﬁn
time. ' '

Right to legal
representation.

77, The applicant or appellant may either appear in person or
authorize one or more legal practitioners or any of its officers or cxperts to
present his or its case before the Appellate Tribunal,

Explanation—TFor the purposes. of this section, the expression

| “legal practitioner" shall include (***) an advocate or an attorney (*¥%).

Civil court not
{0 have
jurisdiction,

78, No civil court shall have jurisdiction to entertain any suit or
proceeding in respect of any matter which the Appellate Tribunal is
empoweted by or under this Act to determine and no injunction shall be
granted by any court or other authority in respect of any action taken or to
be taken in pursuance of any power conferred by or under this Act.

CHAPTER XII
FINANCE, ACCOUNTS AND AUDIT

Grants by
Central
Government.

79, The Central Government may, after due appropriation made by
Parljament by law in this behalf, make to the Authority grants of such sums
of money as it may think fit for the purposes of this Act,

Dafa Protection
Authority (**#)
Fund (**#),

80. (1) There shall be constituted a Fund to be called the Data
Protection Authority Fund fo which the following shall be eredited—

 (a) all Government grants, fees and charges received by the
Authority under this Act; and

(b) all sums i‘qceived by the Authority from such other source
2s may be decided upon by the Central Government.
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(2) The Data Protection Authonty Fund shall be applied for
meeting—

(i) the salaries, allowances and other remuneration of the
Chairperson, Members, officers, employees, consultants and experts
appointed by the Authority; and

(if)- the other expenses of the Authority in connection with the
discharge of its functions and for the purposes of this Act,

81, (1) The Authority shall maintain proper accounts and other
relevant records and prepare an annual statement of accounts in such form
as may be prescribed in consultation with the Comptroller and Auditor-

General of India.

Accounts and
Audit,

(2) The accounts of the Authority shall be audited by the Comptroller
and Auditor-General of India at such intervals as may be prescribed and any
expenditure incurred by him in connection with such audit shall be
reimbursed to him by the Authority.

(3) The Comptroller and Auditor-General of India and any other
person appointed by him in connection with the audit of the accounts of the
Authorily shall have the same rights and privileges and authority in
connection with such audit as the Comiptroller and Auditor-General of India
gencrally has in connection with the audit of the Government accounts and,
inparticular, shall have the right to demand the production of books,
accounts, connected .vouchers and other documents and papers, and to
inspect any of the offices of the Authority.

(4) 'The accounts of the Authority as certified by the Comptroller
and Auditor-General of India or any other person appointed by (***) hint in
this behalf together with the audit report thereon shall be. forwarded
+annually to the Central Government by the Authority and the Central
Government shall cause the same to be [aid, as soon as may be aﬂe: it is
made, before each House of the Parliament,

82, (1) The Authority shall furnish to the Central Government at such
time and in such form and manner as may be prescribed or as the Central
Government may direct, such returns and statements (including statement
on enforcement action taken) and such partieulars in regard to any proposed
or existing programme for the promotion and development of protection of
personal data, as the Central Government from time to time, require,

Furnishing of
refuras, cte., (o
Central
Government.

(2) The Authority shall prepare once every year in such form and at
such time as may be preseribed, an annual report giving a summary of its
activities during the previous year and copies of the report shall be
forwarded to the Central Government,
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(3) A copy of the report prepared under sub-section (2) shall be laid,
as soon as may be after it is received, before each House of the Parliament,

(4 A copy of the report prepared under sub-section (2) shall also be
made publicly available by the Authority.

CHAPTER XUI
OFFENCES

Re-
identification
and processing
| of de-identified
personal data.

83.(1) Any pcrsoﬁ who, knowingly or intentionally—

(a) re-identifics the personal data which has been de-
identified by a data fiduciary or a data processor, as the case may be;
or ‘

(b) re-identifies and processes such personal data as
‘mentioned in clause (a),

without the consent of such data fiduciary or data processor, then, such
person shall be punishable with imprisonment for a term not exceeding
three years or with a fine which may extend to two lakh rupees or with both.

(2) Nothing contained in sub-section (1) shall render any such person
liable to any punishment under this section, if he proves that—

(a) the personal data belongs fo the person charged with the
offence under sub-section (1); or

(b) the data principal whose personal data is in question has
explicitly consented to such re-identification or processmg as per the
provisions of this Act.

84, (1) Notwithstanding anything contained in the Code of Criminal

Offences to he 20f 1974
°°g"iz"f‘b]e and | Procedure, 1973, an offence punishable under this Act shaH be cognizable
non-bailable. and non-bailable.
(2) No court shall take cognizance of any offence Qunisha ble under

this Act, save on a complaint in wrifing made by the Authority or by any

officer duly authorized by it for this purpose.
Offences by 85, (1) Where an offence under this Act has been committed by a
companies,

company, every person whe, at the time the offenicé was commitied was in
charge of, and was responsible to, the company for the conduct of that part
of the business of the company to which the offence relates, as well as the
company, (***) shall be liable to be proceeded against and punished

Il
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accordingly,

(2) Nothing contained in sub-section (1) shall render any such person
liable to (***) be proceeded against and punished aceordingly under this
Act, if he proves that the offence was committed without his knowledge or
that he had exe:crsed all due diligence to prevent the commission of such
offence,

(3) Notwithstanding anything contained in sub-section (1), where an
offence under this Act has been committed by a company and it is proved
that the offence has been committed with the consent or connivance of, or is
attributable to any neglect on the part of, any director, manager, secietary or
other officer of the company, such director, manager, secretary or other
officer shall also be (***) liable to be proceeded agamst and punished

ac cordlng[y !,u

Provided that an independent director and a non-executive
director of a_company shall be held lable only if it is shown that the

acted diligently.,

acts of omission or commission by the company had occurred with his
Inowledge or with his consent atfributable to him or where he had not

Explanation.— For the purposes of this section, the expressions—

(a) “company” means any body corporate, and includes—

(i) a firm; and

(i) an association of persons or a body of individuals
whether incorporated or not,

(b) “director” in relation to—

(1) a firm, means a partner in the firm;

(i) an association of persons or a body of individuals,
means any member controlling affairs thereof.

86. (1) Where (***) an offence under this Act has been committed by
any (***) Government data fiduciary, an in-house enquiry shall be
condueted by the Head of Office of the concerned- data fiducimy and
flte person or officer concerned responsible for such offence shall be
liable to be proceeded against and punished accordmg]y

Offences by
(**v‘:)

Government

data
fiduciaries,

| the offence was committed without his knowledge or that he had GKGICISCd

(2) Nothing contained in sub-section (1) shall render any such person
or officer liable fo any punishment provided in this Act, if he proves that

all due diligence to prevent the commission of such oﬁence
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(3) Notwithstanding anything contained in sub-section (1}, where an
offence under this Act has becn committed by a (***) Government data
fiduciary and it is proved that the offence has been committed with the
consent or connivance of, or is attributable to any neglect on the part of, any
officer, other than the (***) person or officer concerned referred to in

| sub-scetion (1), such officer shall also be deemed to be guilty of the offence

and shall be liable to be proceeded against and punished accordingly.

(4) Notwithstanding anything contained in this section, the

provisions of the Code of Criminal Procedure, 1973 relating to publlc 2of 1974,
servants shall continue to-apply,
CHAPTER XIV.
MISCELLANEOUS i
/
Power of 87. (1) The Central Government may, from time to time, issue to the
Central Authority such directions as it may think necessary in the inferest of the
Government fo sovereignty and integrity of India, the security of the State, friendly
issue directions,
relations with foreign States or public order.
(2) Without prejudice to the foregoing pfovisions of this Act, the
Authority shall, in exercise of its powers or the performance of its functions
under this Act, be bound by such directions (***) as the Central
Government may give in writing to it from time to time:
Provided that the Authority shall, as far as practicable, be given an
opportunity fo express its views before any direction is given under this sub-
section,
OIeD
Members, ete., 88. The Chairperson, Members, officers and employees of the
obe publie | Authority and the Appellate Tribunal shall be deemed, when acting or
servints. purporting to act in pursuance of any of the provisions of this Act, to be
public servants within the meaning of section 21 of the Indian Penal Code. | 45 of 1860
Protection of 89, No suit, prosecution or other legal proceedings shall fie against
action takenin | the Aythori ity or its Chairperson, Member, employee or officer for anything
good faith. which is (**#) in good faith done or intended to be done under this Act, or
the rules (*#%) or (***) regulations (***) made thereunder.
Exemption 90. Notwithstanding anything contained in the Income Tax Act, 1961 | 43 of 1961,
from tax on or any other enactment for the time being in force relating to tax on income,

income.

profits or-gains, as the case\may be, the Authonty shall not be liable to pay
income tax or any other tax in respect of its income, profits or gains derived.
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91, The Authority may, by general or special order in writing
delegate to any Member or officer of the Authority subject to such
conditions, if any, as may be specified in the order, such of its powers and
functions under this Act, except the powers fo_make regulations under
section 98, as it may deem necessary. :

Delegation.

92. (1) Nothing in this Act shall prevent the Central Government
from framing (¥*¥) any policy for the digital cconomy, including measures
for its growth, security, integrity, prevention of misuse, (***) and ha ndlmg
of non personal data ineluding anonymised personal data.

Act to promote
framing of
policies for
digital
economy, elc..

(2) The Central Government may, in consultation with the Authority,
direct any data fiduciary or data processor to provide any personal data
anony:ﬁised or other non-personal data to enable better targeting of delivery
of services or formulation of evidence-based policies by the Central
Government, in such manner as may be prescribed, ' f

Explanation.-(**¥)

(3) The Central Government shall disclose annually the directions,
made by it under sub-section (2), in such form as may be prescribed and
such disclosure shall be included in its Annual Report which shall be
laid before each Housc of Parliament,

93, (*¥%) Any data fiduciary shall not process such biometric data as
may be (**¥) preseribed, unless such processing is permitted by law,

Bar on
processing
certain forms of
biomelric data,

94, (1) The Central Government may, by notification and subject to
the condition of previous publieation, make rules, not inconsistent yvith
the provisions of this Act, fo carry out the (**#) purposes of this Act.

Power to make
rules.

{(2) In. particular, and without prejudice to the generality of the
foregoing power, such rules may provsde for all or any of the following
matters, namely:— -

(a) any other harm under sub-elause (xii) of Cli:lllSC {23 of

scction 2;

(b) the mnanner in which a data fiduciary can share, transfer
or transmit the personal data to any person as part of any business
transaction under sub-section {4) of section 8;

(c) the other factors to be taken into consideration under clause
{d) of sub-section (3) of section |0;

(d) the form and manner in which an application may be made
to exercise the right under sub-section (2), and the manner of review of
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the order passed by the Adjudicating Officer under sub-section (4) of
section 20; ‘ '

{c) the steps to be taken by the Authority in case of breach.

of non-personal data under sub-section (6) of seetion 25;

{f) the threshold with respeet to users of social media
platform under sub-clause (i) of clause (f) of sub-section (1) and
different thresholds for different classes of social media platforms
under the proviso to elause (f) of sub-scction (1) of section 26 ‘

(g) the (***) manner of voluntary (***) verification of the
accounts of the users of social media platform under sub-section (3)
and the identifying mark of verification of a voluntarily verificd user
under sub-section (4) of scetion 28;

(.
!

(h) (***) the manner of registration of data auditors under
sub-section (4) of section 2% '

(i) the _qualifications and cxpericnee of a _data _protection
officer and other personnel to be inclided under the expression
“key managerial personnel” under sub-scetion (13 of seetion 303

(i) the entity or class of (***) entitics in a country, or |

international organisations to which transfers may be permitied under
clause (b) of sub-section (1) of section 34;

(k) the place of head office of the Authority under sub-section
(3) of section 41,

(1) the procedure to be followed by the selection committee
* under sub-section (3) of section 42; '

{m) the salaries and allowances payable to, and other terms and
conditions of service of the Chairperson and the Members of the
Authority under sub-section (2) of section 43;

{n) the time and place for, and the rules and procedures in
~ regard to transaction of business at the meetings (including quorum)
of the Authority under sub-section (1) of section 46;

(o) other functions of the Authority under clause (p) of sub-
section (2) of section 49;

(p) the procedure of issuance of a code of"practice under sub-
section (4), the manney in which the Authority may review, modify or
revoke a code of practice under sub-scction (7), of section 50;
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(q) other matters under clause (€) of sub-section (8) of section
53 inrespect of which the Authority shall have powers;

(r) the penalties for contravention of certain provisions of
this Act by data fiducjaries under sub-scetions (1) and (2) of

section 57;

(s) the form, manner and the period for filing an application
for contpensation under sub-section (2) of section 621

(6) the number of Adjudicating Officers, manner and terms of
their appointment, their jurisdiction and other requirements under sub-
section (2) and the qualifications and the experience of such
Adjudieating Officers under sub-scetion (3) of section 63;

{3 the manner in which the Adjudicating Officer shal[ condqct
an inquiry under sub-section (1) of section 64;

(v) the form and manner of making (***) an application and
the procedure for hearing of (***) an application under sub-section
(7) of section 68;

(w) the manner of appointinent, term of office, salaries and
allowances, resignation, removal and the other terms and conditions of
service of the Chairperson and any Member of the Appellate Tribunal
under sub-section (2) of section 69;

. (¥ the procedure of filling .of vacancies in the Appellate
Tribunal under section 70;

(¥) the salaries and allowances and other conditions-of service
~ of the officers and employees of the Appellate Tribunal under sub-
_section (3) of section 71;

(z) the form, manner and fee for filing an appeal (***) with the
- Appellate Tribunal under sub section (1) of section 73;

(za) other matters under clause (i) of sub-section (2) of section
74 in respect of powers of the Appellate Tribunal;

(zh) the form of accounts, other relevant records and annual
statement of accounts under sub-scction (1), the intervals at-which the
accounts of the Authority shall be audited undel sub- sectlon (2) of
section 81;

(z¢) the time, (***) the form and manner in which the returns,
statements, and particulars are to be furnished to the  Central

Government under sub-seetion (1), and annual report under sub-
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section (2) of section 82;

(zd) the manner in which the Central Government may isste a
direction, including the specific purposes for which data is sought
under sub-section (2) and the form of disclosure of such directions
under sub-section (3) of section 92; (¥%%)

(z¢) the details of biometric dafa not to be processed under
section 93;

(zf) any other matter which is required to be, or may be
prescribed, or in respect of which provision is to be made, by rules,

Power {o make
tegulations,

95, (1) The Authority may, by notification and subicd to the
condition _of _previous ~_publication, make regulations, {(***) not

inconsistent with the provisions of this Act and the rules made lheteunder

fo carry out the (***) purposes of this Act.

(2) In particular and without prejudice to the generality of the
foregoing power, such regufations may plOV]dc for all or any of the
following matters, namely:—

(2) any other information required to be provided by the data
fiduciary to the data principal in its notice under clause (n) of sub-
section (1) of section 7,

(b) the manner in which the personal data retained by the data
fiduciary must be deleted under sub-section {4) of section 9;

(c) the reasonable purposes under sub-section (1) and the
safeguards for protecting the rights of data principals under sub-section
(3) of section 14;

(d) the additional safeguards or restrictions under sub-section
(2) of section 15;

(c) lhe manner of obtaining consent of the parerit or guardian of
a child (**%*) and the manner of verification of age of o' child under
sub-section (2), application of provision in modified form to data
fiduciaries offering counselling or child protection services under sub-
section (5) of section 16;

(f) the manner in which the data principal shall have the
right to access in one place the identitics of the data fiduciaries
with whom his ])cisoml data has been shared by any data
fiduciary together w1th the eategories of personal data shar ed with
them under sub-section (3} of section 17;
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(g) the conditions and the manner in which the data
principal shall have the vight to corrcetion and crasure_of the
personal data under scetion 18:

(h) the manner for determining the compliance which
would not be technically feasible for non-application of the
provisions of sub-section (1) under clause (b) of sub-seetion (2) of

scetion 19;

(i) the period within which a data fiduciary must acknowledge
the receipt of request under sub-section (1), the fee to be charged under
sub-section (2), the period within which request is to be complied with
under sub-section (3), and the manner and the period within which a
data principal may file a complaint under sub-section (4) of section 21;

{

(1) the conditions under which the {ata fiduciary shall

oblige to comply with the lcqucst made by the (]"It‘l principal
under sub- scctmn (5) of section 21

(k) the manner and the period for submission of privacy by
design policy under sub-section (2) of section 22;

(1) the form and manner for making the information
available, any other information fo be maintained by the data
fiduciary under sub-scetion {1) and the manncr of nofifying the
inportant operations in the processing of personal data related to
data principal under sub-section (2) of section 23

(m) the manner and the technical, operational, financial and
other conditions for registration of the Consent Manager (***) under
sub-section (5) ofsectlon 23; :

(n) _the manner of review of security safeguards periodicaily
by data fiduciary or data proeessor under sub seefion (2) of

scetion 243

(0) the form of notice under sub-scetion (2) of seelion 25;

(p) the manner of registration of significant data fiduciaries
under sub-section (2) of section 26;

(q) the circumstances or class (***) of data fiduciaries or
processing operations where data protection impagt assessments shall
be mandatory and instances where data auditor_shaﬂ be (***) engaged
under sub-section (2), (**¥) the manner in which data protection
officer shall review the data protection impact assessment and submit
to the Authority under sub-section (4) of section 27 (***) and the
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conditions for processing under sub-section {5) of scction 27;

(r) the form and manner for maintaining the records, and any
other aspect of processing for which records shall be maintained under
sub-section (1) of section 28; '

(s) the other factors to be taken into consideration under clause
(g) of sub-scction (2); the form and procedure for conducting audits
under sub-section (3); (***) criteria on the basis of which rating in the
form of a data trust score may be assigned to a data fiduciary under
sub-section (6) of section 29;

(D) the period within which transfer of personal data shall be
notified to the Authority under sub-section (3) of section 34;

(w) the provisions of the Act and the class.of research, (*%%)
archiving or statistical purposes which may be exempted under
section 38; '

~(v). _the manner of applying by the data fiduciary for
inclusion in the Sandbox under sub-section (2) and any other
information required to be included in the Sandhox by the data
fiduciary under elause {d) of sub-section (3) of seetion 40:

{w) the remuneration, salary or allowances and other terms and
conditions of service of such officers, employees, consuftants and
experts under sub-section (2) of section 48;

(x) the code of practice under sub-section (1) of section 50;

(y) the manner, period and form (***) for providing
information to the Authority by the data fiduciary or data processor
under sub-section (3) of section 52; :

(z) the place and time for diseovery and produetion of books
of account, data and other documents to'thc Authority or Inquiry
Officer under clause (a) of sub-scction (8) of scetion 53

(za) the period and the manner of filing a complaint by the
data_principal before the Authority under sub-seetion (1} of

seetion 62;

(zh) any other matier which is required to be, or may be
specificd, or in respect of which provision is to be or may be made by
regulations, \ o

96. Every rule and regulation made under this Act and notification
issued under sub-section (4) of section 68 shall be [aid, as soon as may be
afler it is made, before each House of Parliament; while it is in session, for a

Rules (#*%), -
regulations and
notificatton to
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total period of thirty days which may be comprised in one session or in two
or more successive sessions, and if, before the expiry of the session
immediately following the session or the successive sessions aforesaid, both
Houses agree in making any modification in the rule or regulation or
notification or both Houses agree that the rule or regulation or notification
should not be made, the rule or regulation or notification shall thereafter
have effect only in such modified form or be of no effect, as the case may
be; so, however, that any such modification or annulment shali be without
prejudice to the validity of anything previously done under that rule or
regulation or notification.

be [aid before
Parliament,

97. Save as otherwise provided in this Act, the provisions of this Act
shall have effect notwithstanding anything inconsistent therewith contained
in any other law for the time being in force or any instrument having effect
by virtue of any such law (**%). i!

Overriding
effect of this
Act,

98. (1) Ifany difﬂcu!ty arises in giving effect to the provisions of this
Act, the Central Govermment-may, by order, published in ‘the Official
Gazetfe, make such provisions not inconsistent with the provisions of this
Act as may appear to it to be necessary or expedient for removing the
difficulty:

Power to
renove
difficulties.

Provided that no such order shall be made under this section after the
expity of five years from the datc of commencement of this Act,

(2) Evéry order made under this section shall be laid, as soon as may
be after it is made, before each House of Parliament,

(%)

99. The information Technology Act, 2000 shall be amended in the
manner specified in the Schedule to this Act,

Amendment of

Act 21 02000,
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SCHEDULE

(see section M

AMENDMENT TO THE INFORMATION TECHNOLOGY ACT, 2000
(21 of 2000)

1, Section 43A of the Information Technology Act, 2000 (héreafter in
this Schedule referred to as the principal Act) shall be omitted,

Omission of

section 434,

39 of 1970

2, In scetion 81 of the principal Act, in the proviso, after the words

Amendment of

and_fignres “the Patents Act, 1970”, the words and figures “or the Data
Protection Act, 2021” shall be inserted, . !

seetion 81,

3, In section 87 of the principal Act, in sub-section (2), clause (ob) shall
be omitted.

Amendment of
section 87,
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